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Preface

Change generatesrisk. Change is aconstant. Therefore, risk is aconstant.
Ye whilerisk isforever with us, particularly in the project environment,
the interpretationsof risk management shift with the times. The most
recent shift camein late 2000 with the latest version of the Project
Management Institute, Inc.’s A Guide to the Project Management Bady of
Knowledge (PMBOK®! Guide—2000 Edition). For years, the Project
Management Institute's philosophy on risk management mirrored that of
the U.S. Department of Defense. In fact, thefirst edition of this book was
in part edited from the publication of the sametitle by the Defense Systems
Management College.

With the release of the revised PMBOK® Guide-2000 Edition, there are
new perspectiveson risk. Most notably, there has been a shift in recog-
nizing that most organizationsare not willing to invest the time and energy
essential for building deep quantitative analysesof project risk. With the
technological revolution, time is o the essence, and as such, organizations
seek opportunities to qualify —rather than quantify—their risksand move
on. This has caused a profusion of toolsand techniques that addressrisks
"softer side."” Thisbook reflects that shift with significant changesto the
waysin which some tools are applied and with 13 new chapters in Part II:
Risk Management Techniques.

In keeping with the book's DOD roots, | have retained the format,
the tables, and the matricesthat allow for quick analysisand cross
reference of the contents herein. Referencesto specificanaysesstill hark
back to the 380 surveysinitially donefor this work, but the original caveat
holdstrue. The risk techniques resulting from this effort have not been
evaluated for all circumstances; therefore, you must determine the validity
and appropriatenessof a particular techniquefor your own applications.

! PMBOK® is a trademark of the Project Management Institute, Inc., and is registered in the
United States and other nations.




The appendixeshave been largely untouched, as most of their content is
rooted in history and accepted practice.

My heartfelt thanks go to the teams that contributed so diligently to this
text asit wasdeveloped. | thank my fellow project managersand instruc-
torsfrom ESl International (most notably LeRoy Ward) who offered their
time and support in the review and development of this material. Thanks
to my students for their recommendations throughout the past few years
and especialy to LT Dennis Evans, U.S. Coast Guard, for his valuable
insightson estimating relationships. Thanks aswell to the internal teams
who made significant contributions as this publication was shepherded
from editing through desktop publishing.

| wish to extend special thanks to Myron Taylor and Chester Zhivanos,
the talented (and patient) editors who worked to ensure that the second
edition wasa major step forward from the first and who lent their skills
toward making this aricher, clearer volume. My thanks to Ron Guappone
for his creative cover design and to RebeccaKingery and Trinh Lefor their
superb desktop publishing. And lastly, my sincere thanks to their Vice
President, JulieZinn, aclosefriend and adriving forcein keeping ESl and
IIR at the cutting edge.
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ntroduction

Rik Management: Conceptsand Guidance is designed to provide alook at
risk in light of the latest information but still be grounded in the history of
risk practice. As a referencevolume, it providesafundamental intro-
duction on the basics associated with particular techniques. Asan
educational tool, it clarifies the concepts of risk and how they apply in
projects. For those immersed in project management culture, it is now
compliant with the Project Management Institute, Inc. publication, A
Guide to the Project Management Body of Knowledge (PM B O P Guide-2000
Edition).

When originally published, this material was geared toward the
government environment. In thefirst edition, the effort was to reorient the
material toward a more general businessaudience. In this latest version, the
content has been designed to align with day-to-day project management
practice and the application of risk management in thefield.

In thefirst edition, this book departed from the PM B O P Guide-1996
Edition by adding an additional phase called risk planning, which incor-
porated the broad-ranging issues associated with preparing project
organizationswith an infrastructure and strategiesfor risk. The PM BOP
Guide—2000 Edition now identifiesrisk management planning as acritical
step. The PM B OP Guide—2000 Edition has also added a new phase
identified as risk qualification. Consequently, this book now reflectsthe
processes of risk planning, risk identification, risk qualification, risk
quantification, risk response development, and risk monitoring and
control.

Scope

Risk management isa" method of managing that concentrateson
identifying and controlling the areas or events that have a potential of
causing unwanted change. . . it isno more and no less than informed



management" (Caver 1985). In keeping with this definition, this book
coversproject risk management from the project manager's perspective. It
does not cover insurance risk, safety risk, or accident risk outside the
project context. Risk management isan integral part of project manage-
ment and should be thought of asacomponent of any project management
methodology rather than asan independent function distinct from other
project management functions.

Approach

Risk Management uses a holistic approach to risk. That is, risk is examined
asablend of environmental, programmatic, and situational concerns.
Although technical issues are a primary source of risk and figure promi-
nently throughout the book, they must be balanced with managing other
aspects of the project.

Throughout the text, risk is considered exclusively as afuture phe-
nomenon. Risks are events that may happen to a project. They are not
events that have already occurred. It isvital to consider risk in that context
because otherwise, every negative issue or change in plans may potentialy
be midabeled as arisk event.

Using This Book

When using Risk Management, remember that risk is a complex concept
subject to individual perception. Some people take risks, whereas others are
morerisk averse. Hence, it isdifficult to develop universal rulesfor dealing
with risk. Nevertheless, this book includes substantial guidance, structure,
and sampl e handling techniques that follow sound management practice.
Although the principles, practices, and theories presented hold true in
nearly al situations, under certain circumstances, the rulesby whichrisk is
evaluated may change drastically. For example, when confronted by an
extreme threat, people can do extraordinary things. They will take risks
that under ordinary circumstances would be deemed unacceptable. Asa
result, high-risk projects are not alwaysbad and should not necessarily be
avoided. Rather, if risks are assumed, they should be rigorously monitored
and controlled.

Risk Management is structured in atutorial fashion and is presented in
two parts. Part | beginsin Chapter 1 by analyzing the sysemsthat can be
used to apply risk management. The next chapter definesrisk in terms
relevant to project management and establishesthe basic concepts
necessary to understand the nature of risk. Chapter 3 definesthe risk
management structure and processes that can be applied to all project
phases, with an emphasison risk management planning.

xvi Introduction



Part II presents specific techniques necessary to successfully implement

the processesdescribedin Part |. Using these techniques, the project
manager can gain some of the insights essential to proceed with risk
management. T he techniques evaluated include—

m Expert interviews

m Planning meetings

m Risk practice methodol ogy

m Documentation reviews

m Analogy comparisons

m Planevaluation

m Delphi technique

m Brainstorming

m Crawford Slip Method (CSM)

m SWOT andysis

m Checklists

m Project templates

m Assumptions anaysis

m Decision analysis—expected monetary value
m Estimating relationships

m Network anaysis

m Program Evaluation and Review Technique (PERT)
s Other diagramming techniques

= Rating schemes

= Riskmodeling

m Monte Carlo simulations

= Risk factors

m Risk response matrix

m Performance tracking and technical performance measurement

m Risk reviewsand audits

Introduction

xvii



The appendixes serve as reference materials and provide supporting

detail for some of the concepts presented in the text:

Appendix A , Contractor Risk Management: A review of some standard
clauses and languageincorporated to address contractor risk issues.

Appendix B, An Abbreviated List of Risk Sources: A compilation that
sarves asan initial risk checklist.

Appendix C, Basic Probability Concepts: A refresher and basic primer for
the material in the text.

Appendix D, Quantifying Expert Judgment: A deeper exploration of how
to transform qualitative information into quantitative information
during expert interviews.

Appendix E, Special Notes on Software Risk: A series of tablesdesigned to
support probability and impact analysis in software projects.

Risk Management also providesa glossary, bibliography, and index.
Asyou work through all this material, remember that risk isa highly

personal and unique experience. No two projectswill share exactly the
samerisks. Assuch, the ultimate authority on risk is not any tool or
technique addressed between these covers. Rather, the ultimate authority
on your project's risk is the project manager: you!
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isk Processes and
Practices—Why Risk
Management?

Thefirst part of Risk Management: Conceptsand Guidance reviewsthe basic
processesand practicesassociated with risk management in the project
environment. It doesso in depth, assessing the "rulesdf theroad" in
planning for, identifying, assessing, devel oping responsesto, and
controlling risk. It isaconceptual overview of how risk should be
addressed.

In institutionalizing risk management in an organization, there is
inevitably adread of "analysis paralysis,” the fear that so much time will be
spent examining concerns and potential problemsthat none of them are
ever resolved. There isaso afear of administrative overburden. Project
managersare frequently among the busiest people in an organization. They
fear that they will have to do even more.

Asaresult, risk sometimesbecomesa secondary issue. | n organizations
wheresuccessis the norm and failureis ararity, risk management is
relegated to obscurity in the hope that project managerswill be able to
handle project issues and problemsas they occur. Neverthel ess, these
organi zationsshould embrace risk management. Risk remains a secondary
issueonly aslong as an organization's luck holds out. Sooner or later, bad
things happen to good projects, and a project manager without aclear risk
strategy will eventually pay a price. Regardiessof whether calculated in
termsdf lost resources, a blown schedule, or a budget overrun, the
repercussions o such failurefall directly on the project manager.

Needlessto say, there is also a negative aspect to risk management. It is
perceived as the "dark side'" of a project, and the project manager becomes
the prophet of doom and gloom. When applied inconsistently, risk
management makesgood risk managersappear to be pessimistsand
naysayers, while those who take no proactive posture on risk are regarded



asteam players. Therefore, the only time a project manager can really
succeed as arisk manager, both individually and organizationally,is when
that manager has the support of the organization and its practices. That is
why aclear, well-devel oped set of risk practicesand protocolsisvital to the
long-term survival of any project organization.



isk Management
Practices

Even the simplest businessdecision involves some risk. Because every
project involvessome measure o risk, it isthe project's success criteria that
often serve as the determining factorsfor which risks are worth taking and
which risksare not. Consider, for example, the decisiontodriveor flyona
businesstrip. If cost isthe success criterion, risk determination issimple:
compare the costs of flying and driving (compounded by potential
inflationary factors). However, another success criterion might be safety,
and thus stati stics concerning accidents should be evaluated. If punctual
arrival is added as a third criterion, airline on-time statistics, automobile
dependability, and road conditions should be evaluated. A s other success
criteria are added, decision making becomes more complicated and
involvesmore judgment. In the present example, increased cost is perhaps
an acceptabl e risk, being late may be unacceptable, and not arriving safely
is certainly unacceptable. If project managersdo not know what success
criteria are driving the project, they cannot hope to identify the risksthat
may impedetheir road to success.

Increasing technical complexity, in turn, increasesrisk. Every new
generation of technology islayered on the old. Nevertheless, most
organizationstend to weight decisionsheavily toward cost and schedule
godls because they are easy to understand. But the effect of cost and
schedule decisionsrelated to technical performancerisk frequently is
unclear. Thus, aforma methodology for evaluating the effectsof decision
making and foreseeabl e problems is indispensable and should aso help to
identify practical and effectiveworkaroundsfor achieving project goals.

A Systematic Process

Not all projectsrequire aformal risk management approach, but to obtain
the maximum benefit, risk management must become a systematic process



applied in adisciplined manner. Put more smply, not every project has to
follow every step, but implementing the basic practicesshould be rote.

Many project managersuse intuitive reasoning (guessing) as the starting
point in the decision-making process. That's not a bad place to start. But
truly effective managerswill look beyond simple reasoning and experience
in making decisionsthat involve significant risk. Even the most expe-
rienced project managers have not encountered every risk. There are some
risks that they cannot imagineor that do not match their paradigm; and
there arestill othersthey just cannot predict. Some risks are so far outside
any individual'sexpectations or experience that those risks could not
possibly be considered without any external inputs.

Numerousinhibitions restrain implementing risk management asa
standard project practice. It's unpopular. It points out the negative. It
primarily focuseson potentially bad news.

In 2000, the Standards Committee of the Project Management Institute,
Inc. (PMI®)* made amajor shift in the context of how risk management
will be applied. The original four-step content on risk management (1996)
wasdiscardedin itsentirety and replaced with a new set of processesand
practices. The PMI® approach to risk now comprisessix basic steps:

s Risk Management Planning. In this new area, project risk infrastructure is
established and a project-specific risk management plan is generated.

m Risk Identification. Events that will have potentially negative impactson
projects are clearly described.

m Risk Qualification. Risks are evaluated according to nonnumeric
assessment protocols.

m Risk Quantification. The most significant risks are evaluated according
to their numeric probability and impact.

m Risk Response Planning. Strategies to deal with or preclude risks are
evaluated and communicated.

m Risk Monitoring and Control. Risk management and responseplans are
put into action.

The movefrom four to six steps raised concern among some project
managersthat a larger process would discourage individual sfrom adopting
risk management practices. However, these processsteps were designed to
encourage more flexible, adaptabl e approaches within an organization's
project methodology and facilitate risk management implementation.

# PMI® is a service mark and trademark of the Project Management Ingtitute, Inc., and is
registered in the United States and other nations.



All project managersshould perform some documented risk manage-
ment activity, either qualitative or quantitative. All significant projects
should include formal, intense risk management activities; smaller,less
critical projectsmay require only ascaled-downrisk effort. Thus, the
ultimate authority on risk is the project manager, who must make
determinations based on the project's cost, schedule, and performance
challenges.

Summary
s Risk management isessential.
m Risk management should be systematic.

m All projects should have some documented risk management activity.

Rik Management Practices 7






Bhapter 2
Isk Concepts

Although the termsrisk and uncertainty are often used interchangeably,
they are not the same. Risk isdefined as the" cumulative effect of the prob-
ability of uncertain occurrences that may positively or negatively affect project
objectives’ (Ward 2000).Thisis unlike uncertainty, which considersonly
the event and where the probability is completely unknown. The tra-
ditional view saysthat risk isasituation where an event may happen, and
the frequency of occurrence can be evaluated based on a probability
distribution of past occurrencesor environmental considerations. Although
that observation haslimited utility in project management, it doesdis-
tinguish between risk and uncertainty. With risk, there isasense of the
relative level of event probability. With uncertainty, however, that
probability is completely unknown.

To understand whether an event is truly "risky," the project manager
must understand the potential effectsresulting from its occurrence or
nonoccurrence. Determining risk in this manner requiresusing some
judgment. For example, although an event may have alow likelihood of
occurring, the consequences, if it does occur, can be catastrophic. A
commercial airline flight illustratesthis type of situation: Although the
probability of acrash islow, the consequencesare generally grave.
Although many peoplefeel uncomfortable about flying becausedf the
conseguences of failure, most people do not consider flying a high risk.
This example also emphasizesthe principle that risk depends greatly on
individual perception.

The nature o any given risk iscomposed of three fundamental
elements: the event, the probability, and the severity (or impact) (see
Figure 1). The event is the description of therisk asit may occur. Event
descriptions are crucial. The probability and impact of a plane crash at the
gate arefar different from the probability and impact of a plane crash from
an altitude of 30,000feet. Thus, risk managers must explore the nature of
the risk event itsdlf before they can begin to examine risk probability and



impact. Without aclear definition of the risk event, ascertaining
probability and impact become far more difficult.

LOw

{ High
risk

rs|

Low Increasing
risk

risk
—_—
el -

Severity of the consequence (impact)

Figure 1. Concept o Risk

Once therisk event has been defined, probability must be considered.
Statistical data and probability theory play important rolesin determining
thisvariable, yet the remaining issueisthe severity of the consequence if
the event occurs. Again, statistics and probability help determine the
degreedof impact after it isidentified. (Note, however, that probability is of
limited use here and not always appropriate.) These factorsare then
evaluated to establish the relative level of risk associatedwith any given
risk event.

In most organizationsand for most projects, there islittle disagreement
about thelevel of risk if the variables are classified asfollows:

= Low probability and low impact equal low risk
m High probability and high impact equal high risk

m High probability and low impact equal low risk (to the project's overall
SuCCess)

However, as you move toward the low probability/high impact quadrant
of thefigure, determining the risk level becomes more subjectiveand requires
strict guidelines. A project with many moderate-risk items may be considered
high risk, whereasa project with afew high-risk items may have alower
overall risk rating. These situations usualy require some type of modeling to
ascertain the project risk level. Consequently, many attempts have been
made to model this subjectivequantification of risk mathematically.
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Some stati sticiansand project managers may apply probability distributions
(seeAppendix C),whereasothers may not.

Asstakeholders rate risks, disagreementscan occur. Although project
managers must sometimesrely on technical expertsin the risk management
process, they must also be prepared to make the final judgment themselves.
Some guidelineson rating risksare included in Chapter 3 under "Risk
Quantification." And whereasit isimportant to examine the quantifiable
probabilitiesfor loss, an additional item to consider is opportunity. If no
real opportunity exists, there is no reason to pursue a risky activity.
However, as the potential gain increases, so does the threshold for
accepting risk.

Classifying Risk

To the project manager, risksare primarily rooted in the processto deliver
aspecified product or serviceat aspecified time for a specified cost. A
properly planned project will provide the project manager with some
reserve funds and slack time to work around unanticipated problemsand
still meet original cost, schedule, and performancegoas. But awide variety
of problemscan keep the manager from meeting project objectives: the
product may not attain the performance level specified, the actual costs
may be too high, or delivery may betoo late. (Thereis, of course, arisk
that the original cost, schedule, and performance goalswere unattainable,
unredlistic, or conflicting.)

To make it manageable, risk must be classified. Historically, although a
number of different classificationschemeshave been successful, we will
examine three schemes here: risk facets (per the Defense Systems
Management College) and two risk categorization approaches (per the
Project Management Institute). What isimportant is not to select one
particular scheme, but instead, to select approachesthat mirror an
organi zation'srisk needs.

Risk Facets

The original Risk Management: Conceptsand Guidance book that the
Defense Systems Management College (DSM C) published in 1986
classifiedrisk into five facets:

m Technical (performance related)

m Programmatic (performance rel ated)
m Supportability (environment related)
m Cost
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Because they arefrequently indicators of project status, cost and
schedulerisks are treated somewhat differently from the others. However,
cost and schedule can become a major source of project risk.

Classifyingarisk into one or more of thefive facets requires examining
the source of therisk. It isnot alwayseasy to determine the appropriate
category (nor isit that important just for the sake of classification).
However, understanding the source of the risk and the affected areas, as
well as providing astructure to examine risk, are critical elements if the risk
is to be managed effectively. Table 1 lists samplerisks from each facet.

Risk Facet Sources of Risk

Technical Physicalproperties Requirementchanges
Material properties Fault detection
Radiation properties Operating environment
Testingand modeling Proven or unproven technology
Integration and interface System complexity
Software design Unique or special resources
Safety

Programmatic Material availability Labor strikes
Personnel availability Requirementchanges
Personnel skills Politicaladvocacy
Safety Contractor stability
Security Funding profile
Environmental impact Regulatory changes
Communication problems

Supportability Reliability and maintainability Facility considerations
Training and training support Interoperability considerations
Equipment Transportability
Human resource considerations ~ Computer resources support
System safety Packaging, handling, storage
Technical data

Cost Sensitivityto technical risk Sensitivity to schedule risk
Sensitivity to programmatic risk Overhead and general and
Sensitivity to supportability risk administrative rates

Estimatingerror
Schedule Sensitivity to technical risk Sensitivity to cost risk

Sensitivity to programmatic risk
Sensitivity to supportability risk

Degree of concurrency
Number of critical path items
Estimatingerror

Table 1. Typical Sourcesof Risk by Facet

Technical Risk

Technical risk isthe risk associated with developing a new design (or
approach), either to providea greater level of performanceor to
accommodate some new constraints. The nature and causesof technical
risks are as varied as the approaches and system designs. Many, if not most,




technical risks result from the omnipresent requirement to minimize or
maximize physical propertiesof processes, systems, and equipment. What is
technically risky at first may become routine later as risky areas on a project
with high performance requirements may be routine on systemswith lower
performance requirements.

Many of the “-ilities,” such as reliability, maintainability, and long-term
viability, must be addressed in the project environment. All can be viewed
as additional requirements placed on system or process designers attempt-
ing to develop an efficient design capable of the desired performancelevel.
All can be sources of risk.

Nevertheless, describing all possible technical risksisnot easy because,
when examined at the lowest level of detail, there are so many. Usualy,
many itemsor stepsneed to be designed and integrated with other items
and steps. There may be severa design objectivesfor each site, and each
combination of item and design objective issubject to many “-ility”
requirements as well as cost and schedul e constraints.

Appendix B contains an abbreviated list of technical risk areas. It does
not list typesaof risks by processes, components, parts, subassemblies,
assemblies, subsystems, and systemsfor all the many associated integration
design tasks. Nor doesit addressall possible aspectsof performance, which
vary widely from project to project. As the design architecture, perfor-
mance, other requirements, and project constraints becomeknown on a
given project, amore detailed list of risks should be prepared based on
project-specificinformation.

Programmatic Risk

Programmaticrisk is the risk associated with obtaining and using applicable
resourcesand activities that can affect project direction, but that may be
outside the project manager's control. Generally, programmatic risksare

not directly related to improving the state of the art. Programmatic risks
are grouped into categoriesbased on the nature and source of factorsthat
have the potential to disrupt the project's implementation plan. They
include disruptions caused —

By decisions made at higher levelsof authority directly related to the
project

m By events or actionsthat affect the project but are not directed
specificalyat it

m Primarily by afailure to foresee production-related problems

m By imperfect capabilities
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m Primarily by afailure to foresee problemsother than those included in
thefirst four categories

Theserisks tend to be afunction of the businessenvironment.
Appendix B hasamoredetailed listing of sample programmatic risks.

Supportability Risk

Supportability risk isthe risk associated with fielding and maintaining
systems or processesthat are currently being developed or that have been
developed and are being deployed. Supportability risk comprises both
technical and programmatic aspects. Certainly, any design effort of
substance should consider what the supportability issues are likely to be
when the system isfielded. Another example is training, which is generally
a programmatic risk but quickly becomesa supportability risk when
maintenance and operations support become the main factors.

It isimportant to understand that any given risk may belong to more
than one of thefivefacetscited. For example, a particular piece of support
equipment may pose a technical challenge and have significant support-
ability implications.

Cost and Schedule Risk

In many organizationsthere isalong history of project cost and schedule
growth. During times of limited budgets, cost and schedule growth in one
project may dictate reductions in another. Therefore, the risk of cost and
schedule growth is amajor concern. This problem isfurther complicated
because performance and design technical problemsare sometimessolved
by increasing the planned project scope, thereby increasing project cost
and/or schedule.

Thedifference between the estimated project cost and schedule and the
actual results provides the evidence of cost and schedule growth. Two
major risk areas have an effect on cost and schedule growth:

m Unreasonably low cost or schedule estimates
m Poor project efficiency on cost and schedule objectives

Poor estimates are analysis rel ated; poor efficienciesare not. Efficiency
in a project environment isfrequently afunction of the project manager's
skill in accommodating unanticipated problems related to technical,
programmatic, and supportability risks. Those project managerswithout
sound solutions to these problemsoften face increased costs and schedules.

Poor estimate risks are not simply borne out of low initial guesses on
cost and schedule. They may result from—



m Inadequate system descriptions

m |nadequate historical cost or schedule data
m Lack of an effective estimating methodol ogy
m Incomplete estimates

In both of these contexts there are few risksthat can be labeled true cost
or schedule risks. But more often than not, cost or schedul e uncertainty
reflectstechnical, programmatic, and supportability risk.

Facet Organization

There arerisk driversand risk indicators. Risk driversare usudly the
technical, programmatic, and supportability facets, whereas cost and
schedulefacets are the indicators. T he difference between driversand
indicatorsisthat driversare seen as the causes o risk, while indicators are
the outcomes. Although both can be affected through risk management,
their natures differ. Asrisk managers, project managerscan consider ways
to addressthe driversand the indicators. The emphasison each, however,
issomewhat different.

As Figure 2 illustrates, addressing one driver may have an influenceon
both cost and schedule. But considering cost or schedule outcomes may
also resolve multiple risksfrom multiple sources. For example, in develop-
ing aWeb site, solving atechnical problem with Web page programming
may reduce cost and schedul e exposure. However, negotiating an expanded
schedule with the customer may allow time for more technical issue resolu-
tion, organizational resource conflicts, and management intervention.

Figure 2. Relationships Among the Five Risk Facets
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I n situations where risks seem insurmountable, alternatives can
sometimes be found in examining the outcomes rather than the sources of
risk. Still, having an understanding of both can be crucial.

Risk Categories

There are other waysto examine the sourcesand categoriesdf risk. In A
Guide to the Project Management Body of Knowledge (PMBOK®* Guide—1987
Edition) (Project Management Institute Standards Committee 1987), risk

categoriesincluded:

External unpredictable
External predictable

Internal (nontechnical)

Technical
Legd

Sample risks or risk sourcesfrom each category are shown in Table 2.

Risk Category

Sample Risks/Risk Sources

External unpredictable

External predictable

Internal (nontechnical)

Technical

Legal

Unplannedregulatory change
Flood

Sabotage

Social upheaval

Political unrest

Financial market fluctuation
Competitive shifts

Inflation

Safety

Procurementprocess delays
Senior staff changes

Poor human resources coordination
Cash flow concerns
Technology shifts

Quality demand changes
Productivity limitations
Operational demand changes
License challenges

Patent litigation

Customer lawsuits

Site zoning or access denied
Earthquake

Vandalism

Environmental catastrophe
Unpredictable financial collapse
Raw materials demand
Product'service value
Taxation

Health regulation

Team member inexperience
Integration mistakes

Access limitations

Late deliveries

Design imprecision
Requirementschanges
Improper implementation
Reliability challenges
Contract failures

Staff lawsuits
Governmentaction

Table 2. Risk Categoriesand Sources (per PMBOK® Guide—1987 Edition)

+ PMBOK® is a trademark of the Project Management Institute, Inc., and is registered in
the United States and other nations.
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However, in the latest edition (PM B OP Guide-2000 Edition) (Project
Management Institute 2000), the risk categoriesshifted dightly,
becoming—

m Technical, quality, and performance
m Project management
m Organizational
m External
Sample risksand sourcesof risk are shown in Table 3.

Risk Category Sample Risks/Risk Sources
Technical, quality, and Higher performance goals New industry standards
performance Technology shifts Complex technology
Platform changes Unproven technology
Project management Poor time allocation Poor resource allocation
Poor budget planning Poor project planning
Organizational Weak infrastructure Intra-organizational resource conflict
Unclear organizational objectives Shifting funding availability
External Legal challenges Natural disasters
Shifting customer goals Regulatory shifts

Table 3. Risk Categoriesand Sources (per PMBOK® Guide-2000 Edition)

Their differencesnotwithstanding, in both instances the emphasisison
therisk driversrather than the risk indicators.

External Unpredictable

Issues that loom at the doorstep of any given project are the classic"act of
God" risks. Natural disasters, capricious acts of government, sociological
upheaval, or environmental change can happen without warning, thus
changing the entire tenor of aproject. Project rationale may be subverted,
and approaches may be subsumed. Although there isgenerally little that
can be done to preclude these events, awareness o their existence is
crucial.

External Predictable

External predictable risks are those externally driven problemsthat can be
foreseen. Although the total impact may be difficult or impossibleto
discern, it is possibleto work through the issuein depth and examine
potential outcomesand potential time frames. For example, changesin
financial marketscan be predicted, but the degreesof accuracy vary widdy
depending on who makes the predictions. External predictable risksare
perceived as those environmental risks that project managers should be
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attuned to and preparedfor, as they can be more readily detected than their
unpredictable peers.

Internal (Nontechnical)

By virtue of their existence, organizationsgenerate risk. Levelsof bureauc-
racy, staffing policies, administrative procedures, and basic internal
proceduresdrive certain risks. Although many of these risks are not under
the project manager'sdirect purview, there isstill an expectation that the
project manager will take responsibility for ensuring project successin the
context of thisenvironment. These are not the risks associated with
carryingout the actual tasksin a project but are rather the risks associated
with the setting in which the project will take place.

Technical

Asthe name implies, technical performancedrivestechnical risks. What
doesit take to get the job done?Whether the project objective is to deploy
serversor to pave aroad, there remainsacertain level of technical risk.
Given the current marketplace of ideasand approaches, technical risks
increasedramatically as new technologies are brought to bear. Moreover,
attempting to balance capability with technology makesthisall the more
demanding.

Asdiscussed earlier, the increasing complexity of the technical
environment makesrisk identification within this category an escalating
challenge. Asaresult, project managers should expect, at a minimum, to
have aclear understanding o the breadth of the risks associatedwith a
particular technical level.

Legal

When the earlier version of the PMBOK® Guide (1987) was published,
legal risks were regarded as having sufficient weight to merit their own
category —and with good reason. Within projects, legal risksare legion
since many are contractually based, and all serve abody of widely varied
stakeholders. With the societal propensity for lawsuits (particularly in the
United States), the unigque nature of projects makesthem an open and
ready target for the litigious.

Technical, Quality, and Performance

The new category of technical, quality, and performance mirrorsthe
category designated ""technical” in the earlier PM B O PGuide (1987) and
theoriginal DSMC text. However, with our increasing emphasison quality
and performance, there is recognition that thelevel of quality requested
and the capabilities of the system can drive additional risks. Higher levels




of complexity drive higher levels o risk, asdo higher demandsfor quality.
In both instances, there isagreater possibility that customer expectations
may not be achieved.

Interestingly, high-quality projectsare frequently those that are per-
ceived asgenerating alower level of risk for the buyer. Building in such risk
protection, however, often bears its own set of risksfor the seller. Theseller
must develop a product or servicethat has, to adegree, been risk-proofed.
During the development process, the seller becomesresponsiblefor
examining the breadth of possibilitiesfor risk associated with the deliv-
erable-and for ensuring that those risks either do not materializeor are
transparent to the buyer if they do occur.

Project Management

Project managersare not solely responsiblefor project management, but
they must take responsibility for its outcomes. Project management isa
team activity; assuch, the variety of playerswho take thefield in par-
ticipating in the processesall have opportunitiesto either generate or
reduce risks. Whereas project management is largely rooted in planning,
most of the risksidentified within this category are those associated with
the efficacy of the plans created.

Project management risksinclude the risksof poor project plans, poor
resource allocation, poor budget planning, poor schedules—all of which
lead to varying levelsof stakeholder dissatisfaction. The creation of this
category places the onus on the project managers to bring together
disparate stakeholders in the processand to unite them behind asingle
vision as to what the plan(s) should be.

Organizational

Project management's classic dilemma is that project managersare
burdened with extensive responsibility but have no authority to carry it
out. Organizational risks point directly to that issue because they are
primarily bureaucratic in nature. They are borne both out of organizations
inability to support projectsand their excessive zed in dictating how
projects should be carried out.

Classic battles between functional factions, resources, and competing
budgets are typically waged with projects as the battleground. Because
projectsfrequently stretch organizational capability, projects also test
organizational objectives and missions, challenging management at senior
levelsto make what can be difficult decisions. Moreover, the cross-
functional nature of projectsalso drawsother combatants into the fray,
including human resource staff, functional managers, and sometimes, the
executive team.
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External

External risksin the PMBOK® Guide—2000 Edition mirror earlier
definitions of both predictable and unpredictable external risks.

In later discussions, it will become more evident why the varied (and
perhaps seemingly arbitrary) categoriesand facetsof risk are critical to
effectiverisk management organizations. For now, suffice it to say that
these categories provide a sound context in which risk management can be
framed. By applying these categories, managerscan ensure alevel of
consistency in identifying and reviewing the breadth of riskstheir
organizationsface. Without them, it becomesincreasingly likely for one
particular risk category to befavored to the exclusion of the others.

Other Relevant Considerations

There are two other areas worthy of mention when discussing risk concepts
in termsaf projects. Both deal with organizational management structure.

Risk Management Perspectives
Project risk management must be viewed from two vantage points:

m Short-term perspective: Dealing with the current project phase and the
immediate future

m Long-term perspective: Dealing with anything beyond the short term

Like many other aspectsof risk management, the distinction between
the two perspectivesis somewhat unclear, and further explanation is
needed to define and judtify the separation. The short-term perspective
normally refersto managing risk related to satisfying the immediate needs
of the project, such as" This is the performancelevel | need to achieve
today, and how are my contractors managing to achieve this?'On the other
hand, the long-term perspectivedealswith "What can | do today to ensure
that the project, in the end, will be asuccess? This perspective might
include, among other things, introducing engineering issuesrelated to
project support and production into the design process earlier in the
project.

Short- and long-term perspectivesare closely linked in achieving the
desired performancelevel in the short term, but the project manager may
be forced to sacrifice long-term capability. Projectsthat require new
approaches or new tools may suffer in the short term yet may have higher
productivity and performancelevelsin the long term. Nevertheless, aswith
any good management decisions, short- and long-term implications must
be well understood. T he project manager can provide arisk response early
only if these implications are known.
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Another look at the two perspectivesisillustrated in Figure 3, which
depictsan overall designselected for a project having certain risk elements.
Thiswas adecision that obviously had long-term implications. The current
task for the project manager is to complete thisdesign within the existing
resource constraints. The project manager has selected some technical,
cost, and schedule parameters to manage risk on an operational, day-to-day
basis (short-term risk management). While focusing on the short term, the
project manager must also keep an eye on long-term implications.

Computer buyersface thissame quandary on adaily basis A low-cost
option is attractive for itsprice but may not have the support of a more
expensive unit. A midrange computer may have the support but not the
technical capability to handle newly released versionsaf software. An
expensive unit may have all of the featuresand support desired but may not
have management's endorsement for the long term. Thus, achievinga
balance between short- and long-term perspectivesis indeed a daunting task.

i Proposals |
| Design B | e S 1
Sample long-termrisk management activity
Sample short-term risk management activities
(decisions may have long-term effect)
{ 1
The dacision to use Design A has
certain risks that must be managed
Time Tima
Drawing Performance
Releases Index

ST

Schedule

Figure 3. Short-Term and Long-Term Risk Perspectives
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Realities of Project Management

Idedlly, the same management team will stay with a project from the
earliest phases through closeout. However, because ideal conditionsrarely
exist, agiven project will likely employ several management and staff
teams. As aresult, the transition in project management personnel often
creates voidsin the risk management process. These voids, in turn, create
knowledgegaps, whence valuable information collected earlier in the
project islost. Precious time must therefore be spent becoming familiar
with the project, often at the sacrifice of long-term planning and risk
management. A formal systemfor recording, analyzing, and acting on
project risk facilitates the transition process, and when done properly,
forces long-term risk management. Theformal risk management approach
is covered in Chapter 3.

Although it isdesirableto make decisionsbased on long-term im-
plications, it is not dwaysfeasible. The project manager is often forced to
act on short-term considerations. One reason for this—a changein
personnel —has already been mentioned. Another reason is project
advocacy. Sudden shiftsin organizational priorities can wreak havoc on
long-term plans (arisk areain itself). This resultsin short-term actions to
adjust to new priorities. Often, these decisionsare made beforelong-term
effects can be thoroughly evaluated. And lastly, in some instances, long-
term effectsare not awaysapparent at the time a decision must be made.

Day-to-day operational risks must be addressed to complete any given
phase of aproject. As much as possible, the solutions developed to handle
these risks must be examined from along-term viewpoint and must provide
the project manager with astrong, structured argument to defend his or her
position. As many studieshave pointed out, actions taken early in a proj-
ect's development have a major effect on the overall performanceand cost
over thelife of the project. One exampleisillustrated in Figure4 (DSMC
1985).

Summary
m Risk considers both probability and impact.
s Rating risk is a subjective process requiring strict guidelines.

m Thereare multiple ways to categorizerisk, but no matter the scheme,
they are strongly interrelated.

m Risk has both long-term and short-term perspectives.
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fhe Risk Management
Structure

This chapter focuseson defining and explaining the elements of risk
management and presents the recommended overall structure for
implementing risk management. In the past, several different structures and
definitions have been used for basically the same concept, which has been a
sourceof continuing confusion. Figure 5 reflectsastructure that mirrorsthe
perspectivedf the Project Management Institute's PMBOK® Guide—2000
Edition within the organizational environmental context.

Tools and Techniques

Figure 5. Risk Management Processes



Risk Management Planning

Risk —present in some form and to some degreein most human activity —is
characterized by thefollowing:

m Itisusudly (atleast) partially unknown
m It changes with time

m It ismanageablein the sense that the application of human action may
change itsform and degree of effect

The purpose of risk management planning is simply to compel project
managersto devote organized, purposeful thought to project risk man-
agement and to provide organizational infrastructure to aid them as they
attempt to—

m Isolate and minimizerisk
m Eliminate risk where possible and practical
m Develop alternative courses of action

m Establish time and money reservesto cover risksthat cannot be
mitigated
Asan integral part of normal project planning and management, risk
planning is sensibly done and repeated and should occur at regular
intervals. Some of the more obvioustimesfor evaluating the risk
management plan include:

m |In preparation for major decision points and changes
m In preparation for and immediately following evaluations
m Assignificant unplanned change occurs that influences the project

Most major projectsare guided by aseries of plansthat providethe
rationale and intended processesthrough which projectswill be executed.
A risk management plan is recommended as part of this suite of guiding
documents. Such a plan would publish the results or the latest status of the
risk management planning process.

Compared to some other plans, risk planning has not been developed as
much in termsof content and format, which allows project managerssome
latitude to establish documents that suit their situation. One approach to
the content of arisk management plan isillustrated in Figure6, the
highlights of which are described in the following paragraphs.

Sydemdexriptionand prget summery. This material should be the same
in all the project's plans. Together, they should provide aframedf reference
for understanding the operational need, the mission, and the major
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Part I, Description
1.1 Objective (from charter)
1.2 Project
121 Project description (from the work breakdown structure or WBS)
1.2.2 Key functions (from charter and WBS)
1.3 Required operational characteristics
1.4 Requiredtechnical characteristics
1.5 Requiredsupport (from roles/responsibilities)
Part Il, Project Summary
2.1 Summary requirements
2.2 Management
2.3 Integrated schedule
Part 1ll, Risk Environment
3.1 Organizationalrisk management policy
3.2 Stakeholderrisk tolerances
3.3 Organizational risk management plan template
Part IV, Approach to Risk Management
4.1 Definitions
4.2 Practices
4.3 Timing
4.4 Metrics
45 Thresholds
46 Implementation
46.1 Evaluation
4.6.2 Tracking
46.3 Roles/responsibilities
Part V, Application Issues and Problems
5.1 Risk identification
5.2 Risk qualification
5.3 Risk quantification
5.4 Risk response planning
5.5 Risk monitoring and control
Part VI, Other Relevant Plans
Part VII, Approach Summary
Part VIII, Bibliography
Part IX, Approvals

Figure 6. Sample Risk Management Plan

functions o the project. They should include the basic inputs to risk
management planning, some of which are common to many other processes
of project management. Specifically, the charter, the project rolesand
responsibilities, and the work breakdown structure (WBS) are crucial to
establish the terms of the project as well asthe potential parameters of
project risk. They should aso include the key operational and technical
characteristics of the project deliverables.

The conventional elements of the charter and the WBS afford clear
descriptions o the project and the nature of the deliverables. Such clarity
o description will prove invaluable in ascertaining the relative magnitude
of the project risk management effort. On smaller projects, there is
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sometimesthe temptation to completely circumvent the risk management
process. Although the processshould be scaled back to reflect the level of
project effort, risk management can never be completely ignored. A well-
crafted project charter and WBS will provide information on the scope
essential for determining how much risk management will be sufficient and
how much constitutes *too much."

Therolesand responsibilitiesinformation is also essential. Skilled,
savvy, well-practiced team members can frequently remove significant
levelsaof risk from the project. They can render the need for intense project
monitoring virtually moot. By contrast, less skilled team members may
have neither the background, understanding, nor appreciation of potential
concerns and may, asa result, increase the requirement for intensely
procedural risk management.

Risk Environment

In every project, there isarisk environment. There arerisks that will have
to befaced, and there are ahost of different waysto deal with them. Risk
management planning is the effort, organizationally,to draw together the
risk policies, practices, and proceduresdf the organization into a cohesive
wholethat will addressthe nature of risk peculiar to the project. In addi-
tion to the inputs of the WBS, project summary, and roles and respon-
sibilities, there are inputs specificto risk planning. According to the
Project Management Institute, they are organizational risk management
policy, stakeholder risk tolerances, and a template for the organization'srisk
management plan. In many organizations, these conventions smply do not
exist. They are, nevertheless, essential to risk management success.

Thelevelsdf depth and detail and their effect on the project risk
management effort should be communicated in the organizational risk
management policies. | n some organizations, such policiesare scant, if
they exist at al. Risk management policieswill offer insight into the
amount o information and risk reporting that is required on projects, as
waell as general guidance on risk qualification, quantification, and response
development. That guidance may include, but is not limited to, organiza-
tional definitions and descriptions of approachesto the risk procedure,
guidance on risk reserve allocation, explanations of risk probability and
impact descriptions, and clarification on proper application of risk response
strategies.

Stakeholder risk tolerances are avital input because different members
of the customer, project, and management teams may have different
perspectiveson what constitutes" acceptable” risk. Thisisrarely pre-
ordained or predetermined. Project managersmust gather this information
by vigoroudly pursuing the key stakeholdersto identify what they are and



are not willing to accept. This extends beyond simple thresholdsfor cost
and schedule. Some stakehol ders have passionate perspectiveson project
visibility. Some want to ensure the project isregularly in the public eye and
consistently in the best possiblelight. Others, by contrast, want to ensure
that project publicity iskept to an absolute minimum and consider any
public exposurebad exposure." Thresholds can be established for a variety
of issues, ranging from satisfaction survey responsesto team attrition to
technology exposure. Failure to develop an acute awarenessd the
stakeholder's tolerances may lead to unidentified risksor improperly
assigned impact levels.

I n some organizations, risk management is sufficiently well entrenched
that there are standard formsand formatsfor risk management plans. This
is more common in organizationswhere there is a project management
office (PMO) or project support office (PSO). These formatsencourage
consistency and knowledgetransfer as risk management history is conveyed
continually from project to project and from team to team.

These inputs may take some time to amass. Gathering these data is
frequently done in concurrence with other project efforts, such as budget
estimating and high-level scheduling. Ideally, these efforts would precede
the planning stepsas the insightsfrom risk management planning may
have asignificant impact on the outcomes.

Approach to risk management. Thissection isactually devel oped during
planning meetingswith the project team. Thisplan is not specificto the
project risks but instead addressesthe framework in which those risks will
be addressed. (Project risks are addressed i n the subsequent stepsin this
process.) During these meetings, team members should work to build
documentation that will encourage consistent adherence to the risk
management policy and procedurewithin the organization and to ensure
that there is an unchanging vision asto the levelsof risk that are deemed
tolerable. Participants should review all the available inputs and
acknowledge (and document) any deviation from organizational practices.

The meeting (and subsequent research and analysis efforts) should
produce an overall risk management plan, arisk approach within which the
project will function. Thisframework includesoversight on the definitions,
practices, timing, metrics, risk thresholds, evaluation, tracking, and roles
and responsibilitiesassociated with the risk management effort. A pre-
liminary risk budget may also be devel oped, although more in-depth
documentation and budget support isfrequently developed during or after
risk quantification.

Definition of termsiscrucial. People differ in their interpretations of
terms like risk, probability, workaround, contingency, and most risk
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language. Thus, creating acommon understanding of those termsand how
they will be applied will ensure that risk issues are managed consistently.

Organizational risk practicesshould be distilled to a methodology
specificto the project. Such a methodology may include avariety of types
of information, but at a minimum, should include the frequency of risk
reviews, toolsto be deployed, and alist of valid resourcesfor project risk
data. Methodologiesfor risk management will not be identical from project
to project, but there should be some similaritieswithin an organization.
Organizations should strive to use tools consistently and ensure that their
outputs are recorded in common repositories. Such effective storage of
project risk information leads to more effective knowledgetransfer over the
long term and across projects.

Risk timing is the effort to establish consistency in the frequency of risk
reporting, reevaluation, and review throughout the project life cycle. In
some cases, short-term projects may require arisk review only at the
beginning and end of the project. However, more involved or longer-
term effortsmay requirerisk reviewsat avariety of interim points. The
frequency of those points varies according to project complexity.

Optimally, risk metricsare an organizational phenomenon. Risk metrics
relate to the specificorganizational interpretations of such issuesasrisk
probability, risk impact, and related qualitative and quantitative measures.
These metrics addresshow project team memberswill determine the
threshold for high probability and what rate of occurrence denotes low
probability. Similarly, these scoring practices set down the differences
among low, moderate, and high impactson issues including budget, cost,
requirements, organizational politics, and customer relations. This ensures
team members share the same point of view on levelsaf risk acceptability.

Any discussion o risk evaluations in the plan will establish the format,
level, and frequency of risk reassessments. Establishingsuch formatsagain
ensures consistency in termsof data depth, data retention, and under-
standing of critical risk information on the project.

Application issues and problems. This section includesthe proceduresand
processfor thefollowing (at the project level):

m Riskidentification

s Risk qualification

m Risk quantification

m Risk response planning

m Risk monitoring and control
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Other relevant plans. Every magjor project should be governed by aset
o plans, including the project plan. Other plans may include quality,
communications, contracting, testing, and training (to mentiononly a
few). Typically, these plans are not written from arisk viewpoint. But when
read with risk in mind, they provide valuable information and may suggest
itemsof risk. These plans should be reviewed before, during, and after
preparing the risk management plan. Moreover, the risk management plan
may also suggest itemsto be addressed in the other plans. Although the risk
management plan deals with analyzing and managing risk, risk should be
identified and highlighted as appropriate in any plan.

Approach summary. In developing the risk management plan, there may
be global concepts and principlesthat will be applied. However, such
thinking may not be self-evident in the supporting documentation. Any
overarching goasor driving objectivesshould be clearly identified asa
summary statement. Summary statements should not provide any new
information but should instead capture the essencedf the strategies
reflected in the information already provided.

Bibliography. Perhaps the most important aspect of any plan bibliography
isthe location and identification of any supporting documentation. If such
information is retained electronically, the bibliographyshould include the
file names and server locations.

Approvdls. Approvalsfor all risk documentation should be identified
here. These approvalsshould include, but not be limited to, the
sanctioning authority for the risk management plan, aswell asalist of
namesand titlesfor those individual sresponsiblefor authorizing updates to
the plan and its supporting documentation.

Risk Identification

A critical step in the risk management process, risk identification isan
organi zed, thorough approach to finding real risks associated with a project.
It is not, however, a processdf inventing highly improbablescenariosin an
effort to cover every conceivable possibility. Risks cannot be assessed or
managed until they are identified and described in an understandable way.

Perhapsthe key failing of project managersin risk identification isthe
actual description of risk events. Many project managersattempt to
identify riskssmply as" schedul€" or "cost." (Theschedulein and of itsdf is
not arisk.) A risk event issomething that may happen to the benefit or
detriment of the project. (If it happens in favor of the project, some
describeit asan "opportunity event.") Risk events are most effectivewhen
they are described clearly and in depth. A high-quality risk event
description will describethe potential occurrence and how it would
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influence the project. On aconstruction project, the risk that a*wall will
collapse, causing adelay” is different from the risk that a"wall will collapse,
killing someone."

In the PMBOK® Guide-2000 Edition, PMI® designatesthe information
from the risk management plan asacritical input to risk identification.
Other inputs include project planning outputs, risk categories, and
historical information. All this information can spur thinking about
different risk issues and concerns when evaluated using the toolsand
techniques of risk identification.

Thetoolsand techniques that are applied inrisk identification are as
varied as the projects they serve. However, some groups o tool and
techni que types are most commonly applied. According to PMI®, they
include documentation reviews, information-gathering techniques,
checklists, assumptionsanalysis, and diagramming techniques.

Documentationreviews. On the surface, this would seem to be an easy
task. However, because different stakeholders have different perspectives, it
becomes a thought-provoking and controversial process. For example, a
comparison of the requirements and the WBS will often provide agap
analysis, identifying risks that requirements will not be met. A study of the
high-level schedule may point to unrealistic deadlines or potential per-
formance gaps. A review o the procurement plan or resource plan may
highlight shortcomingsin organizational or project capability or capacity.
Reviewsof organizational or project strategy documentation may illustrate
potential disconnects between the project and the organization's purpose.

I nformation-gatheringtechniques. Expert interviews, analogy comparisons,
the Delphi technique, brainstorming, the Crawford Slip Method, and
SWOT (strengths, weaknesses, opportunities, and threats) analysisare
especially useful techniquesin risk identification. The objective isto obtain
straightforward, clear narrative statements describing project risks. Mathe-
matic techniques are inappropriate here becausethe objective isto gather
data about what might happen, not the degrees of probability and impact.
Part 1 details the techniques for analyzing risk.

Checklists. The purpose of any project is to achieve a specified set of
goals. The project must be scrutinized systematically to identify those
eventsthat may reasonably occur and threaten project gods. The search
should emphasi ze showstoppers—those eventsthat will have a major effect
on the project.

Thetop-level risk matrix (see Table4) isa tool designed to organize this
process. It can be developed using any o the sets of risk categoriesand is
applied at the total project level asastarting point. The concept can be



Risks

Goals
Strategy

Table4. Top-Leuel Risk Matrix

refined and carried to greater detail as needed. In an organization with
well-developedrisk practices, specific questions will be devel oped to reflect
organizational propensitiesfor risk as they relate to the risk category'sor
facet's goalsand strategies.

Assumptions analysis. The mere documentation of assumptionsoften
drives project teamsto aclearer sense of the risks that may befall a project.
Assumptionsare the environmental hypothesesor scenariosthat are
established for planning purposesand are assumed to bereal or valid. The
validity of the assumptionsmay determine the validity of the project itself.
Assumptionsanalysisinvolveslisting the assumptionsunder which the
project plan isevolving and then validating those assumptionsthrough
research.

Assumptionsanalysisclarifieswhere information on risk analysiswill be
valid and where it will be based on uncertainty. Uncertainty existswhen
the project team can never reasonably establish the probability of possible
outcomes.

Diagramming techniques. Because of the nature of relationshipsin
projectsand their effectson risks, diagramming techniques will sometimes
provideinsightsthat are not availablefrom raw project data. Network
diagrams, cause-and-effect diagrams, flowcharts, and force field charts can
al provide insight based on relationships that are not otherwise readily
evident. Application o the techniques isdiscussed in Part I1.
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Risk identification isan iterative process. At the end of any risk
identification cycle, risk eventswill be identified. Ideally, some of the
triggersor symptomsthat warn of risk will also be flagged.

Risk Qualification

The identification process producesawell-documented description of
project risks. As analysis begins, it helps to organize and stratify the
identified risks.

Basdiningrisk. Risk existsonly in relation to the two absolute states of
uncertainty: total failure (usually expressed as O percent probability) and
total success (usually expressed as 100 percent probability). Risk will dways
fall somewherewithin this range. Risk qualification isafirst, best effort to
sort risk in relation to its probabilitiesand impacts. The processissim-
plified significantly by defining the total failureand total successso that
thefull range of possibilitiescan be understood. Defining one or both of
the performance measurement baselines(cost and schedule) helpsset a
benchmark on the curves (seeFigure 7).

cost

Figure 7. Risk Basdlines
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It iscertainly desirable (but difficult) to describethe technical content
as an absolute percentage of either O percent or 100 percent. Few organ-
izations have the rigor to apply those valuesto technical performance.
Those that do may apply them through a technique known astechnical
performance measurement (TPM). But in most organizations, the technical
issues are tied closely to cost and schedule, so those values are applied with
the assumption that technical content has been addressed. After defining a
baseline position, it becomeseasier to qualify and quantify the degree of
risk for each impact area.

Rating schemes and definitions. The degree of risk assignedin agiven
situation reflects the personality of the risk analyst. Twenty people can look
at the same situation and each would come up with adifferent risk value.
Consequently, arisk rating scheme built against an agreed-to set of criteria
hel ps minimize discrepancies.

Thescalesd probability and impact can (and probably should) be
smple—such as high, medium, low —applying the notion that the degree
of risk isaconsideration of probability of occurrence and severity of
impact. Figure 8 is a diagram for arisk rating mechanism. Defining a risk
becomesa matter of identifyingimpacts, deciding on ascale, and then
shaping the boundaries. With adefined risk rating scheme in place (at least
tentatively), the task of evaluating and qualifying each identified risk may
be accomplished using this structure.

N
\\ A
Probability of , .o " S
occurrence * Medium T e—

-7

0 Severity of impact 1,000

(Can be cost, schedule, performance, or some other measurable factor;
may also be combinations or multiple scales for each parameter)

Figure 8. Risk Rating
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Organi zations need to establish consistent termsand terminology for
probability becauseimpact levelsvary radically from project to project.
One project's two-week delay may be aminor issue, whereasanother's two-
week delay is ashowstopper. The same cannot be said of probability.
Organizations need consistent valuesfor probability to support congruent
applications o the principles. Thus, if termsand values statements can be
established for probability, it will facilitate project managers effortsto
qualify their risksconsistently.

A high probability can be expressed as a percentage (80%), asa values
statement (extremely likely), asa comparison (asoften asthe Bay Bridgeis
backed up at rush hour), or asafrequency level (inat least four out of five
instances). The same can be donefor low probability. Moderate proba-
bilities are frequently described most simply as the range between the high
and low values statements. Many organi zationsalso accommodate
extremely remote risks (actsof God, civil unrest, asexamples) with a
supplemental probability valuefor improbableor abnormal risk. These
probability values are assigned at well below 1 percent to account for those
issues that are remarkably rare but which potentially pose adramatic risk to
the project or organization as awhole.

Impact weightsare conventional ly established on a project-by-project
basisas different projectshave significantly different effectson the
organization. Impact may be established for cost and schedule as per-
centages, as absolute values, or as values relative to specific tasksor
functions. Impact may also be established for other cultural issueswithin
the organization. | n some organi zations, political, socioeconomic, customer
relationship, or image risksmay weigh just as heavily as cost and schedule.
Assuch, the more that can be done to establish high, medium, and low
valuesfor such risks, the easier it will be to ascertain the relative levelsof
risk on a given project.

Probability and impact do not necessarily share the same weight in a
probability/impact risk rating matrix. When using this tool, probability may
be weighted lessheavily than impact (or consequence) to allow the
organization to acknowledgeits concern for those risks that, while unlikely,
can cause significant detriment to the project. On such ascale, probability
values may be incremental, whereas impact values may be subjectively
weighted, asshown in Figure9.

This type of scaleadlowsfor the qualitative evaluation and comparison
of seemingly similar risks. If both scales use equal increments, arisk having
ahigh probability of occurrence but alow impact isweighted identically to
arisk with alow probability of occurrence but a high impact. In some



Figure 9. Probability/Impact Risk Rating Matrix

organizations, that's acceptable; but in others that have a greater concern
for impact, the scalein Figure9 may be more appropriate.

Rating schemesare discussed in greater depth in Chapter 22.

Assumptions testing. During risk identification, assumptionswere
identified and validated. During qualification, assumptionsare tested. Such
testing is performed not to establish the validity of the assumption;
presumably, that has aready been done. Rather, the assumptionstests
evaluate stability and consequences.

m Stability — Thisis the evaluation of the potential for change in agiven
assumption. Some assumptions, by their very nature, will change; they
will not remain stable. This assessment should be used to determine the
degree of stability for agiven assumption.

m Consequences— Thisis the evaluation o the potential impact to the
project if the assumption provesinvalid.

Risk modeling. In some instances, project risk will be qualified using risk
models. Generally, such models are organi zational ly specific and are applied
consistently to all projectsduring risk qualification. Risk model devel-
opment and application isdiscussed in Chapter 23. Risk models and the
other risk qualification practices support development of an overall risk
ranking, one of the critical outputs from thisstage in the process. This
alowsthe project to be compared to other similar effortsin termsof risk.

It also supportsother comparative analysesfor project prioritization,
contingency funding support, or basic go/no go decision making.

Using analogies. Analogy comparison is an attempt to learn from other
projectsor situations and is used for many actions, such as cost estimating
and scheduling. It is important to distinguish between anal ogous projects
and projectswith analogousrisks. Analogy comparison is discussed in detail
in Chapter 8.
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Risk qualification sets the stage for significant risksto be quantitatively
evaluated. It also affords project managersatool to evaluate those risks
that do not lend themselvesto more quantitative analyss.

Risk Quantification

Quantitative risk analysisis the effort to examine risk and assign hard
metric values to both the project risk as awhole and to the most significant
risks (asestablished through risk qualification). Project managersconduct
risk quantification to establish the odds of achieving project goals, to judtify
contingency reserves, to validate targets associated with the triple con-
straint, and to conduct in-depth "what-if' analyses.

In a perfect world, the pool from which quantitative risk information is
drawn isdeep and rich with data. It includesinformation from the previous
processes discussed here aswell as any statistical data repositoriesexisting
within the organization. To augment those data, project managers use a
variety of tools, including expert interviews, decision tree analyses,
Program Evaluation and Review Technique (PERT) assessments, and
simulations.

Expert interviews. T he technique for interviewing technical expertsto
rate risk quantitatively is discussed in detail in Chapter 4.

Decisontreeanalysis. Decision treesare classic project risk tools that
provide awealth of information in an easy-to-interpret format. They are
particularly helpful in risk quantification as they provide information on
the options, the probabilitiesof events associated with those options, the
expected value of those options, and the potential impactsof all possible
outcomes. Decision trees are discussed in greater depth in Chapter 17,
Decision Analysis—Expected Monetary Vaue.

PERT. The Program Evaluation and Review Technique takes the
network analyses (briefly discussed under Risk Identification) a step further
by embedding multi-data-point duration estimates to establish risk values
for schedules. This concept is addressed further in Chapter 20.

Smulations. Both cost and schedule risks can be evaluated using risk
simulation tools, the most popular of which isthe Monte Carlo analysis.
These tools provide ranges of possible outcomes and the likelihood of
achieving those outcomes. Cost and schedule risk simulations are explored
in Chapter 24.

Risk quantification providesproject managerswith both asenseof the
overall level of risk in the project and avalue (in termsof cost or duration)
for that risk. Often, that value becomes the contingency reserveor a
component of the contingency reserve. The quantification processcan aso
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provide probability assessmentsthat manifest themselvesas" confidence
levels." A confidence level isameasure of the likelihood or percent
probability that the project organization will be able to achieve agiven
target.

One of the most useful outputs of the analysis processis the watch list or
the prioritizedrisk listing. The watch list can serve as the worksheet that
managers use for recording the risk management progress (Caver 1985). An
example of awatch list isshown in Table5. This prioritized risk list pro-
vides a convenient meansto track and document outputs from the risk
analysisprocess. It can be generated either by conducting pairwise com-
parisons of qualified risksor by comparing values generated in risk quanti-
fication. In risk quantification, asthe watch list is being built, only the risk
item and impact area are listed. After responses are developed, they are
incorporated here aswell.

Event ltem Area of impact Risk Response

Loss of vendor Production cost Qualify second vendor
Obtain technical data as a deliverable
Incomplete logistic Support cost Contractor support for 2 to 3 years
support analysis Warranty on high-riskitems
Emphasis on contractor reviews

Logistics reviews

Immature technical Production cost with Production engineers on contractor
data package with high first-unit cost design team
many engineering Fixed-price contract
changes for design N
fixes Competition

Producibility engineering planning
Production readiness reviews

Long lead-time items ~ Production schedule Early identification of long lead-time
delayed items

Emphasis on early delivery

Transfer or leveling from less urgent
programs

Table 5. Sample Watch List

Some project managerswill generate this information and store the
identified risks, their probabilities, impacts, overal risk levels, and
prioritiesin the same database as their work breakdown structure. Thiscan
be accomplished in most of the project management software packages by
using some of the available spare text or numbersfieldsthat frequently go
unused. If, however, these fields are used, a central authority (likethe
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project office) should coordinate their use to ensure that they are used
consistently from project to project and from functional organizationto
functional organization. In most tools, the underlying information will ook
similar to this:

WBS # Task Name | Text 12 Number 12 | Number 13 | Number 14 | Number 15

When renamed, the fields take on a different look and now support the
project:

WBS Task Name |Risk Event |Probabi|ity Impact Overall Risk| Priority

Cumul ative probability distribution, another useful product of risk
analysis, isillustrated in Figure 10. The cumulative probability distribution
curve isacommon, conventional method that depicts cost, schedule, and
performance risk. Project managers can use cumulative probability
distributions by determining an appropriate risk level (threshold) for the
item and then determining from the curve the corresponding target cost,
schedule, or performance. Project managers may also alter variablesto
determine sensitivities of the project to those variables. These are typical
outputs of many automated risk toolsthat are discussedin Chapter 24.
Appendix C explains probability curvesin more detail.

Min Aug 29 2002
5% May 18 2003
10% Jul 29 2003
15% Oct 4 2003
2% Dec 10 2003
1.00 7 2% Feb 25 2004
30% Apr 28 2004
35% Jun 28 2004
40% Aug 26 2004
45% Oct 20 2004
0.80 o 50%  Dec 9 2004
55% Jan 24 2005
60% Mar 6 2005
65% Apr 16 2005
70% dJun 2 2005
75% dJur 23 2005

.80 80% Sep 23 2005
- 85% Dec 1 2005
Probability 90%  Mar 4 2006
95% Aug 24 2006
Max Jan 15 2008
0.40
0.20 —
] 1 1
/ Jul 1 Sep1 Nov1
1999 2004 2007
0 —

Jan1 Nov 1 Sep 1 Jul 1 May 1 Mer 1 Jan 1 Nov 1
2002 2002 2003 2004 2004 2006 2007 2007

Figure 10. Sample Cumulative Probability Distribution
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Risk quantification, which generally providesan in-depth understanding
of the sourcesand degree of risk, can be portrayed quickly in afew charts.
Thisgenerates an effective communication of project status to decision
makers. Chapter 26 has suggestionsfor communicating risk information.

Risk quantification providesextensive information on which risksare
the most important and which pose the greatest potential threats to the
project. Ideally, the outputs from qualification and quantification will
include acomprehensive, prioritizedrisk listing. Even then, there will be
those team members who challenge such alist, arguing that it represents
either individual or organizational bias. Because of that possibility and
because of the reality that all the risks involve at least some degree of
uncertainty, the final determinations must reside with the project manager.
When it comesto prioritization, the project manager should be the
ultimate decision maker in establishing which are the most worrisomerisks.

Risk Response Planning

Risk response development isacritical element in the risk management
processthat determines what action (if any) will be taken to addressrisk
issuesevaluated in the identification, qualification, and quantification
efforts. All the information generated to date becomes critical in deter-
mining what the organization will do that isin keeping with the risks, the
organization's tolerance, the project tolerances, and the customer culture.

To some measure, risk isacultural phenomenon. Different countries,
regions, and organizationshave different cultural tolerancesfor risk and
risk responses. Determining what limits exist early in the risk response
planning processisimportant to ensure that time is not wasted on
approaches that are intolerable. Risk thresholds frequently are as significant
here asthey are in establishing basic probability and impact for the risks.

All risks have causes; sometimes multiple riskswithin agiven project
arisefrom acommon cause. I n developing risk responses, the project team
should work to identify any common causes as those causes may have
common risk responses.

Generally, response strategiesfall into one of the following categories:
s Avoidance
m Transference
m Mitigation

m Acceptance
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Risk Avoidance

In many situations, alower risk choice isavailablefrom a range of risk
alternatives. Selecting alower risk option or alternative approach
representsa risk avoidance decision. For example, "'l accept this other
option becaused lesspotentially unfavorableresults.”" Certainly, not all
risk can or should be avoided. On occasion, choosing a higher risk can be
deemed more appropriate because o design flexibility, enhanced
performance, or the capacity for expansion.

Communication iscritical to risk avoidance. Eliminating an approach or
requirement will bein vain if the rationale for the action is not clearly
documented. Others may augment the project with approachesthat
reintroduce therisk.

Rik Tranderence

Also known as" deflection,” risk transferenceis the effort to shift respon-
sibility or consequencefor agiven risk to athird party. Transferencerarely
servesto eliminate the risk. Instead, if createsan obligationfor mitigation,
acceptance, or avoidanceon another individual or organization. Risks can
be transferred to a variety of organizationsand individualsoutside the
project, including:

m Insurers(including warranty firms, guarantors, and bondsmen)
m Subcontractors

s Vendors

m Partners

m Customers

Surprisingly, project managers frequently overlook the customer asa
potential party to risk transference. Nonetheless, the customer is one of the
few recipients of atransferred risk who can completely assume the risk from
the project organization.

Risk deflection often benefitsthe project aswell as the customer. The
typedf contract, performanceincentives, and warranties may be structured
to share risk with othersand in part, deflect risk.

Risk Mitigation

Risk mitigation isthe most common of all the risk handling strategies. It is
the processof taking specificcoursesof action to reduce the probability
and/or reduce the impact of risks. Thisoften involvesusing reviews, risk
reduction milestones, novel work approaches, and similar management
actions. T he project manager must develop risk mitigation plansand then
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track activities based on those plans. All these actions are built into the
project plan (cost plans, schedule plans) and ultimately into the work
breakdown structure (WBS).

Through risk mitigation, the project manager may emphasize
minimizing the probability that the risk will occur or minimizingthe
impact if the risk occurs. Depending on the specific risk, either approach
may be effective.

Risk Acceptance

Acceptance, also known asretention, is the decision to acknowledgeand
endure the consequencesif arisk event occurs. It is broken down into two
basic typesof acceptance, active and passive.

Passive acceptance is the acceptance of risk without taking any action to
resolveit, copewith it, or otherwise manageit. The only actions required
in passive acceptance are documentation of the risk, aswell as acknowl-
edgement by management and the team (and the customer, if appropriate)
that the risk existsand that the organization iswilling to endure its
consequences, should the risk occur.

Active acceptance acknowledges the risk aswell, but callsfor the
development of contingency plans, and in some cases, fallback plans.
Contingency plansare implemented to deal with risksonly when the risk
events come to pass. This may include detailed instructions on how to
manage risks retroactively or may be as ssimple as a contingency reserve
budget established for the project.

Contingency reserves are frequently fodder for discussion because some
view them as project panaceas and others see them as a crutch for those
who cannot manage effectively. These reservesare sometimesreferred to as
contingency allowances. Organizations should not establish universal rules
for applying contingency, such asflat percentagesor fixed monetary (or
schedule) amounts. Instead, contingency reservesshould reflect the degree
o risk acceptance in a project, aswell asthe overall levels of risk associated
with the project. Organizations may set contingency values by applying
culturally acceptable metrics to the risk models (discussed in Chapter 23).
They may also set contingency reservesthrough negotiation with the
project manager or by using the expected values of the project's quantified
risks as analyzed earlier. Nonethel ess, if contingency reservesareto be
applied, they must reflect the redities of the project asa unique effort
toward a specificobjective, thus requiring a specific level of risk support.

Fallback plansare implemented in active acceptance to deal with
managing accepted risksif the contingency plansare insufficient.
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Fallback plansrepresent the safety net that ensures the entire project will
not collapsein failure.

Selecting the proper strategy may require project managersto identify
specific strategiesfor each risk. It may also require that managersidentify
singlestrategiesthat may apply to a broader subset of risksor to common
causes. A popular tool for identifying such opportunities is the risk response
strategy matrix. This matrix encouragesthe examination of risk responses
both in the context of other risksin the project aswell asin the context of
the other risk responses. The risk responsestrategy matrix isexamined in
Chapter 26.

Idedlly, the project team that has completed risk response planning will
have established a contingency reservefor the necessary fundsand time to
deal with project risk. They will have an adjusted WBS that reflectsissues
that surfaced during risk response analysisand incorporates any new
activity the strategiesrequire. They also will have communicated the risks,
risk strategies, and any residual (or leftover) risksto the management team
to ensure there is buy-in on the approach. Moreover, they will have con-
tractual agreements to support any deflection or transference. As a by-
product, there is aso the possibility that new risks will arise asa result of
the new strategies. Those new risks should be examined using the same
processas the earlier risks—identification, qualification, quantification,
and response planning—as appropriate.

Risk Monitoring and Control

After risksare identified, qualified, and quantified, and clear responsesare
developed, those findings must be put into action. Risk monitoring and
control involvesimplementing the risk management plan, which should be
an integral part of the project plan. Two key challengesare associated with
monitoring and control. Thefirst is putting the risk plansinto action and
ensuring the plansare still valid. The second is generating meaningful
documentation to support the process.

Implementing the risk plansshould be afunction of putting the project
plan into action. If the project plan isin placeand the risk strategieshave
been integrated, then the risk plansshould be self-fulfilling. Ensuring that
the plans are till valid, however, is not as smple. Risk monitoring involves
extensive tracking of the risksand their environment. Have the plans been
implemented as proposed?Were the responses as effective as anti cipated?
Did the project team follow organizational policy and procedure?Are the
project assumptionsstill valid?Have risk triggersoccurred?Have new
external influenceschanged the organization'srisk exposure?Have new
risks surfaced?
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Answersto these questions may drive radically different approachesto
the project and to itsrisks. Alternative strategy development, reassess-
ments, reviewing contingency plan implementation, or replanning may be
essential to project survival or success.

Different toolsserve the evaluation requirements of risk monitoring and
control. Basic project management tools, such asearned value analysis,
provide insight on the relative levelsaf variance and the tasks that drive
the variance. Technical performance measurement (TPM) is aquality
management tool that examines the performance of the organization in
termsof each individual work package objective. Dubbed by some as the
"earned value of quality," TPM affordsinsight on performancevariance and
the potential influencesaf risksthat have occurred.

Asthe project progresses, there are risk-specific evaluations to facilitate
risk control. Formal risk audits examine the project team's successat iden-
tifying risks, ng probability, and devel oping appropriate strategies.
Thefrequency of risk audits is largely determined by the duration of the
project and the criticality of the deliverablesinvolved. A project with
mission-critical deliverableswill, by its very nature, undergo more frequent
audits than a project developed for a support mission.

Risk reviews, though lessformal than risk audits, are vital nonetheless.
Risk reviewsalow for an examination of the risks, probabilities, impacts,
and strategies, largely to determine if supplemental action or review will be
required. Aswith audits, the criticality of the project and itsduration
determinein large part thefrequency of such reviews.

The chalenge isdealing with risk events as they occur. Hawsin
carefully structured plans becomeevident when those plans are imple-
mented. Some strategieswork very effectively; others provefar less
effective. Thus, it often becomes necessary to begin the cycle anew, which
involveseither reconsidering risk responsesor probing even further back in
the processto reevaluate identified risks.

However, the processcannot possibly manageall risks. Some riskswill
occur without having been preemptively identified. Those that do will be
managed "on thefly" without careful consideration and review. The
workarounds, or unplanned responsesto negative risk events, provide
project teamswith alast chance to deal with problemsbecausethey are
reactive rather than proactive and rarely have the level of support that
well-considered risk responsesdo. Thus, because workaroundsare devel-
oped without along-term planning window, they are also frequently more
costly or time-consuming. I n essence, workaroundsare contingency plans
without the planning.
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Asrisk control and monitoring are applied, data are generated.
Responses succeed and fail. Some risks materializeand some do not.
Probabilitiesshift and time atersimpact values. These changes may drive
changes in the organization's existing risk identification checklistsand
should aso be captured in arisk database along with any new information.
Such a database need not rely exclusively on database toolssuch as
Microsoft Access® or FoxPro® but may be catalogued in the project
management softwarewith the project plan. Asdiscussed earlier, text and
numbersfieldsin the project management software can be used to support
risk identification asfollows:

Task Name | Text 12 | Number 12 | Number 13 | Number 14 | Number 15

Renamed, thefieldstake on adifferent look and now support the
project:

|wBs | Task Name | Risk Event |Probability ' Impact | Qverall Risk | Priority

Thissame approach can also augment risk response information and the
effectivenessaof the strategiesdeployed:

Renamed, thefieldstake on adifferent look and now support the
project:

Aswith the earlier example, retention of this information with the
project plan significantly increasesthe probability that otherswill reuse
thisinformation asthe project plan is appropriated for use on other, similar
efforts. Risk strategiesand their outcomes are critical elements of an
organization's intellectual property. Failure to properly store them in an
accessiblefashion is to diminish the value of the project and the project
team in their contributions to technical capital.



Summary

Risk planning is the devel opment of organizational and project-specific
infrastructure to support the risk planning and management processes.

Risk identification is the processaf identifying project risks.

Risk qualification is the processof sorting risks by general probability
and impact termsto facilitate analysisdof the most critical risks.

Risk quantification isthe processof quantifying risks against awell-
defined rating scheme and honing that quantification to assessoverall
project impact.

Risk response planning involvesevaluating and refining risk mitigation
strategies.

Risk monitoring and control is the implementation of those strategies
and the evaluation and recording thereof.

Risk management isa continual processthroughout any project.
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Isk Management

Thesecond mgjor part of this book introduces specifictechniques that
have proven useful to both customersand project managersin carrying out
the risk management process.

Each chapter describestechniques for accomplishing the basic steps of
the risk management process: risk planning, risk identification, risk
qualification, risk quantification, risk response development, and risk
monitoring and control. Many of these technigques can serve more than one
step of the process. For example, an in-depth evaluation of acritical path
network isuseful ininitial overview evaluations, risk identification, and
risk response devel opment. T he resource requirements, applications, and
output capabilities of each technique are summarizedin Table 6. Multiple
technique applications are distinguished in Table 7 between predominant
use and secondary use.

Moreover, each technique needs to be evaluated in context using con-
sistent criteria to ascertain whether it isthe most effectivetechnique to
apply. Those criteria include—

e Technique description

s When applicable

m Inputsand outputs

m Magjor stepsin applying the technique
m Used results

m Resourcerequirements

m Reliability

m Selection criteria



‘Note that the thresholdsof cost and implementationtime are 0.1 and 3 resource months: how much effortit will
take to implement the technique. Any activity that spans that range may be seen as somethingthat expands
(or shrinks) based on project size.

Teble 6. Rsk Analysis Technique Selection Matrix

The chapters in Part 1l discuss and rate each risk technique in the
context of these criteria. Thisanalysiswill not make selecting atechnique
an automatic decision, but it will provide project managerswith an
informed perspective to evaluate and choose approaches suited to the
objectives of the risk management effort within a project's ever-present
resource constraints.

Thesdlection criteriafor each technique receive extensive attention.
Within the selection criteria, the three primary areas of analysisare
resource requirements, applications, and outputs. T he resource
requirements include five subset areasof information for analysis:

m Cost refersto the cost of implementation in terms of resource-months.
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Legend:
@ = Predominant use
(= Secondary use

Table 7. TechniqueApplications
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Proper facilitiesand equipment isan equally crucial issue to technique
implementation, raising the question as to whether most organi zations
have easy accessto the facilities and equipment necessary to carry out
the implementation. In most cases, the answer will be an attribute:
either aproject has thesefacilities (Y) or it doesnot (N).

Implementation timeis, in part, afunction of the information devel oped
under the cost criterion. If fewer resources are available, the project
may drag on much longer than anticipated. If more resources are
available, the time required may be trimmed.

Ease of use refersto the level of training and education required before
the technique can be implemented. It may aso refer to the level of
effort that may be involved in simply implementing the technique. Ease
o useisdesignated at easy (E), heavy (H), moderate (M), or slight (S).

Time commitment relates to the amount of oversight and involvement
required of the project manager. If a project manager must make a long-
term commitment, this level may be considered heavy (H).If the
project does not require an extensive commitment, the project
manager's involvement may be slight (S) or moderate (M).

In the requirements for applications, each areaisevauated on the level

of support the technique can provide: high (H), medium (M), or low (L).

Th
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ere are seven subsets of information:

Project status reporting refersto monitoring plans, costs, and schedulesto
ensure that standards are met and problemsare identified for timely
corrective action.

Major planning decisions are those decisions in which a project manager
may be willingto invest significant resourcesand personal attention.

Contract strategy selection typically occurs several times through the life
of aproject. Different techniques can bring extensive influence to bear
on the typesaof contracts selected for any given project.

Milestone preparation is the development of significant and appropriate
milestones within any project. Some techniquescan facilitate this
process whereas others cannot.

Design guidance refersto the level of insight that the technique under
consideration can potentially provide for any given project.

Source selection is the effort to determine which sourcesmay be
potential vendorsfor the project. The level of guidance atechnique
can provide in this area may range from nonexistent to significant.
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m Budget submittal is thefinal areaof concern under application. Many
tools have the ability to generate copiousfinancial data; other
techniques are not financialy oriented. A technique's ability to
contribute to an accurate assessment of the project budget is evaluated
here.

Outputs, in termsaf information, isthe last areareviewed in each
technique's selection. Aswith the applications issues, ratings of outputs are
high (H), medium (M), or low (L). Three primary issues require
consideration:

m Accuracy dealswith the basic theoretical soundness o a technique and
the presence of weakening assumptionsthat may dilute the value of
information obtained in the analysis. Most techniques present an
obvious trade-off between ease-of-useor time commitment and the
accuracy of analysis results.

= Leve o detail concerns the extent to which outputs provide insight into
cost, schedule, and technical risks. Techniques and how they are
applied vary in the breadth, depth, and understanding that the outputs
yield.

m Utility isasubjective factor that rates outputsin ageneral context of its
usefulnessto the project manager. Both the effort involved and the
value of information are considered.

It isimportant to note that some techniques have more applicability to
specific project phases than others. Likewise, the techniques do not al
yied the same information. Each technique's applicability for each project
phase and the type of information likely to result are indicated in Table 8.
Because this table is a general summary, specificapplications in some
instances will continue to be exceptions to the guidance represented in it.
Both project phase and the type of information desired must be considered
in technique selection. For example, although networks do not help
analyzerisksfor repetitive processes, they do have great value in planning
and control to establish such processes.

Each chapter of Part Il openswith athorough discussion of a specific
technigue. The remainder of the chapter evaluates the technique by
summarizing key characteristics to consider when deciding whether that
technique is appropriate for your organization when dealing with the risk
processinvolved.
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Legend:

— = Relatively weak
O = Average

+ = Relatively strong

Tabk 8. Project Phase Technique Application
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_hapter 4
xpert Interviews

Obtaining accurate judgmentsfrom technical experts isone of the most
critical elements in both risk identification and risk qualification because—

The information identifies areasthat are perceived as risky.

m Theinterviews provide the basisfor taking qualitative information and
transforming it into quantitative risk estimates.

Reliance on technical expertise here is mandatory. Because every project
isunique, all information necessary for an accurate risk assessment cannot
usudly be derived from previousproject data. However, obtaining the
information from experts can be frustrating and can often lead to lessthan
optimal results.

Nearly al risk analysistechniques require some expert judgment. How-
ever, it can sometimes be difficult to distinguish between good and bad
judgment, and this aspect makes the approach and documentation even
more important than usual. The project manager or risk analyst performing
thetask islikely to receive divergent opinionsfrom many "experts," and as
aresult, the project manager must be able to defend the ultimate position
he or she takes.

Technique Description

Theexpert interview technique isrelatively smple. Basically, it consistsof
identifying appropriate expertsand then methodically questioning them
about risksin their areas of expertise as related to the project. (Some
methods for extrapolating this information are outlined in Appendix D.)
Thetechnique can be used with individualsor groupsof experts. The
processnormally obtains information on risk associated with al three facets
of the triple constraint: schedule, cost, and performance.



When Applicable

This technique is recommended for all projects. Expert interviewsfocuson
extracting information about what risksexist and how severe they may be.
Interviewsare most useful in risk identification but may apply in other
processes as well. When questioning experts about riskson a project, it is
logical to pursue potential risk responsesand alternatives, as well as
information pertaining to probability and potential impact.

Inputs and Outputs

Expert interviewing has two prerequisites. First, the interviewer must
prepare by researching the topic and thinking through the interview
agenda. Second, the interviewee must be willing to spend the time
necessary to disclose the information to the analyst or manager. Resultsof
such interviews can be qualitative, quantitative, or both. Expert interviews
nearly always result in inputs that can be used to develop arisk watch list.
They may also result in formulating arange of uncertainty or a probability
density function (PDF) for use in any of several risk analysistools. The
range or function can be expressed in terms of cost, schedule, or
performance.

Major Steps in Applying the Technique

Because expert interviewsresult in a collection of subjective judgments,
the only real error would be in the methodol ogy used for gathering the
data. If the techniques used are inadequate, then the entirerisk iden-
tification and quantification processwill be lessreliable. Unfortunately,
no technique existsfor ensuring that the best possibledata are collected.
However, several methodol ogies are available, but many must be
eliminated because of time constraints. One combination of method-
ologiesthat seems to work well consistsof the following five steps:

m |dentify the right individual(s) . 1dentifying the correct subject matter
expert iscrucial. It isrelatively easy to make a mistake and choose an
expert who knows only a portion of the subject matter. |f any doubt
exists about an expert's level of expertise, it isworthwhile to find one
or two other candidates. The time used to identify individuals to
interview will be well spent. A preliminary telephone screening
usually lasting only afew minutes can give the analyst asense of the
interviewee's level of expertise and can help provide focus as
questions are developed for the interview. When establishing the
"right" individual(s), do not overlook the customer and its staff as
potential interviewees. Frequently, customers will have the best
available risk perspectives on a project because of their levels of
organizational awareness.
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e Prepare for theinterview. Participantssavetime if they all prepare
adequately. Both interviewer and interviewee must consider what areas
to cover during the interview. The interviewer must know and practice
the methodology that will be used to quantify the expert judgment and
should develop an agenda or topics list to ensure that the discussion has
clear direction. I n addition, the interviewer should understand how the
expert functionsin the organization and how long he or she has been in
thefield. The interviewer must also keep the ultimate goals of risk
identification, qualification, and quantification in mind during prep-
aration. This requiressome time during the interview to alow the
expert to offer personal thoughts on areas that may be outside his or
her field.

m Target theinterest area. Thefirst portion of the actual interview should
focus on verifying previously identified risk areas. Thistime should be
kept brief unless there appears to be disagreement that would require
additional information. Next, the interview should concentrate on the
individual's area of expertise, which will confirm that the correct
individual is being interviewed. More interview time can then be spent
gathering information. If the interviewer discoversthat the "wrong"
expert isbeing interviewed, the interview can be changed or ended,
thus saving valuable time.

o Solicit judgmentsand general information. It isimportant to allow time for
the expert to discussother areas of the project after completing the
target interest areas. If for nothing else, the information gained can be
used when interviewing other experts to stimulate thoughts and
generate alternative opinions. Someone familiar with one area may
identify risksin another area because in some casesthose working in an
areafraught with risks may be obliviousto those risks. This information
generally becomes more refined as more subject matter experts are
interviewed. Experience showsthat if the expert is cooperative, the
information given is generally accurate. Although additional clari-
fication may be required or the expert may be unwilling to attempt
quantification, identification of the risk remains valid neverthel ess.

= Qualify and quantify the information. This may be the most sensitive
aspect of any risk analysis. After risk areas have been identified, an
estimate of their potential impact on the project cost, schedule, and
performance must be made. This requiresthat the expert consider the
probability of agiven risk event's occurrence and its potential impact.
If the expert cannot provide a numeric value for the information,
suggest ranges of probability aswell asrangesof impact consistent with
the organization's valuesfor qualification. For many risks, precise
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application of anumeric value may be impossible. In such instances,
however, it may be reasonable to establish qualitative ranges.

Use of Results

The usssd expert interview results are as varied as the expertswho provide
the information. Some expert interviewswill be used to establish the basic
framework of the risk plan, including probability and impact rangesand
internal terms and terminology. Other expert interviews may serve basic
project risk identification. And still otherswill lead to qualitative and
quantitative assessmentsof the risks under evaluation. However, only rarely
will any discussion on risk be conducted without some recommendations
being offered on how the risks themsel ves might be managed and which
response strategiesmight be appropriate.

Resource Requirements

Conducting an expert interview isarelatively easy task. Virtually anyone
can ask aseriesof questions and note responses. To generate high-quality
data, however, each participant in the interview must possess some
fundamental qualities. The interviewer must have the ability to assimilate
information without bias and to report that information accurately and
effectively in the context of the greater risk analysis. In addition, the
interviewer should have the ability tofollow up on shared insights that may
expand or limit the range of issuesto be discussed. The interviewee, in
turn, must have the subject matter expertise directly related to the risk
issues under consideration. If either party lacksthese fundamental skills,
the expert interview cannot be wholly effective.

Reliability

When conducted properly, expert interviews provide very reliable
qualitativeinformation. Transformingqualitative information into
quantitative distributions or other measuresdepends on the skill of the
interviewer. Moreover, the technique is not without problems. Those
problemsinclude:

m Wrong expert identified

m Poor quality information obtained

m Expert's unwillingnessto share information
s Changing opinions

= Conflicting judgments
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Selection Criteria

Aswith each chapter on techniques, the expert interview technique is
asessed using selection criteria relating to resource requirements, appli-
cations, and outputs for the technique. To compare expert interviewswith
other techniques, review Table 6.

Resource Requirements

What resourcesatechnique requiresis often the dominant consideration in
the selection process. Interviewing experts requires three specific resources.
Thefirst istime. Although interviewing isone of the most common
techniques for risk identification, qualification, and quantification, it is
frequently misapplied because of time limitations. Planned interviewsare
sometimesshortened or skipped altogether. Methodically examining an
entire project requires the time of several experts from both the project
organization and the customer organization.

Thesecond key resource requirement is the interviewer. Frequently,
experts provide information that is not readily usable for awatch list or
quantitative analysis. To encourage the expert to divulge information in
theright format and at the right level of depth, some modest interviewing
skill isrequired. If an interviewer lacks this skill, the techniques can still
yield some valuable information if enough time is taken.

The third key resource is the interviewee or expert. It isvital to
remember that the expertise required of thisindividual is project-specific.
He or she need not have a keen awareness of risk management practice or
o interviewing strategy and techniques. The only requisitetraits that this
individual should possessare awillingness to share information and the
ability to translate his or her technical expertiseinto alanguagethat other
partiesin the organization can interpret and understand. Whereas some
expertswill have information specificto an extremely limited subject
matter area, otherswill have the ability to provide information that spans
the breadth of the project. Both have value, depending on the information
needs of the organization and the project.

m Cost for expert interviews may range from minimal (1to 2 days) to
extended (2 to 3 months), depending on the needs of the project. The
more skilled the interviewer is, the lesstime required to accomplish the
same level of depth in expert interviewing. Thus, it often behooves the
project manager to pay alittle morefor aqualified interviewer for a
shorter period of time.

m Proper facilitiesand equipment for expert interviews are generally
minimal unlessthe interviews must be formally maintained. For a
normal expert interview, the equipment will require no more than afew
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chairs, anotepad, pencil or pen, and a tape recorder. However, in an
extreme case, an expert interview may feature a bank of television
camerasand a recording studio. If a panel of experts is brought together
for the interviews, a stenographer or court recorder may be used to
generate a verbatim transcript of the information shared. But for the
most part, expert interviews tend to be relatively easy to managein
terms of equipment and facilities.

m Theinplementation time for an expert interview isacrucia
consideration. However, if resources and facilities are available, the
time should not be extensive. | n this case, because there are normally
only one or two expert interviewers, the time to implement is reflected
in the time required under "Cost."”

m Bz d ueisoneof the most attractive features of expert interviews
because virtually anyone with minimal training can conduct a passable
interview. The key, however, isin developing interviewers who are truly
skilled enough to draw out deeper and more meaningful responsesfrom
the interviewees. The most effective interviewers are those who can put
together arelatively open-ended question and get back aclear and
specific response. One way to achieve this is by listening carefully to
the interviewee's answers and providing feedback to clarify any
outstanding issues.

m The project manager's time commitmant is sometimes based on the skill
levelsof the project manager as an expert interviewer. Thetime
required of the project manager, assessed on agradient of slight to
moderate to heavy, isslight aslong as he or she is not personally
required to conduct the interviewsor train the interviewers.

Applications

Asstated earlier, the expert interview has the advantage of being
applicablein awide variety o situations. The applicability of the
interviewsis assessed on ascaledf high, medium, and low.

m Prged datusreporting refersto monitoring plans, costs, and schedules.
Although the monitoring processis nhot a primary application of the
expert interview, gathering the information essentia to status reportsis
often afunction of the interviews. From that perspective, project status
reports would be difficult (if not impossible) to develop without some
interviewing skills.

m Mga planning dedisons often hinge on the opinions of afew key
individuals associated with the project. Assuch, the expert interview
may expedite the processand ensure full participation with the
individualsinvolved.
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Contract strategy selection does not rely as heavily on expert interviews
asit doeson other techniques, but the interviews can play a valuable
role in building the support data to feed those other techniques.

Applying expert interviews in milestone preparationisdirect and
important. Because the objectives are to ensure that planning has been
comprehensive and the system is ready to move forward into its next
phase, in-depth consultation with both internal and external customers
isvital.

Design guidance isfrequently afunction of expert interviewing. The
interviews are useful for making decisions ranging from considering
technology alternativesfor major systemsto choosing components. To
understand how uncertainties relate to one another and how the
alternatives compare, expert interviews are often used in the data
gathering stage.

Source sdlection is a prime application for expert interviews. | n many
cases, interviews determine which candidates to eliminate for a sub-
contract or consulting position. In addition, if the expert interview is
conducted properly during source selection, it can open new avenues
for later negotiation with the source.

Budget submittal isacrucial step in project management, but it is not
well supported by expert interviews because budgetswork almost
exclusively from purely quantifiable data.

Expert interviewsa so serve other applications. They can be used to

establish the organization's risk tolerances and thresholds, aswell asthe
general culture for risk responses. The interviewscan be used to explore
specificrisk eventsor general risk strategies. As atool, interviewshave
perhaps the greatest breadth of any of the basic risk management tools.

Outputs

Outputs of the expert interview are most often a collection of notesor an
individual'sevaluation and documentation of those notes, which have been
organized in acomprehensible fashion. Outputs can include both qualita-
tive data and individual perspectiveson quantitative data.

m Accuracy dealswith the basic theoretical soundnessaof expert

interviewing. Because many consider expert interviewing to be
extremely easy with alimited time commitment, its accuracy is often
called into question. The bottom line remains that its accuracy isonly
as good as the blend of interviewer and interviewee. If they are both
well versed in their respective skill areas, the interview can have high
accuracy. If, on the other hand, they have limited skill levels, the

Expert Interviews 63



interview may have low accuracy. In general, the expert interview must
be considered less than purely quantitative because of the inevitable
existence of individual bias.

a Led o ddall is not the greatest strength of the expert interview, but
interviews may provide incredible depth that is not achievable through
other techniques. Interviews may aso be s0 superfluousthat the
information is useless. Once again, the talents of the human resources
drive the ultimate level of detail.

m Utility isasubjective factor that takesinto account both the effort
involved and the value of the information. For most expert interviews,
the documentation developed after completing the interviews becomes
acrucia element in the project's records.

Summary

In determining the effectivenessaf expert interviews, it isvital to evaluate
theskillsdf both the interviewer and the interviewee. That information
providesthe best sense of how well (and how accurately) the insights
required will be developed. Although team memberswith limited skills sets
can reasonably handl e expert interviews, those who understand the critical
nature of the expert interview and the numerous applicationsfor the
technique will achieve the best resultsin theend.

64 Chapter 4



'lanning Meetings

Technique Description

Planning meetingsare conducted to ensure the organization has a
consistent visionin terms o the project's risk methodology, roles and
responsibilities, timing, thresholds, reporting formats, and approachesto
tracking. Planning meetingsfocuson bringing together key stakeholderson
risk to determine the risk practicesto be pursued and the approach to be
used in pursuing them.

When Applicable

Thistechnique is recommended for al projects. Planning meetingsensure a
general team acceptance of risk management as a practice. The technique
is most effectivein theinitial risk planning stages but will apply in other
processesas well. When conducting risk reviewsand evaluations, the basic
risk plan may be reconsidered.

Inputs and Outputs

Planning meetings have a number of inputs. Foremost among them,
existing risk data should be researched and made available during planning
meetings. | n some organi zations, such datawill be scant; in others, they will
be voluminous. Participants should come to the meeting with clear
expectations that they will share their own perspectiveson risk thresholds
and organizational policy. Any risk templates or policiesthat exist
organizationally must aso be brought to the table for this process. When
complete, the session(s) should close with aclear risk methodology for the
project in question, aswell as roles and responsibilities, timing, thresholds,
reporting formats, and approachesto tracking. The information should be
well documented and available to all key project stakeholders.



My or Stepsin Applying the Technique
Because planning meetings result in a project-specificversion of what
should be organizational practice, the key concerns rest with the
interpretation of the existing information. If, however, the existing
information is misinterpreted, the possibility existsthat the risk
management plan will not accurately reflect the organization'srisk
tolerances and thresholds. It isaso possiblefor the project team to err
excessively on the sidedf caution or instability. Some basic practicesto
ensure consistency are embedded in the following processes:

m Review the project charter. The project team needs to ensure that there is
unanimity of vision on the project objectives, aswell ason the overall
approach. In addition, the team must ensure that there isclarity on the
duration and scope of the project manager's authority. The level of
authority in part defines the capacity of the project team to manage risk
effectively, whereasthe project manager's ability to manage resources
dictates the number and quality of the personnel responsiblefor risk
management.

m  Assess the existing organizational risk handling policies. Participants will
savetime if they take advantage of the information that already exists
on managing risk. Tools, techniques, and templates all work together to
streamline the process. Predefined application of those tools expedites
the decision-making process if team membersare in aquandary asto
how to ensure thorough identification, qualification, quantification,
and response development. Limitson reserves, insurance, warranties,
and other fundamental strategy issues may aso be identified here. The
project manager should make certain that all germane policy issuesare
clearly documented and noted in preparation for and during the
meeting.

m Identify resource support. In most organizations, some risk responsi-
bilities have owners before the project ever gets under way. For
example, legal departments take responsibility for all contractual issues.
Human resource departments assume responsibility for health, welfare,
and compensation risks. Senior management assumes risksthat fall into
the area of management reserves, the unknown unknowns of the
project universe. In different organizations, different players have
predetermined roles and responsibilitiesfor risk. Those players should
be noted for future reference so that their expertise may be tapped and
they can be aware of their role in working with the specific risks
relative to the project in question.

m Edablishrisk tolerances. Perhaps the single most daunting task of the
planning meeting is that participantsfrom a variety of organizations
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that support the project should clearly identify what their risk
tolerances are in terms of cost, schedule, performance, and other
mission-critical areas. |n many cases, individuals will find it difficult to
deal with this abstraction as they wrestle with the notion of "how much
is too much." In order to overcome this difficulty, the project manager
may wish to identify a sample set of scenarios to test their tolerance on
variousrisk issues. A manager who cannot smply say "'l won't accept a
cost overrun of greater than 20 percent” may be able to share the same
information when it is posed as a scenario (such as, "If ateam member
came to you and reported a 10 percent overrun, would you shut down
the project?A 20 percent overrun?A 30 percent overrun?').Such
scenarios are not limited to cost or schedule alone. It isimportant to
know what the thresholds are for performance issuesand for other
issues of importance (politics, customer satisfaction, employee attrition,
for example). Risk tolerances should be identified for all key stake-
holders as wide variations in perceptions of risk can potentially skew
data analysislater in the risk qualification process.

m Review the WBS. Aswith most project management processes, the work
breakdown structure is a key input to risk management. The WBS aso
clarifiesthe needs o the project at both a summary and adetailed level.
The WBS generates insight on where and how the process will flow
effectively and where there may be a temptation to circumvent best
practice. Since any work associated with the project risk management
plan will ultimately be incorporated into the WBS, aclear under-
standing of its content to date is appropriate here.

m  Apply organizational risk templates. Not every organization has risk
management templates. Some risk templates provide general guidance,
whereas others explain each step of the processin excruciating detail.
The general rulefor risk templates isthat if they exist, use them
because they normally reflect best practice in the organization as well as
lessons learned.

Outputs from these meetings should include aclear approach as to how
risk management will be conducted. At both micro and macro levels,
stakeholders should have a clear understanding of how the remaining steps
in the processwill be carried out and by whom. According to the PMBOK®
Guide—2000 Edition, the following elements become components of the
risk management plan:

m The mehodology for project risk management will include a basic
outline of both processand toolsfor the remainder of the risk
management effort. This may be a rudimentary explanation that risk
management will consist of arisk identification meeting, some quick
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qualification, and a response devel opment discussion. It may also be a
complex seriesof steps including plansfor prequalification of risk data,
reviews using Monte Carlo analysis, and integrated analysesof risk
strategies. | n any case, the methodology should clarify the timing of
when various steps in the process are going to be applied and the
individuas who will have responsibility.

m Therisk management plan should have indicators as to how the risk
budget will be established for both contingency reserve (reservesfor
overruns within the project) and management reserve (reservesfor
issues outside the project purview). While thefinal monetary figure
may not yet be assigned to the risk, the approach to risk budgeting
should be documented.

s The planning meeting should clarify what risk documentation
approaches will be applied, including documentation formats. Any risk
tracking requirements should aso be clarified during the session.

m Although organizational risk thresholds are critical inputs to planning
meetings, one o the outputs of the meetings should clearly be risk
tolerances at the project level. Project-specific risk thresholds give
team membersan indication of when differinglevelsdf intervention are
required.

m Either inline with the thresholds or as a separate issue, the planning
meeting(s) may generate specific metrics for scoringand interpretation.
Common valuesfor such concepts as' high probability” or "moderate
impact" ensure that risk qualification will run more smoothly. Similarly,
the application of risk models, discussed in Chapter 23, may be
described here.

Use of Results

After planning meetings are over, the information should be distilled and
documented for easy retrieval by anyone responsiblefor project planning.
Some information will be used immediately (aswith the application of risk
model assessments), whereas other information will be used throughout the
risk management process (such as risk thresholds).

Resource Requirements

Planning meetings require a panel of participants. That alone makesit a
challenge. I n many organizations, merely bringing together the key
stakeholdersearly in a project can be the singlegreatest impediment to a
well-run planning session. In addition, the planning session will requirea
facilitator with the capability to educe information on individual and
organizational risk thresholds. That often requires the exploration of issues,
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scenario development, and analysisand interpretation of information. The
facilitator should have the ability to build on the information and insights
the participants provide. | n a perfect situation, the planning meeting will
have asecretary or recorder responsiblefor capturing the risk plan infor-
mation asit evolves. T he recorder should be able to thoroughly document
all planning meeting discussions.

Reliability

The reliability of the processhingeslargely on the ability of the facilitator
to dlicit information from agroup of participants. Drawing out scoring
metricsand interpretation, for example, requires patience and a clear
understanding of the information and insight being extracted. The
reliability of the information and the risk plan that the planning meeting
generates a so depends on the depth of information and infrastructure
dready in placein the organization.

Selection Criteria

Aswith each chapter on techniques, planning meetingsare assessed using
selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare planning meetingswith other
techniques, review Table 6.

Resource Requirements

Although the risk planning meeting generally requireslessthan a half-day
session, the assembled time is acritical resource, particularly given the
number of participants involved. The time spent together isimportant to
clarify and resolveissues, asis ful participation. Often, the challenge is
ensuring that all participants are available and will be present at the

same time.

The other key resourcefor awell-run session will be thefacilitator.
While the project manager may sometimesassume thisrole, it isnot
uncommon to bring in an external facilitator familiar with the processand
with the organization. His or her chief skill will be to ensure involvement
by all participants and to facilitate group understanding o the process.

m Cod for the risk-planning meeting will consist of the hourly wagesfor
the participants and any fees associated with the facilitator.

m Propg fadliiesad equipment for a planning meeting will ideally include
an off-site meeting area (to minimizedisruption) and the toolsfor
recording the minutes of the meeting. Flip charts (or erasable boards)
and a high-resolution digital camera will allow for inexpensive
information capture from any group discussions.
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Thetime needed to implement a planning meeting is normally a half day of
coordination to ensure all participantsare aware of (and available for)
thesession, and ahalf day for implementation and postmeeting
documentation capture.

Ease of use ishigh, asthere are very few individuals who have not
participated in meetings, which generate arelatively low-threat
environment. Asthe goa o the planning meeting isnot to critique but
rather to gather and structure data, a skilled facilitator's presence makes
the meetings relatively easy to run.

Theproject manager'stime commitment is basedin part on hisor her role.
If the project manager also servesas thefacilitator and recorder, the level
of commitment is moresignificant. If aconsultant or internal facilitator
isrunning thesession, the project manager'stime commitment isslight.

Applications

The planning meeting, asa component of building asound project risk
infrastructure, is primarily launched early in the project, idedly during the
concept or ideation process.
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Project status reporting refersto monitoring plans, costs, and schedules.
This meeting will largely determine the structure of such status reports,
particularly asthey relateto risk. The levelsof reporting and reporting
requirements should be established during the planning meeting. The
applicability here ishigh.

Major planning decisions are frequently based on the relative levelsof
risk involved in the project. They may also be rooted in the risk
reviews, which are scheduled and structured during this process. The
impact of planning meetings on planning decisionsshould be high.

Contract strategy selection does not rely heavily on planning meetings
since procurement discussionsin such meeting are normally extremely
limited.

The planning meeting may establish review schedulesfor milestones,
but otherwise, planning meetings do not have asignificant rolein
milestone preparation.

Design guidance is an issue that can be and frequently is addressed in
planning meetings becauseit often represents opportunitiesto bring
together key playersin an environment where they may freely
exchange ideas.

Chapter 5



m Source selection is not a prime application for planning meetings as
procurement representatives are rarely in attendance at such sessions.
Although meetings are appropriate for source selection, planning
meetings are not normally focused on the procurement process and thus
have limited utility for source selection.

m Planning meetings partially support budget submittal, but they are by no
means the exclusive venue for preparing for such submittals. Planning
meetings clarify the infrastructure essential to the project (and thus the
base investment for the project aswell). But planning meetings can
rarely accomplish the in-depth research necessary to generate the
quantifiable data associated with budgets.

Planning meetingsalso serve other applications. They can be used to
establish the organization'srisk tolerances and thresholds, aswell asthe
general culture for risk responses. The meetingscan be used to explore
specificrisk eventsor general risk strategies. They present awonderful
opportunity to build the team and make team membersrisk-aware.

Outputs

Outputs o the planning meeting are most often aset of minutes (or, in the
extreme, atranscript of the meeting). Outputs can include qualitative data
aswell asgroup and individual perspectiveson quantitative data.

m Accuracy addressesthe viability and soundness of planning meeting
data. Accuracy in the planning meeting environment isgenerally a
function of thelevelsdf information and insight available to the team
membersin attendance. Although meetings are easy to hold, there are
limitsto their accuracy if the wrong attendees have been enlisted to
participate:. Accuracy can best be ensured with a diverse participant set,
al equally committed to athorough analysis of project risk. Divergent
viewpoints limit the planning meeting propensity for groupthink and
encourage full discussionon such issues asrisk probability and impact.
Theskill of thefacilitator will directly influence accuracy inasmuch as
he or she will largely be responsiblefor directing discussionstoward
issuesthat are germane to therisk analysis. Even though planning
meetings are acommon and appropriate technique, outputs are not
purely quantifiable.

m Level of detail isastrength of the planning meeting if adequate time is
allowed to explore project risks, their probabilities, and impacts. As
multiple perspectivesare brought to bear, there are greater opportu-
nities to investigate in depth the risks and their potential impacts. As
with accuracy, the skill of thefacilitator will be a determining factor
asto whether adesirablelevel of detail is achieved. More than the
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planning meeting duration, facilitator skill determinesthe degree
to which this technique will extract and distill the appropriate
information.

s Utility takesinto account both the effort involved and the value of the
information. Planning meetings have high utility since the team mem-
berswho participated in the processwill likely be the same individuals
responsiblefor using the information. Because they generate the infor-
mation, they are both more aware of it and more likely to be able to
apply the outputs.

Summary

Thefacilitator is one key to an effective planning meeting. However, a
good facilitator will work specificaly to identify risk issuesin the
organization and the potential impact of those issues with the team. A
skilled facilitator will studioudy avoid the desire of some team membersto
wallow in organizational issues, turning a healthy risk analysisinto a
"whine-fest." Instead, a skilled facilitator will focusdirectly on the issues,
symptoms, and triggersthat the team members identify and will explorein
depth all facetsaf the project's risks. Those individualswithout a visible
stake will aso achieve the best outcome.



_hapter 6
iisk Practice
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Organizational risk practices are frequently perceived as ad hoc phenom-
ena, created on a project-by-project or on a project manager-by-project
manager basis. Nothing could be further from the truth. Organizational
risk practices are those that are consistent and work to ensure that—

s Risk management is applied.
m Risk management is applied to consistent levelsof depth.

a Risk management is applied taking advantage of organizational best
practice.

Although each project's risks are different (due to the unique nature
of projects), a risk management methodology ensuresa measure of
consistency. Application depends on the project itsdlf, but asound
methodol ogy will encourage some deployment consistency. That
consistency should aso promote long-term knowledgetransfer across
projects.

M ethodol c~giesre practicesthat are rendered consistent within and
across an organization in an effort to alow for greater continuity from
project manager to project manager, project to project, and team to team.
Misapplication of methodol ogiescan sometimeslead to organizational
infighting and blame, where the processesthe methodology prescribesare
viewed as responsiblefor failure to identify or mitigate particular risks.

Theorganization, the project office, or a pioneering few project
managers with a passion for analyzing risk often establish methodol ogies.
They can be devel oped from an organization'sgrass roots or they can
evolvefrom edicts from senior management. I n either case, they hinge
on buy-in at some level of the organization, and they must build on that
buy-in to integrate other divisions, factions, and suborgani zationswithin
the organization.



Technique Description

A risk methodology is made up of aseriesdf pro forma stepsthat areto

be followed based on the needs and the structures of the project(s) in
question. Methodologies are as distinctive as the organi zationsthat support
them, but they have some basic components in common. Most meth-
odologies will outline clear processsteps, forms, and practices. Most will
dictate (on ascaled basis) the frequency with which these components are
applied. They may be stored and shared either in hard copy or elec-
tronically, but they do afford the organi zation acommon repository both
for theformsaswell asfor their completed counterparts.

As askeletal example, such a methodology may include guidance and
direction similar to theframework in Table9. This methodology isnot
designed as a template but as arepresentative of what a sound risk
methodology might include.

Table 9 does not show the level of detail that would befound in arisk
methodology for areal project but providesasense d what types of
information that might be incorporated.

When Applicable

This technique is recommended for all projects (but, of course, only in
organi zationswhere methodol ogiesare either in development or in place).
Because the methodology represents the accumul ated practices of the
entire project organization, it isgenerally circumvented only in the most
extreme circumstances. It is applicable on an as-described basis (such as
whenever the methodology itsalf saysit is appropriate, it is appropriate).

Inputs and Outputs

Application of arisk management methodology has one key prerequisite:
aguide, a handbook, or an instruction on how the methodology will be
applied. Without such guidance, any organizational development efforts
for arisk methodology are rendered moot. T he guidance may point to
any number of other toolsand techniques, such as expert interviewing,
brainstorming, simulation analyses, or others discussed in thistext. The
key rationale for having a methodology is to ensure a measure of con-
sistency in their application. Outputs from the processwill include
documentation for each step of the processesthat the methodology
identifies. Outputs will be methodol ogy-specific.

Major Steps in Applying the Technique
Because each methodol ogy is different, the steps used will vary aswell.
However, some modest commonalities can be applied:
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Step | Process Guidance | Timing SpecialConsiderations |

Risk review " This step involves a thorough Prior to risk Note that not all customers
search of the sample database modeling and at within a given business entity
for past project experience with any phase-gate are the same. A different
the same customer, product, or reviews project sponsor may radically
service. Outputs should be change the level of project
documentedin the Risk- risk and opportunity.
Review-Outputsdirectory of the

) . PM officesupport folders

Risk modeling The sample risk modelshould ~ ~ Prior to project The risk model is designedto
be scored by at least two acceptanceand provide relative scores on
project team members who prior to risk potential projectrisks. It is not
should representpotentially contingency intendedto provide guidance
competinginterests within the funding approval | on arisk-by-riskbasis but
organization. Scoring guidance instead to afford the
is provided with the tool. organizationa perspective on

. | . the generallevel of risk.

" Risk identification ~ Sample prefers application of Early in the Changesin personneland
the Crawdord Slip and concept phase, requirementsare frequently
brainstormingtechniques, while at phase-gate just as harmful to the project
other approaches, such as reviews, and any | and generate as much risk as
nominal group and the Delphi time the project changes in external
technique, may be appropriate. undergoes influences, such as
Identification should involve at significant technology or physical
least four team members, change conditions. When in doubt as
preferablyincluding at least one to the appropriatenessof risk
from the customer organization. identification, it shouldbe

| | conducted.
If the sample scale discounts
| evaluatedaccordingto the | identificationand | risks that are obviously high

probability. These scores
should be documented and

intervals (at least |

probability or high impact,
contactthe project office to
identify the shortcomingsin

logged in the project risk quarter of the I the practice and any
recommendations for metrics
to overcome those
reflectthe organization's risk shortcomings.
| | thresholds. [
" Risk quantification | All H-H risks (as identified in risk | After risk Sources for impact and '
qualification)shall be quantified qualification probability data should be
to establishthe expectedvalue thoroughly documented. If
(probability x impact) of the risks such data is the result of
and any contingency funding expertinterviews or other
appropriateto their application. nonquantitativetechniques,
validate the data to the
degree possible by getting
second (and third) opinions
Risk response At a minimum, strategiesshould | After risk Those individuals or groups !
development be developed for the top 20 qualificationand responsible for
risks in the project. Strategies quantification implementationshould ideally
should be mapped against a develop strategies.
strategy response matrix to
ensure consistency and
. effectivenessof coverage.
Lessonslearned While mast of this information Regularly, as a Lessons learned should
documentation will have been capturedduring componentof the | capturea contact name,
the other stages in the risk other steps, and e-mail, and telephone number
process, it is important to clase at project to ensure effective tracking.
out the project with a termination
comprehensive review of
lessons learned. This should
incorporate specific, actionable
steps that can be pursued by
other project managers on
futureefforts.

Table 9. Sample Risk Methodology

Risk Practice Methodology
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m Review al the geps before applying any of them. Since many stepsare
contingent on other steps, it isimportant to have a comprehensive
overview before attempting application of any single step. Because
outputs of asingle process may serve as inputsfor many others, a
holistic perspective is essential to proper utilization.

m Check any informationrepositories. As both inputs and outputs will have
common homes, it isimportant to make sure that the information
storesidentified in the methodology are current and that they contain
the variety and typesof information the methodol ogy describes.

m Affirm formsand formats. Becausefunction frequently followsform, it is
important to know what forms and formats are appropriatefor the
project and whether thoseforms and sample applicationsin the formats
areavailable. It is often reasonable to review application practice with
those who have used them in the past to ensure the practices are still
applicable and valid.

m |dentify archival responsibilicy. Someone in the organization will
ultimately have to take responsibility to complete the forms, archive
the information, and track risk information required under the
methodology. The archivist can beeither the greatest strength of such a
methodology or its greatest weakness. | n many organizations that have
worked to implement methodologies, the initial implementation has
gone smoothly, only to have poor follow-through and weak archiving
damage the long-term application. In addition, the archivist frequently
becomesresponsiblefor identifying informational gaps, and in many
ways, takes on therole of caretaker for the methodology.

m Establisharegular review. Although an effective archivist can be the
strength of a good methodology, regular reviews ensure that no single
imprint isimpressed too heavily on the data generated through the
methodology. Different perspectiveson the information developed and
retained ensure that the organization takes advantage of the breadth of
its organizational memory rather than the depth of asingleindividual.

Use of Results

Much of the information generated in an expert interview isused in
transitional or new project settings as it rarely bearsfruit for the project on
which it's being collected until long after that project is under way. The
only advantagesfrom risk methodol ogiesfor new projectsstem from
information generated on past projects. As methodol ogiesare put into
practice, the history that they create becomesvaluableonly asit is applied.
Theold axiom, 'Those who do not learn from history are condemned to



repeat it," appliesin both the businessworld and the project world just as
readily asit applies to governments and civilizations.

Information from methodol ogiesprovides the background and history
that allowsanew team member to integrate into the project more quickly.
It also permits areplacement project manager to better understand the
breadth of what has transpired. T he information should clarify the
strengths of the relationships, as well as the weaknesses, and should afford
the project team visibility on what is going on with other divisions,
functions, and partners serving the same project. The methodology
facilitates communi cation and does so in afashion that ensuresthat
everyone in the organization knows where certain data types are stored
and how they can be accessed.

Resource Requirements

Although resource requirements for following methodologiesare
methodol ogy-specific, two critical rolesare the manager responsiblefor
implementation and the project archivist. The project manager should
ideally be someone who clearly understands both the informational
requirements of the methodology and the rationale for collecting that
information. Without a clear understanding of why the information is
being collected, the project manager will have difficulty defending what is
frequently atime-intensive process. The archivist'srole, ascited earlier, is
in many waysthe cornerstone of a successful methodology. Capturing
information thoroughly and in a timely fashion leads to a much higher
probability of success. Archivists who write in bulletsand cite oblique
referencesmay satisfy the technical requirements of the methodol ogy

but will fall short in terms of serving most methodol ogies' intents. Com-
plete sentences and exhaustive referencesto external sources build
organizational memory, which is akey goal of acomprehensive risk
methodol ogy.

Reliability

Methodologiesare as reliable as their historians. If an organization rewards
their practice and uses information from the methodol ogies, then the
methodologiesare highly reliable. If instead the information is perceived as
datafor data's sake, then reliability will drop significantly asfewer and
fewer team membersactively pursue the support information.

M ethodol ogiesare frequently the fruit of asaf-fulfilling prophecy. When
maintained and used well, they tend to attract better information and more
thorough inputs. If, however, they are not maintained well, fewer people
will see their value and will actively make contributions. Weak inputs can
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drive adownward spiral from which a methodology cannot recover. If there
isevidence that team membersare actively investing time and energy in
data entry, the reliability of the methodology, on the whole, is probably
high.

Selection Criteria

Aswith each chapter on techniques, the risk methodology technique
is assessed using selection criteria relating to resource requirements,
applications, and outputs for the technique. To compare risk practice
methodology with other techniques, review Table 6.

Resource Requirements

Some resource requirements for methodology applications are actually
somewhat more abstract than for some other toolsand techniques discussed
in this volume. Specifically, the methodology infrastructure should be in
place, a management champion should exist for that infrastructure, and
time and personnel must be alotted to meet the methodology's
requirements.

The infrastructure requirements are both physical and documentation
based. The physical infrastructure requirementsinclude a common data
storagefacility for risk information (and ideally, a data administrator to
maintain thefacility). The documentation infrastructure includes any
program forms and formats that become the conduits for data entry.

The second key resource requirement is a management champion.
Without executive support, the long-term implications of a risk meth-
odology can easily be lost in the short-term demands of a project. An
effective management champion will know the reasons behind the
methodology and the implications of subverting it. He or she will defend
the application of the methodology in theface of adversity and will
encourage peersto do likewise.

Theother key resourcesare time and personnel. The archivist and
project manager responsiblefor data gathering and data entry have weighty
responsibilitiesto support the methodology, and without clear support and
time, they will be unable to carry out those responsibilities.

m Costfor methodology implementation largely depends on the project.
In alarge-scale, multiyear effort, the costs of implementation are
negligible. In ashort, multiweek intervention, the costsof imple-
mentation may be perceived assignificant. The more consistent the
organization isin implementing the methodology and the more
effective the organization isin facilitating quick, clear data entry,
thelesstimeisrequired to generate the same level of benefit.




Proper facilities and equipment for a methodology generally includea
network server or Internet-based interface that allowsfor consistent
data collection and storage. Any formsor formats that have been
developed will also be required, but they will ultimately be part of the
interface itself. The system and organizational demands on facilitiesare
initially moderate, becoming easier over time.

The time needed to implement a risk methodology is methodology-
dependent but, in the ideal, should be in proportion to the magnitude
of the project. If the infrastructure is aready in place, the time needed
to implement should be limited.

Ease of use on a methodology is moderate. While the steps should be
clearly spelled out, the actual application and documentation
requirements take time and energy. The documentation requirements
also require adeft touch for ensuring that all critical information has
been captured. Again, the longer a methodology has been in place and
the more consistent its application, the easier it becomesto use.

The project manager's time commitment is largely based on the skillsand
abilities of the individual identified as project archivist. A skilled
archivist will guide the project manager to fill any informational gaps
and will reduce the time and energy involved in research and analysis.
A lessskilled archivist may need extensive support from the project
manager and may significantly increase the amount of time the project
manager will have to invest in data gathering and recording.

Applications

The methodology can be applied most effectively when it bringscon-
sistency from project to project and from project manager to project
manager. The applicability of the methodol ogiesis assessed on ascale of
high, medium, and low.

Project status reporting refersto monitoring plans, costs, and schedules.
The monitoring process isfrequently akey function of the methodol ogy
and isa basic rationale as to why such methodologies are put in place.
Project status reports rely heavily on methodologies, particularly for
comparative analyses.

Major planning decisions should be rooted in history. Where is the
history gathered?In the repositories the methodology supports. Thus,
the methodology and major planning decisions should be inextricably
linked.

Contract strategy selection does not rely heavily on methodol ogies,
although any documentation or history on the application of the
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varioustypes o strategies may prove advantageous to those responsible
for contract strategy selection. Still, the relationship between the
methodology and contract strategy selection is extremely limited.

Again, methodologies play atangential role in milestone preparation.
There isonly limited information about milestones captured in most
methodologies, and unless that is afocus of the methodology in
question, there will be very limited applicability.

Methodol ogies do not directly support design guidance, although the
insightsfrom past data collection efforts may prove fruitful.

M ethodol ogies do not support source selection unlessthere are specific
elements built into the methodology to address procurement or
contracting processes.

The methodology may support budget submittal if there are specificrisk
perspectivesreflected in the methodology that focuson building
contingency reservesor establishing budgetary practices.

M ethodol ogiesa so serve other applications. Perhaps most importantly,

they focus on the organization's lessonslearned. They ensure consistent
data collection and a clear meansto report risk activity and to catalog
specific project risk behaviors. As a tool, methodol ogiesallow organi zations
to capture information that would otherwise be |lost.

Outputs

Outputs of the methodology take on the forms prescribed within the
methodology itself. Many organizationsgenerate such information in
electronic copy, storing it on the organization's server or Web site. The
outputs can include both qualitative data and individual perspectiveson
quantitative data.

Accuracy of information from the methodologies is generally perceived
as high, even though it is frequently borne out of a variety of quali-
tative techniques. The reason for this perception of high accuracy is
that the information is generated in a consistent fashion and is stored
in acommon repository. That worksto create a sense of order (that
might not exist if asingle project manager smply generated the
information for asingle project).

Level of detail is a strength of methodologies as the descriptions of the
steps within the methodology work to drive information to the level of
detail appropriate for the information concerned.

Utility isasubjective factor that takes into account both the effort
involved and the value of the information. Because organizationshave
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seen fit to collect whatever information is gathered under the
methodology, the utility of the data must be assumed to be high.

Summary

Methodologiesare not the result of the work of an individual project
manager. Whereas the inputs reflect a single-project experience, the
structure isadirect reflection of the informational needsand the vision o
the supporting organization. And although an organization may have no
long-term goalsfor the information, even a short-term rationale (such as
multiproject resource management or risk contingency reserve determi-
nation) can make development of the methodology a sound, reasonable
business practice.
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hapter 7
ocumentation Reviews

In some projects, a documentation review is seen as an opportunity to infer
information that otherwise does not exist about a project. In other projects,
however, it isasincere effort to ensure that the natural risksinherent in
any given activity are identified, no matter where they are embedded
within the project. Documentation reviewsallow for thorough and con-
sistent analysisof the breadth of support documentation in the project,
ranging from the statement of work to the work breakdown structure to the
project charter. Essentially,any project documentation may reflect an
element o risk and should be reviewed as a simpl e best-practice evaluation
of the project in itsentirety.

Project documentation may vary from project to project, but any
significant documentation either on the client side or from the project
organization's data pool may harbor risk information that would be missed
without a thorough review.

A project documentation review is more than asimplereading of the
project's documents, but it is not adissection or parsing of every word ever
generated about the project. Rather, it isa balanced analysisdf the project
documentation to identify any assumptionsmade, generalities stated, or
concerns expressed that are not otherwiseflagged in the requirements or
the statement of work.

Although documentation reviewscan include any number of different
documents in the project, certain documents should be reviewed at a
minimum: the WBS (if devel oped), the statement of work (or memo-
randum of understanding), the project charter, and any cost/schedule
documents. Even though documents may be in variousstages of develop-
ment, they should be reviewed if they dictate project outcome or reflect
project intent.



Technique Description

A project documentation review is a thorough reading of the pertinent
documentation with one critical issueadwaysin play: Doesthe information
in this document identify potential risksthat we may face on this project?
This review can take placein agroup setting or by having individuals
analyzethe documentation with which they have the greatest familiarity.

InaWBS, for example, adocumentation review would involve a read-
through of all activities (at al levels), and for each one, asking the con-
current question: What are the risks?

The technique requiresno special skills, only familiarity with the proc-
esses described by the documentation under review and asense of what
potential risksexist therein.

When Applicable

Thistechnique is recommended for al projectswhen their initiating
documents are complete. It isnot essential that the WBS be fully
developed, but it ishelpful to continue the reviewsas the project
documentation evolves. Any risksascribed to discoveriesfrom a piece
of documentation (or components thereof) should be cataloged and
matched up with that piece of documentation.

Inputs and Outputs

Inputs for documentation reviewsare rather obvious. project documen-
tation. Asstated earlier, any documentation designed to lend clarity to the
project, its processes, or its objectives should be included in such areview.

Outputs will be identified risks, risk sources, and triggers captured during
the analysis. They should be documented, catalogued, and readily available
to anyone conducting further reviewsaf the same documentation at alater
date.

Major Steps in Applying the Technique
Since documentation reviewsare rather generally applied, the steps may

vary somewhat based on the type of documentation undergoing review.
However, there is some consistency that spans most of these reviews:

m |dentify the available pool of project documentation. This doesnot include
every engineer's note and Post-it® written about the project. It should
incorporate only information that directly contributes to the under-
standing of the project, itsrequirements, and the relationships between
and among internal and external entities.
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m Identify appropriate partiesto review the documentation. Some documen-
tation will be so highly technical that only one or two stafferswould
have any ideaif any elementsrepresent risk. The key isto match the
individuals responsiblefor the document to the document.

m Read the documentation with an eye to risk and document. As the docu-
ment reviewer analyzesthe documentation, it isimportant to keep the
perspective on what risk(s) will this generate." If that context can be
kept in mind, there are wonderful opportunities to plumb new depths
in finding risksfrom planning, contracting, and internal support
perspectives.

m Catalogue any risk issues. As new risks, triggers, or symptomsare
identified, the information should be captured and linked to the
original documentation. In that way, anyone reviewing the docu-
mentation will be able to spot the issues that have already been
highlighted.

m Communicate any new risks. Finaly, the identified risks should be shared
through any communications channels established in the project com-
munications plan or in the project risk methodology. If the risksare not
communicated to the other parties on the project, the chances that the
information will be used effectively are dlight.

Use of Results

Information gathered during the documentation review may represent the
bulk of common risk knowledgeon the project. If the common risks that
are identified are the samerisksthat historically have caused the project
organization the highest levels of concern, this may be the technique with
the lowest level of technical support required and the highest yield.

Theinformation this technique providesshould include virtually all
the obviousproject risks. It should also generate asecond set of risk
information that is more project-specificand moredirectly related to the
documented understanding of variousproject parties. In best-practice
organi zations, outputs from documentation reviewswill be directly linked
to the original documentation used in the analysis.

Resource Requirements

Resource requirements for documentation reviewsare specific to the
documentation but are basically those individualswho have alevel of
understanding and familiarity with the documentation sufficient to identify
anomaliesand common concerns. Although the project manager will share
responsibility for ensuring the information is properly focused, the reviewer
has the primary role in the review. The best reviewerswill be those who
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can both identify risk issuesand communicate them in waysthat are
significant and meaningful to the project team asawhole.

Reliability

Documentation reviewsare asreliable as the information used to develop
them. If the project has arich documentation pool and those who
understand the scope and nature of the work tap that pool, then the
review'sreliability will be extremely high. If, however, the data pool is
shallow or the reviewersare highly inexperienced, then outputsfrom the
documentation review are lesslikely to be reliable.

Selection Criteria

Aswith each chapter on techniques, the documentation review technique
is assesad using selection criteria relating to resource requirements,
applications, and outputs for the technique. To compare documentation
reviewswith other techniques, review Table 6.

Resource Requirements

The basic resource requirements for documentation reviewsinclude the
documentation and the personnel. The documentation needsto be
centrally archived, available to the reviewers, and clearly related to the
project, its approaches, and its personnel.

Documentation for such an effort may include, but is not limited to—
w Work breakdown structure
m Project charter
m Contract
m Memorandum of understanding
m Statement of work
m Requirements documentation
m Network diagrams

The personnel assigned to review each of the documentation elements
should be those individualswith aclear understanding of and experience
with the documentation. They should be individualswho have the ability
to communicate what elements of the documentation they identified as
risksand their reasonsfor doing so.

s Cost for documentation reviews, particularly when weighed against the
yield, isrelatively small.
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m Proper facilitiesand equipment for documentation reviews normally
consist of acommon data repository, such as a network server or an
Internet-based interface, that alowsfor consistent data collection and
storage.

= The time needed to implement documentation reviews tends to be one of
the most attractive aspectsof the technique. It isnormally seen asa
short-term effort that can be completed as team members have the time
available to perform the work.

m Ease of use is high for documentation reviews because they generally
involve asimple read-and-review cycle. The most challenging and
time-consuming aspect of the process is the documentation required to
capture thereviewers insights.

®» The project manager's time commitment depends on the degree to which
the project manager performs the task independently. The more team
membersthat are given responsibility for tasks associated with a docu-
mentation review, the lesstime required on the part of the project
manager.

Applications

Documentation reviewsare most effectivewhen the data pool is deep and
readily accessible. They alow for interpretation of project assumptions, and
to adegree, validation of some information that is generated during the
project lifecycle.

m Documentation reviewsstrongly support project status reporting since the
reviewswill normally identify any shortcomings in the existing base of
project status information (aswell as any unusual reporting
requirements).

» Major planning decisions, becausethey are based on project history, rely
heavily on project documentation reviews. The reviewsafford the
organization an opportunity to clarify the foundation for such decisions
and ensure that there isaclear interpretation of the documentation
being evaluated.

m Contract strategy selection may rely somewhat on documentation
reviews, although the two are not inextricably linked. Becausethe
documentation reviewsgenerally include the contract, some overlap
here is amost inevitable. However, the degree of support is moderate
at best.

= Milestone preparation will get only nominal support from documentation
reviews although the reviews may provide some insight asto the level
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of effort that isentailed in preparing for major project deliverablesand
events.

m Design guidance should rely heavily on documentation reviews since the
reviewsshould point to customer expectations, the overall project
objectives, and the detailed implementation approach.

m For similar reasons, documentation reviews can support source selection
becausethe nature of the project work and the history of performance
in achieving similar goals may go along way toward establishing the
best available sourcesfor project performance.

m Again, for many of the same reasons, documentation reviews support
budget submittal. The documentation will include information on past
performance, issues, and concerns, and as such, may provide strong
support for budget submittals.

Documentation reviewsconstitute akey component of best-practice
project management. Best-practice managersrely on history to determine
future coursesof action. They understand the value of the information that
existsin aproject and do not presume to do things the same way each time
they take on a new endeavor. To discern between situations where the same
old approach is appropriate and anew action iscalled for, they must know
and understand the parametersd the situation. Documentation reviews
afford such alevel of understanding.

Outputs

The outputs of the documentation review are more documentation. They
comprise supporting documentation that clarifies, interprets, and identifies
risk, and establishescommon understanding of existing documentation.

m Accuracy of documentation reviewsis largely reviewer-dependent. A
cursory review with no context to interpret the information may leave
the organization with less valuable (and less accurate) information. On
the other hand, a more exhaustive parsing of the documentation may
generatefar more accurate insight.

m Level of detail ishighly reviewer-dependent. Some reviewersknow how
to examine project information for risk insights that will add to the
understanding of the project. Others will keep the detail too high-level
to be of any significant value.

m Utility ishigh for documentation reviews becausethe newly discovered
information is maintained and stored with the original documentation.
It expands the organization's understanding of risk values and keepsrisk
visiblein tandem with information where risk is sometimes seen asa
secondary issue (aswith the project charter).



Summary

To some degree, documentation reviewsseem like the tedium of an
ordinary project where ordinary practicesinclude reviewing the paperwork.
In some ways, that may be an apt description. But documentation reviews
go beyond those limiting walls. Documentation reviews provide level sof
depth and clarity that we might otherwise never capture. They providea
clearer vision asto what the project is intended to accomplish and how it
will do 0.
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inalogy Comparisons

The analogy comparison and lessons-learned techniques for risk iden-
tification, qualification, and quantification are based on the idea that no
project—no matter how advanced or unique— representsa totally new
system. Most projectsoriginated or evolved from existing projects or smply
represent a new combination of existing components or subsystems. A
logical extension of this premise is that the project manager can gain
valuableinsightsconcerning variousaspectsdf acurrent project's risk by
examining the successes, failures, problems, and solutions of similar existing
or past projects. The experience and knowledgegained or |essons|earned
can be applied to the task of identifying potential risk in a project and
developing astrategy to handle that risk.

Technique Description

Theanalogy comparison and lessons-learned techniques involve
identifying past or existing programssimilar to the current project effort
and reviewing and using data from these projectsin the risk process. The
term similar refersto the commonality of variouscharacteristics that define
aproject. The analogy may be similar in technology, function, contract
strategy, manufacturing process, or other area. Thekey is to understand the
rel ationships among the project characteristics and the particular aspectsof
the project being examined. For example, in many system developments,
historical cost data show astrong positive relationship with technical
complexity. Thus, when searching for a project in which to analyze cost risk
for comparison, it makes senseto examine datafrom projectswith similar
function, technology, and technical complexity. The use of data or lessons
learned from past programsmay be applicable at the system, subsystem, or
component level. For instance, although an existing sysem'’s function and
quantity produced differ, its processor may be similar in performance
characteristics to that of a current project, thereby making the processor a



valid bassfor analogy comparison. All in all, several different projects
may be used for comparison to the current project at variouslevelsof the
end item.

When Applicable

Project managerscan apply lessonslearned or compare existing projectsto
new projectsin all phases and aspects of a project any time historical data
are useful. These techniques are especially valuable when a system is pri-
marily a new combination of existing subsystems, equi pment, or com-
ponents. The value increases significantly when recent and complete
historical project data are available. When properly done and documented,
analogy comparison providesagood understanding of how project charac-
teristics affect identified risks and serves as hecessary inputs to other risk
techniques.

Inputs and Outputs

Three types of data are required to use this technique:

m Description and project characteristics of the new system and its
components (or approach)

m Description and project characteristics of the existing or past projects
and their components (or approach)

m Detailed data (cost, schedule, and performance) for the previoussystem
being reviewed

Thedescription and project characteristics are needed to draw valid
anal ogies between the current and past projects. Detailed data are required
to evaluate and understand project risks and their potential effect on the
current project.

Often, the project manager needs technical specialiststo make
appropriate comparisonsand to help extrapolate or adjust the data from old
projectsto make inferences about new projects. Technical or project
judgments may be needed to adjust findingsand datafor differencesin
complexity, performance, physical characteristics, or contracting approach.

T he outputs from examining analogous projects and lessons|earned
typically become the inputs to other risk assessment and analysis
techniques. Thereview of project lessons-learned reports can identify a
number of problemsto be integrated into a project's watch list. The length
and volatility of past development projects provide information that helps
build realistic durations in a network analysisdf a new project's devel op-
ment schedule. Datafrom the lessons-learned review become the source




of information for risk identification, qualification, quantification, and
response techniques.

Major Steps in Applying theTechnique

The mgjor stepsin using analogoussystem data and lessonslearned include
identifying analogousprograms, collecting data, and analyzing the data
gathered. Figure 11 showsafurther breakdown of this process.

Define system
characteriatice

Identify

analogous
systems
Assess data
avallability and
salect analogy

Gather detallad
data

deseriptivealata

descriptive data

I 1

—

Analyze and

Figure 11. Analogy Comparison

Thefirst step is to determine the information needsin this phase of
risk management. Information needs can range from preliminary risk
assessment on akey approach to a projectwideanalysisof major risks
associated with the effort. The second step isto define the basic char-
acteristics of the new system. With the new system generally defined,
the analyst can begin to identify past projectswith similar attributesfor
comparison and analysis.

Because they are interdependent, the next stepsin this processare
generalydonein parallel. The key to useful analogy comparisonsis the
availability of data on past projects. The new system is broken down into
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logical componentsfor comparison while ng the availability of
historical data. The samelevel of detailed information is necessary to make
comparisons. Based on the availability of data, the information needs of the
processand the logical structure of the project, analogoussystems are
selected and data are gathered.

Thedata gathered for comparison include the detailed information
being analyzed, aswell as the general characteristics and descriptions of
past projects. General project description data are essential to ensure that
proper analogiesare being drawn and that the relationship between these
characteristics and the detailed data being gathered is clear. For the analogy
to be valid, some relationship must exist between the characteristic being
used to make comparisonsand the specificaspect of the project being
examined.

Often the data collection processand initial assessment lead to further
defining the systemfor the purpose of comparison. After this is accom-
plished, the last step in the processis analyzing and normalizing the
historical data. But comparisonsto older systems may not be exact. The
data may need to be adjusted to serve as a basisfor estimating the current
project. For example, in analogy-based cost estimating, cost data must be
adjusted for inflation, overhead rates, general and administrative (G&A)
rates, and so on, for accurate comparison. As aresult, project managers
frequently require technical assistanceto adjust datafor differences
between past and current projects. The desired outputs provide some
insight into the cost, schedule, and technical risksdf a project based on
observations of similar past projects.

Use of Results

Asstated earlier, outputsfrom analogiesand lessonslearned typicaly
augment other risk techniques. The results may provide a checklist of
factorsto monitor for the development of problemsor arange of cost
factorsto usein estimating. Analogiesand lessonslearned generate risk
information. Regardlessof whether the information is used in adetailed
estimate, in atechnology trade-off study, or at a system level for aquick
test of reasonableness, the results are intended to provide the analyst with
insightsfor analysisand decision making.

Resource Requirements

Using analogousdata and |essons-learned studiesto gather risk dataisa
relatively easy task. Selecting proper comparisonsand analyzing the data
gathered may require some technical assistanceand judgment, but the task
is probably not beyond the capabilities of the project manager. However,
the time and effort needed for an analogy comparison can vary widely.
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Theresourcesrequired depend on thedepth of data gathering, the number
of different projects, and the availability of historical data. Consequently, a
project team can expend much effort for alimited amount of information.
That iswhy an initial assessment of data availability isimportant in

sel ecting analogous programs to compare.

Reliability

Using analogy comparisonsand lessons|earned has two limitations. The
first, availability of data, has already been discussed. If common project
characteristics cannot be found or if detailed data are missing from either
theold or new systems, the data collected will have limited utility. The
second limitation deals with the accuracy of the analogy drawn. A n older
system may be somewhat similar, but rapid changes in technol ogy,
manufacturing, methodol ogy, and so on, may make comparisons
inappropriate.

Selection Criteria

Aswith each chapter on techniques, analogy comparison is assessed using
selection criteria relating to resource requirements, applications, and
outputs for this technique. To compare analogieswith other techniques,
review Table 6.

Resource Requirements

m The o associated with the analogy comparison techniquesis relatively
low if the organization has been fastidiousabout retaining information
from past projects. If there is a broad databasefrom which to draw
information, the analogy techniques can be easily applied, assumingthat
the new project iseven in part analogousto an older project. Unfor-
tunately, most new projectsare not wholly analogous and must be
evaluated against piecemeal information. If the data are available, the
resource time consumed may be aslittle as aweek or less. However, if the
data are sketchy, it can take multiple resource-monthsto gather the data
from the variousdepartments or projects within the organization.

m Propg fadliiesad equipment are rudimentary consisting of little more
than aserver hosting historical project data and client computers with
the appropriate database access tools, word processors, and project
management applications.

m Thetime nesded to inplement this approach isadirect function of the
number of sourcesfrom which data are available and the number of
team resources assigned to the activity. With a team of three or four
data gatherers, even the most complex set of information may be
compiled and reviewed in aslittle as aweek or two. With asingle
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individual assigned to the task, the resource-hoursassigned in the
"Cost" category apply.

Ease of use appearsto be a major advantage of the analogy approach,
but that ease can be deceptive. Some project managerswill be tempted
to make across-the-board, one-for-one analogiesfor the entire project.
But that is applicable only in the rarest of cases. The technique is
appropriate, however, only if it isapplied in the context of the new
project under consideration. Thismay be evaluated in terms of the
scale of the projects being compared, the time framesin which they are
developed, or the resources applied against both. Thus, this technique
often appearseasier than it is.

The project manager's time commitment in this technique is afactor

of how heavily involved the project manager wishesto becomein
analyzing the data. If the project manager wants to spend aslittle
time as possible approving the work of the team, the level of effort is
nominal. It isrecommended that the project manager invest at least
several hours analyzing the anal ogous projects driving the conclusions.

Applications

For project status reporting, the analogy comparison technigue can serve
only as adefenseof certain numbers that may have been used to
establish the baseline for the project. Otherwise, analogy comparisons
have little value when assessing the new project's current status.

Major planning decisions should rely very heavily on an organization's
lessonslearned. History isan excellent teacher, and using the
organization's historical experience with similar projects can prove
invaluable. If certain approaches have been attempted, it isvital to find
out whether they succeeded or failed.

Aswith planning decisions, the issue of contract strategy selection can be
developed using analogy comparison techniques. If work with asimilar
client, similar project, or similar resources hasfailed in part due to
using one contract strategy, it isworthwhile to consider alternate
strategies.

Milestone preparation is not an areain which analogy comparisons have
much value unlessa project was noted as exceptional in part because of
itsoutstanding use of milestones. Generally, milestonesare seldom major
influencesin a project's successor failure. In the rare case in which
milestoneshave played a key role, the analogy technique may apply.

Although design guidance does not rely exclusively on anal ogy compari-
sons, anal ogies should be an essential component of any design decision.
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Too often, organizationsfail to scrutinizethefailingsof past designs, only
tolearn later that the project at hand isfailing for the same reasonsasa
project just ayear or two before. Analogy comparisonswill not provide
the complete picture on design guidance, but they will provide a sense of
corporate history and experience.

Many organizations (like the U.S. government) make analogy com-
parisonsakey component of source selection. Terms such as''past
performance,” " performance history," and “preferred vendor" all reflect
some analysis of analogous projects. These are valuable analyses
because organi zations should not repeat the mistake of dealing with a
less-than-acceptable vendor.

For budget submittal, the analogy comparisonstechnique has limited
application except as a background for some of the numbers that may
have been incorporated into the budget. Although anal ogies may be
found, some independent extrapolation or evaluation of the data must
aso be conducted.

Outputs

Theaccuracy of the analogy comparison technique is lessthan ideal.
This technique reliesnot only on the accuracy of past data but also on
the accuracy of the interpretation of those data, which incorporates two
variablesinto the overall assessment of the data for the new project.
Thus, the level of accuracy comesinto question.

The kvel of detail that the technique generates is practically adirect
function of the volume of data the organization stores. If an organ-
ization is meticulousin its project record keeping, the level of detail
can be tremendous. If, however, the organization has alimited, purely
anecdotal history, the level of detail becomeslow at best.

The utility of the outputs is based on both the quality of the analogous
documentation and the relevance of the analogy. If both are high
quality, the information obtained has the potential to be extremely
useful. If, however, the relevance or quality isin dispute, the usefulness
diminishessignificantly.

Summary

In evaluating the potential use of analogy comparisonsfor an organization,
thefirst step should dways be an assessment of the volume and quality of
the documentation to be used for analogies, including how recent it is. If
the organization does not effectively maintain this information, the analogy
comparison technique may prove usdessfor virtually any application.
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. Chapter 9

lan Evaluation

Thistechnique highlights and isolatesrisk disparitiesin planning. It
evaluates project plansfor contradictionsand voids. Traditional, formal
plans used to guide a project include thefollowing:

Project

Quality
Communication
Contracting
Testing
Training

Other documents are also essential to the success of the project and to

such evauations:

Work breakdown structure (WBS)
Project specifications

Statement of work (SOW)
Contracts

Other baseline documents

Although plansoutline project implementation steps, other documents

represent critical communication with stakeholders about what isto be
done. Flaws, inconsi stencies, contradictions, and voids in these documents
inevitably lead to project problemsand introduce significant risk. Figure 12
illustrates the linkage between three key documents.



Project
specifications

SOW(s)

Are specifications
properly included
in all SOWs?

Figure 12. Plan Evaluation Technique

Technique Description

The plan evaluation technique ssimply suggests a thorough, recurring
internal review of all plansfor correctness, completeness, and currency,
with a cross-check for consistency.

Using the WBS for Risk Identification

Proper development of a WBS representsa major step in risk control
because it constitutes much of the project definition. Its quality —indeed its
very existence— providesthe planning framework that setsthe standard for
thefuture of the project. AsaWBS iscompleted, a careful examination is
appropriate:

m Areall elementsof the WBS necessary and sufficient?

m Isthere aWBSdictionary, and doesit adequately explain the content
of each element?

m Does the WBS represent what is to be done rather than who istodoit?
m Areall elements o the WBS present?

m Isthe contracting strategy reflected in the project WBS?

m Isany work to be done not reflected in the WBS?

The WBS offersaframework for organizing and displaying risk factors.
The technique of downward allocation and upward summarization through
the WBS can be used to highlight discrepanciesin most of the project's
performance parameters, such as efficiency, reliability, cost, and capability.

The WBS providesasensiblestructure for treating technical risk. A
systematic review for risk identification and preliminary rating of each
WBS element will yield much information for the risk analyst.
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Therelationship between the WBS and the specificationsis so impor-
tant that mapping the relationships is a valuable exercisefor the risk
analyst. Mapping will highlight inconsi stencies between the work to be
done and the performanceto be achieved.

The project WBS eventually becomes the aggregate of all contract
information, including subcontractors' plans. Therisk analyst should
review the WBS with the question "Who isdoing what?"' as a test of
reasonablenessadf the contracting strategy. Finally, the WBS represents
the framework for cost and schedule performance (although it isnot a
representation of the scheduleitself). A survey of both cost and schedule
reporting in the context of the WBS identifiespossible blind spotsin cost
and schedule information. As part of thissurvey, the analyst can gain
valuableinsights by comparing the numbering schemesfor the WBS,
scheduling system, and cost-reporting system. Ease of translation among
and ease of summarizationwithin each of these numbering systemscan
indicate how well traceability among the WBS, schedules, and cost data
can be maintained. Incompatibility introduces management risk into the
project.

To extract additional risk from the WBS, any variety of techniques may
be used, with each one posing the question, "What are the risksfor this
WBSdement!" Expert interviews, brainstorms, and the Crawford Slip
Method can all generate that information.

Using Specifications for Risk Identification

Some of the previousdiscussion dealswith the important relationship
between the WBS and the specificationsand the need for compatibility.
When that compatibility exists, the performance to be achieved can be
related to the work to be done. Because the specificationsrepresent the
source of al technical performancerequirements, they are the single most
important source of information for the risk analyst attempting to identify,
organize, and display itemsof technical risk. Each performance parameter
of agiven WBS element representsa possiblefocusfor an expert interview
on technical risk.

Aswith the WBS, asurvey o the specificationsis appropriate for risk
identification:

m Do the specifications overlay the WBS so that performance require-
ments are specifiedfor WBS elements?

m Are al performance parameters identified even though they may not be
specified (that is, given adiscrete value)?
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m Can therisk of achieving the specified valuefor the performance
parameter be sensibly discussed?

e Isthere atechnical performance measurement scheme for each
performance parameter?

Using Statements of Work for Risk Identification

The SOW is the single most important communication between the
project organization and the customer. If the WBS and the specifications
are complete and well developed, SOWs arefairly straightforward. The risk
analyst is searching primarily for gaps in coverageand should consider the
following:

m Doesthe SOW cover whole parts of the WBS that can clearly be
evaluated against the specifications?

m Doesthe SOW represent work that matches the project organization
in termsof politics, contractual capabilities, and legal capabilities?

= Isall work contractually covered?

m Arethe SOW requirements properly related to the specification?

Developing a Technical Risk Dictionary

A dictionary in project management can expand understanding and pro-
vide documentation and background on a specific project area. Thusfar,
this chapter has addressed the need to gather all project information with
common descriptionsinto acommon database. A technical risk dictionary,
as conceptualized in Figure 13, offersthe risk analyst asingle place to
gather thisinformation for facilitating the risk identification and definition
processes.

Until recently, creating atechnical risk dictionary has been aformidable
editorial task. Advances in project management software, coupled with
advances in documentation management, alow for integrated data within
asingledatabase, and in some cases, asinglefile. In most popular project
management software packages, there are sufficient available text and
numbersfieldsso that the bulk or whole of the risk dictionary can be
maintained in the samefile as the project plan itsalf. If the text and
numbersfieldsare to be used this way, then the same text field used for one
element in one project (for example, Text13=Performance Risk) should be
used for the same purposesin all projects within the organization to
facilitate knowledge transfer.

Such information maintenance practices afford project managersa
"home" where their risk information can readily be shared with the team,
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Figure 13. Technica Risk Dictionary

and where risk identification and management can be integrated into
day-to-day operations.

Using Other Plans for Risk Identification

"Risk Identification" in Chapter 3 discussesthe use of atop-level risk
matrix to highlight and isolaterisks. The matrix reliesheavily on goa
definition and strategy development. The presumption isthat the strategies
expressed in the project plans are directed at meeting the project goals.
Comparing the two can identify risks. The same thinking can be applied to
lower-level risk matrices associated with any other plans (communication,
quality, testing, and so on) that are devel oped.

When Applicable

The plan evaluation technique is directed specifically at risk identification
and is best used for technical risk. Its utility for cost and schedule risk is
considerably lower. However, this technique could highlight missing
information concerning deliverablesthat would affect cost and schedule
risks. It ismost applicable to the implementation phase of a project. Asa
risk identification technique, it requiresthe existence of the plansto be
evaluated. As adtrategy tool (toidentify what riskscan be avoided), it can
be used during the project planning process.
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Inputs and Outputs

Plan evaluation operates on the collective body of documentation broadly
referred to as project plans and includes primarily those documents listed
earlier. Outputs typically include—

s Top-level risk matrix

m Lower-level risk matrices

m Technical risk dictionary

m Updated versionsaf project plans

Major Steps in Applying the Technique
Themajor stepsin plan evaluation are asfollows:

m Evaluate the WBSfor completeness and correctness

m Evaluate specificationsfor completeness, correctness, and compatibility
with the WBS

m Evaluate SOWs for completeness, correctness, and compatibility with
the WBS and for inclusion of specification references

a Evaluate other plans and develop alower-level risk matrix for each

Use of Results

Plan evaluation isdesigned to improvethe quality of and reduce the risks
associated with the project plan. The technique also producesdescriptive
documentation on the technical performance, programmatic risks, and
supportability risks associated with the project. The technical risk
dictionary describes technical risksin a centralized location, cross-
referenced with the WBS. This technique can produce asingle" officia™
list (awatch list) of project risksthat will receive active management
attention.

Resource Requirements

Thistechnique requires agreat deal of thought as well as experienced,
knowledgeablepersonnel who are thoroughly familiar with the content of
the total project. The project manager (or deputy project manager) leading
ateam of senior gtaff members would constitute the ideal team for this
technique.

Reliability
The completenessand the farsightednessadf the project plansdrive the
reliability of plan evaluation. If the numeroussupport plansare all well
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ed for alow-risk project, only ahandful of project riskswill be
If, however, the support plansare well defined for a higher
there isalikelihood that significantly more riskswill come

e major caution for using this technique is to avoid forcing detailed
project definition too early. Some inconsistencies exist due to poor
planning, but othersexist because of alegitimate lack of information.

Selection Criteria

As \lvith each chapter on techniques, plan evaluation is assessed using
sele@:tion criteria relating to resource requirements, applications, and
outputs for the technique. To compare plan eval uation with other
rechniques, review Table 6.

Resource Requirements

s With plan evaluations, cost constraints are extremely flexible. If the
manager determines that a comprehensive review of every piece
planning documentation is appropriate, numerous resources
for an extended period of time. If, by contrast, the
determinesthat a high-level summary review is
resources required will drop significantly.

Heretofore, the discussionin this chapter has focused on in-depth
isthat the analysiswill be comprehensive.
may prove to be prohibitively
will be required to judtify their existing
do acomprehensive
for acomponent plan will
several daysto aweek analyzing hisor her documen-
those analyses. Consequently, using the full
plans described at the beginning of the chapter, an
period may require 4 to 6 resource-weeks.

= ﬁroper facilitiesand equipment are limited to a sufficient number of
_ computers to support all team membersinvolved in the
review. Team memberswill need access to the material planning
including the supporting documents (which would
require word processing applications) and the project management
software program and files. T his technique is not equipment-intensive.

e time needed to implement this approach is highly dependent on the
wumber of resources applied. To be effective, one resource should be
designated for each major piece of documentation to be evaluated.

most organizations are not willing to commit that level of
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gaff to asingle evaluation effort. Thus, the work will be spread acrossa
more limited base. In the ideal, this effort should be accomplished in 2
or 3 days using a skilled, broad-based team. Yet with fewer resources,
the effort may take aslong as4 to 6 resource-weeks.

m Ease of use isan issuewith this technique becausethe project manager
will clearly understand the level of effort required to analyze outputs,
but management and team members may not appreciate the in-depth
analysis essential for a clear understanding of the information. For some
team membersand stakeholders, the entire package may present
information that does not meet their specific needs. For others, the
material may be presented in away they cannot understand. Thus, the
proper sorting and filtering of the information isvital to the ease of use
for this technique for all its recipients.

m The project manager's time commitment issignificant. Becausethe
project manager normally understands the details of the plans, he or
she becomesthefocal point for all questions and clarifications that
team membersrequire. The project manager's ready availability
facilitates the effortsof the technical personnel responsiblefor their
respective support plans or project plan components.

Applications

m Plan evaluations are essential to project status reporting because without
athorough review of the project plans and their variances to date, it is
impossible to evaluate project status in an accurate historic context. In
many ways, plan evaluations almost force the project team into devel-
oping status reports because that is the best application for the
technique.

m Major planning decisions should depend on asense of project history
and may be subject to the evaluations of specific project plans. The
differencein the application with mgjor planning decisions is that
major planning decisions may focuson one particular aspect of the
project (such asschedule, cost, or performance) and thus may not
require the level of depth described in this chapter. The planning
decision may aso hinge on asingle type o support plan or asingle
component of the project plan. Either way, plan evaluation ultimately
providesthe ideal support in major planning decisions, whether from a
component of the plan or from the comprehensive plan evaluation.

= Although contract strategy selection relieson the evaluation of theinitial
project plan, it is not normally considered akey application for plan
evaluation. Plan evaluations are usualy conducted after the project is
being implemented to assessthe effectivenessd the plan versusredity.
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e As with contract strategy sel ection, milestone preparation is most often a
step conducted at the beginning of the project. However, thereisa
slightly closer link between milestone preparation and plan evaluation

th;;an what occurswith the contract strategy selection. Specifically,

lany plan evaluations will lead to corrective action, which often
includes adding supplemental milestonesto ensure that the corrective
tion is effective. Assuch, there isa modest correlation between this

plication and the technique.
|

= Plan evaluations can support design guidance only during the early
phases of the project, and even then, only to alimited degree. To
provide guidance, the plans must show somedirect link between the

oniiginal design selected and the project plan or its supporting plans. If

nl such link exists, the plan evaluation technique does not apply.

source selection, there islittle applicability for plan evaluation unless
e selection occursat midproject or in the context of multiple proj-
ts. The plan evaluation technique can afford insights into the needs
vy the project and the shortcomings of the existing vendor base. But for
source or vendor selection, there islittle applicability.

® The plan evaluation technique does not affect budget submittal unless
(as with source selection) the budget is an interim budget being
submitted at midproject. In any other scenario, the plan evaluation
technique has extremely limited applicability.

e Acrcuracy isacornerstone of the plan evaluation technique. It iswholly
désigned to discover inaccuracies and to address them. Although much
is subjective, the resultstend to make plans better

] e kvel of detail in the plan evaluation technique isexhaustive. The
information drawn from the various plans and the assessment of those
pllans is most effectively realized when all the plans are assessed for their
e#fectiveness to date. Although asimple WBS review might require
moderate scrutiny, the level of effort and the depth of information
d%veloped in acomprehensive plan evaluation are extensive.

m For areasin which the plan evaluation technique islogically applied, its
.. isextremely high. Unfortunately, project managersmay be
tempted to use plan evaluation as a panacea for analyzing all project
riJsk, Although plan evaluation applieswell in some areas, it is
in others. The evaluation data are so in-depth and
have the potential to be misinterpreted or misused.
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Summary

In an ideal world where seasoned professionalsof 1ong tenure support

a project manager, plan evaluations would produce few resultsfor a
significant level of effort. All planning documents would be created in
proper sequence, each with referenceto all that preceded it. Eminently
logical contracts would be matched with masterful work statements and
perfect specifications. I n reality, however, as team members shift in and out
of projectsand as schedulesand objectives change, plans often represent
the only key to organizational memory. Because planning is conducted
early in aproject, any link to organizational memory later in the effort
becomessignificant.

The plan evaluation technique is extremely useful due toitsclear
strengths in so many applications and itsrelative value in terms of resource
consumption and outputs. Aslong as the project manager uses the tool
appropriately, it isone of the most powerful techniques available.
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thapter 10
elphi Technique
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Although people with experience of particular subject matter are a key

resource for expert interviews, they are not dwaysreadily availablefor such

interyiews and, in many instances, prefer not to make the time to par-

ticipate in the data gathering process. The Delphi technique works to

addtess that situation by affording an alternative means of educing infor-

mation from expertsin afashion that neither pressuresthem nor forces

them! to leave the comfort of their own environs. -

e Delphi technique has the advantage of drawing information directly
from|experts without impinging on their busy schedules. It also allowsfor
directed follow-up from the experts after their peers have been consulted.

Tedhnique Description

The i_)cllwhi technique (created by the Rand Corporation in the 1960s)
s its name from the oracle at Delphi. In Greek mythology, the oracle
god Apollo) foretold the future through a priestesswho, after being
. question, channeled all knowledgefrom the gods, which an inter-
preter then catalogued and translated. In the modem world, the project
mangger or facilitator takeson therole of theinterpreter, trandlating the
insiglhts of experts into common terms and alowing for hisor her review
assessment. The cycle of question, response, and reiteration is
several timesto ensure that the highest quality of information
isextracted from the experts.

Wheen Applicable

Thisechnique is recommended when the project's experts cannot
coorcllinate their schedules or when geographic distance separatesthem.
I phi technique is aso appropriate when bringing expertstogether to
venue may generate excessfriction.



Inputs and Outputs

Theinputsfor the Delphi technique are questions or questionnaires. The
guestionnaire addresses the risk area(s) of concern, allowingfor progressive
refinement of the answers provided until general consensusis achieved.
The questionnaire should alow for sufficient focuson the areas of concern
without directing the experts to specific responses.

Outputs from the processare progressively detailed because all iterations
should draw the experts involved closer to consensus. Theinitial responses
to the questionnaire will generally reflect the most intense biases of the
experts. Through the iterations, thefacilitator will attempt to define com-
mon ground within their responses, refining the responses until consensus
is achieved.

Major Steps in Applying theTechnique

The technique reliesheavily on the facilitator's ability both to generate the
original questions to submit to the experts and to distill the information
from the experts asit is received. The processissimple but is potentially
time-consuming:

n |dentify expertsand ensure their participation. The experts need not be
individuals who have aready done the work or dealt with the risks
under consideration, but they should be individuals who are attuned to
the organization, the customer, and their mutual concerns. Expertscan
be defined as anyone who has an informed stake in the project and its
processes. Commitments for participation should come from the
experts, their direct superiors, or both.

m Create the Delphi instrument. Questions asked under the Delphi tech-
nigue must be sufficiently specificto draw out information of value but
aso sufficiently general to alow for creative interpretation. Because
risk management isinherently an inexact science, attempts to generate
excessive precision may lead to false assumptions. The Delphi questions
should avoid cultural and organizational biasand should not be direc-
tive (unlessthere isaneed to evaluate risk issues in aniche rather than
across the entire project spectrum).

» Have the expertsrespond to the instrument. Classically, thisisdone
remotely, allowing the experts sufficient time to ruminate over their
responses. However, some organizations have supported encouraging
questionnaire completion en masse during meetings to expedite the
process. No matter the approach, the ideaisto pursueall the key
insights of the experts. The approach (e-mail, snail mail, meetings) for
gathering the experts' observations will largely determine the timing for
the processasa whole.
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m Reviewand restate the responses. Thefacilitator will carefully review the
responses, attempting to identify common areas, issues, and concerns.
These will be documented and returned to the experts for their assess
ment and review. Again, this may happen by mail or in ameeting,
although the classic approach isto conduct the Delphi method
remotely.

m Gather the experts opinionsand repeat. The processis repeated as many
times as the facilitator deems appropriate in order to draw out the
responsesnecessary to move forward. Three processcyclesare con-
sidered a minimum to alow for thoughtful review and reassessment.

m Distribute and apply the data. Once sufficient cycles have been com-
pleted, thefacilitator should issue the final version of the documen-
tation and explain how, when, and where it will be applied. This
isimportant so that the experts can observe how their contributions
will serve the project's needs and where their issuesfit in the grander
scheme of risksand risk issues up for discussion.

Use of Results

The Delphi technique isfrequently used when there are only a handful of
experts who have an understanding of the project. It isaso used when
certain experts have insightsabout a particular aspect o the project that
cannot be ignored. Although some other risk identification, assessment,
and response development tools have broad application, the Delphi
technique is a more exacting tool, drawing out only the responsesor types
of responsesdesired. The information acquired from the Delphi technique
can be used to support risk identification, qualification, quantification, or
response development.

Resource Requirements

The Delphi technique requires that a project have both askilled Delphi
facilitator and expertsto support the process. Thefacilitator must have the
ability to present the premiseclearly in the Delphi questionnaire and then
must have the capacity to refineand distill the inputsfrom the
participants. The participants, in turn, must have an awarenessof the area
on which they are being consulted.

Reliability

The technique generatesrel atively reliable data (for aqualitative analysis)
because multiple expertssubject the information to at least three iterationsof
reviews. Theiterative nature of the processand the requisite reviewstend to
enhance accuracy, although the use of inappropriateexpertsor the develop-
ment of poorly couched questionsmay produce less than optimal resuilts.
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Still, because there are multiple reviewers, some built-in safeguardsensure
ameasured reiability.

Selection Criteria

Aswith each chapter on techniques, the Delphi technique is assessed using
selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare the Delphi technique with other
techniques, review Table 6.

Resource Requirements

The Delphi technique requireslittle more than basic officesupplies. The
infrastructure for the technique isminimal, asit islittle morethan a
specially processed expert interview.

From a personnel perspective, thefacilitator's greatest talent must bein
distilling the information from one iteration of the approach to the next,
achieving a balance of the information presented, and at the same time,
not alienating the expertsinvolved.

Participants in a Delphi technique analysiscan derive comfort in the
fact that their contributions, for the most part, will be anonymous because
their inputs will never be directly presented to the other experts. The
facilitator will filter and distill it first. Nonetheless, the participants should
be reasonably skilled at documenting their contributions, asthat iswhere
the Delphi technique generates its value.

m Cod for the Delphi technique is minimal. Because most participants
can complete the questionnaire at their leisure, there islittle time
pressure on the participant's side. Thefacilitator isaso generally not
time-constrained in this practice and thus has some latitude to com-
plete thiseffort when there is time to work on it. Even though the cost
is minimal, the time to complete a Delphi technique processcan be
extensive, asit can continue for weeks if unmanaged.

m Propg fadliiesad equipment for the Delphi technique consist of little
more than office suppliesfor participants to record and return their
responsesto thefacilitator. | n some more modern sessions, the Delphi
technique is conducted in real time using e-mail and deadlines.
Although thefacilities infrastructure for such an approach is more
expensive, most organizations already have such capabilities in-house.

m Thetime nesded to implemant the Delphi technique is the single most
significant drawback of the approach. Despite that e-mail has created a
faster way to accomplish the work, the technique still may take several
days to compl ete. For some organizations, however, the quality of the
data generated makes this trade-off worthwhile.
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Although the ease of use for the participants is high, thefacilitator has
to be skilled at distilling and paraphrasing information. The facilitator
must also ensure that the process stayson track. It isvery easy to dlow
the Delphi technique to falter becauseof the time frames and distance
involved.

The project manager's time commitment isslight, with intense, short
bursts of activity each time acycle of responses is received.

Applications

The Delphi technique has broad utility because of its use of the experts
skillsand insights. The applicability of the technique is assessed on ascale
of high, medium, and low.

Project status reporting is an area where the Delphi technique can
provide more balanced insight than other tools can. Some projects
falter because there is not acommon understanding of the work
accomplished, but the Delphi technique by its nature can reorient a
team. Since the tool draws out consensus of the experts, it can facilitate
in-depth analysesd project status. The tool's value here is medium.

Because the experts in an organization tend to make major planning
decisions, the Delphi technique can be seen as viable here. Particularly
in situations where there is significant conflict over planning decisions,
the Delphi technique has high applicability due to its capacity to get a
common vision from a group of experts.

Contract strategy selection is an area where experts are frequently tapped
to make decisions, and likewise, conflict can be significant. Aswith
planning decisions, the Delphi technique can serve extremely well in
these situations.

Applying the Delphi technique in milestone preparation would probably
have limited use. Whereas milestone preparation is afunction of needs
analysis, multiple experts are normally not required to ascertain the
best times for milestones.

Design guidance is a prime application for the Delphi technique. It isa
creative endeavor requiring multiple perspectives. Assuch, the Delphi
technique isaclassic tool for bringing different approaches to the fore
and selecting the best possible approach.

Source selection may be an application of the Delphi technique. If the
expertsin the technique are familiar with the needs of the procurement
and if they are attuned to the organization'slimitations, the Delphi
technique may be appropriate. However, the toal's utility here is
medium at best.
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m Budget submittal is a quantitative process, and thus cannot take full
advantage of the Delphi technique.

The Delphi technique is peerlessin alowing for thoughtful review o the
subject matter experts' insights. Assuch, organizationsmay be able to use
this technique to establish risk responses, to identify risks, or to assessrisk
performance to date. However, the drawbacks associated with the timing of
the processtend to limit its utility. When time is not of the essence, the
Delphi technique can create some of the most thorough qualitative
analysesavailable to the project manager.

Outputs

The outputs of the Delphi technique are sets of modified responsesto
the questionnaire. Although participants generate those responses, the
facilitator has the ultimate responsibility to produce final outputs based
on an amalgam o responsesfrom subject matter expertsto each question
or issue.

m Theaccuracy of the Delphi technique is qualitatively rooted but is
perhaps the single most accurate qualitative tool since it drawson
multiple experts to establish its conclusions.

m Leve of detail isastrength of the Delphi technique becausethere are
rarely limits on the insights that the experts can share. Asthe process
goes through multiple iterations, the level of detail can increaseif the
questions are expanded or the follow-up is particularly detailed or
provocative.

m Utility isasubjective factor that takes into account both the effort
involved and the value of the information. The Delphi technique tends
to generate highly utilitarian information as it is revised several times
before the outputs are finalized.

Summary

The Delphi technique is time-consuming. But it is a sound, structured
practice for drawing out insightsfrom professionalswho might otherwise
not contribute to the project's body of knowledge. It affords the facilitator
the opportunity to review multiple perspectivesbefore coming to gripswith
the middle-of-the-road perspective that Delphi tends to generate. The
technique can be applied in avariety of situations, but for each, the time
constraint must be given serious consideration.



rainstorming

Brainstorming isa classic techniquefor extracting information. Although

it may not be the most efficient tool or the most thorough technique, its
familiarity and broad acceptance make it the tool of choice for many risk
analysts. And whereas it may be viewed as a generic tool, the fact: that most
participants are aware of the processand the tool's nuances makeit desir-
ablein avariety of risk management settings. Because risk isafuture
phenomenon, and everyone has the ability to intuit some aspect of the
future, brainstorming as an ideation tool isalogical application.

Brainstorming can be used in a variety o risk management practices,
including effortsto identify risks, establish qualification schemes, clarify
quantification assumptions, and generate potential risk responses. It can
draw on project team members, management, customers, and vendors.
Virtually any stakeholder can contribute.

A brainstorm is more than a basic core dump of information. It isthe
expressiond ideasthat then feedsother ideas and concepts in a cascade of
data. It encouragesteam members to build on one another's concepts and
perceptions. It circumvents conventions by encouraging the free flow of
information.

Technique Description

Brainstorming is afacilitated sharing of information, without criticism, on
atopic of thefacilitator's choosing. It educesinformation from participants
without evaluation, drawing out as many answersas possible and docu-
menting them. There are no limitsto the information flow or direction.
Brainstorming is designed to encourage thinking outside of conventional
boundariesso as to generate new insights and possibilities.

For risk identification, asan example, thefacilitator might ask "For
they component, what are the risks?What bad things could happen?"



Participants can then fuel their imagination with ideas as the facilitator
documents or catal ogseach new suggestion.

The technique requireslimited facilitation skillsand familiarity with any
premise being presented to the group (for clarification purposes).

When Applicable

Thistechnique isapplicablein virtually every step in the risk management
process. Its broad utility makesit appealing in avariety of settings:

m Risk identification to establish a base pool of risks

m Qualification to work toward terms and terminology asto what
constitutes high, medium, and low in the various categories of risk

m Qualification to capture environmental assumptionsand potential data
sources

m Responsedevelopment to generate risk strategies and to examine the
implications thereof

Inputs and Outputs

Inputs are the basic premise of a brainstorm itself: a single comprehensive
ideato be presented to the group of participants.

Outputs will depend on the premise presented but may include identi-
fied risks, risk sources, triggers, qualification approaches, assumptions, risk
responses, or other data captured during the analysis. The outputs should
be documented and catal ogued for future application.

Major Steps in Applying the Technique
Since brainstormsare well understood in most environments, thisanaysis
will focuson their application in arisk setting.

m Establishthe basc premise of the risk brainstormand prepare the setting.
Thisinvolves making certain that a means existsto capture and catalog
theinformation asit is presented. Few facilitators are sufficiently skilled
to both record information and elicit responsesfrom agroup at the
same time. Questions posed to the group should not be biased in any
direction.

m Identify appropriate participants. This is sometimesafunction of group
dynamicsrather than project insight. Some individualsfunction well in
agroup setting and contribute readily; others do not. Identify indi-
vidualswho are likely to contribute and add value to the ideas being
presented. A negative attitude or an overzeal ouscontributor can spoil
an otherwise effective brainstorming session.
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n Explain therules of brainstorming to the group. Emphasizethat all ideas
will be recorded becauseall ideas have some measure of value. Rein-
force that everyone should have the opportunity to participate and that
no pressure should be brought to bear that would stifle anyone. Any
critiques of information or insight should be postponed until after the
brainstorm.

m  Solicit information fromthe group. Share the premise(s) of the brainstorm
and draw out information from the participants. As an ideaisshared, it
should be repeated (to ensure accuracy) and documented (preferably in
view of the largegroup as awhole). Participation should be allowed to
flow freely within the group, but the facilitator should ensure that all
participants have equal opportunity to provide their contributions.

a Review theinformation presented. Asthe group runsout of insightsor as
the session nears a close, the premise should be re-presented after a
thorough review of al the ideas shared thusfar. Any new insights
should be captured at this time. | n some organizations, this will be used
asthe one and only opportunity to critique the ideas presented earlier
in the brainstorm.

m Communicate the information. After the session is complete, the
information distilled from the brainstorm should be circulated to al
participantsfor their records. This affirms that the information was
actually captured and providesa sense of how the information will
ultimately be used. If datafrom the brainstorm are to be captured
within the project plansor the risk plans, the datashould be sorted
and filed with the project documentation.

Use of Results

Information gathered during the brainstorm will vary in levels of quality.
For example, some risksidentified may be on the fringe ("L ocustscould
attack, devouring all the project documentation™); and others may be
overly obvious ("If the vendor deliverslate, we could run into schedule
delays"). Theinformation will be used best when it is assessed for validity
and then documented and applied within the project plan.

Brainstorming frequently captures the most obvious risksor the most
self-explanatory qualification approaches. But this technique will aso
generate information that might otherwise be missed entirely. Thus, akey
rolefor thefacilitator isto ensure that the information is captured well and

applied appropriately.

Brainstorming 117



Resource Requirements

Resource requirementsfor brainstormsinclude afacilitator, agroup of
participants, and the physical facilitiesto assemble them and document
their outputs. The best participants will be those who are willing to set
aside any biases they may have toward a particular perspective and who
are willing to contribute freely on the premise presented.

Reliability

Brainstormsgenerally have low reliability. Although some of the insights
generated will be extraordinarily valuable, it isamatter of "sifting the
wheat from the chaff." To arrive at a handful of key nuggets of information,
thefacilitator of the brainstorm may also catalog dozensof lesser ideas.

Selection Criteria

Aswith each chapter on techniques, brainstorming is assessed using
selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare brainstorming with other
techniques, review Table 6.

Resource Requirements

The basic resource requirements for brainstorming include the participants,
thefacilitators, and the materialswith which their insightswill be cap-
tured. The toolsfor data capture are normally nothing more than flip
charts, an erasable board, or alaptop computer.

The personnel participating in the brainstorming session should have a
basic understanding o the premise(s) that the brainstorm addresses and a
willingnessto share their insights. They should also be individualswho
have the ability to communicate in afashion that allowsothersto
understand what they are sharing but without sounding critical of others
inputs.

m Cod for brainstorming isrelatively small. The sessionsare generally
conducted in conjunction with other project activities.

m Thereisnormally no capital investment required in termsof prgoa
fadlities ard equipment for brainstorming. Most facilities have docu-
mentation equipment and a meeting room adequate to the task.

m Thetime nesdad to implement brainstorming is not as abbreviated as
some might think. Thistechnique is not inherently a quick endeavor
but will depend on the participants and their willingness (or eagerness)
to share information. Exhausting the pool of ideas of some groups may
be arelatively short effort; yet for others, exhausting their creative
energies can take several hours.
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m Ease of use is high as most business professionals have, at one time or
another, participated in one or two brainstorming sessions. Familiarity
encourages use, and as such, brainstorms are widely applied. The key
challenge for most facilitators, however, will be to control the group's
urge to critique inputs as they are provided.

m The project manager's time commitment largely depends on whether the
project manager isthefacilitator of the session, which happensin many
cases. The project manager then becomesresponsiblefor devel oping
the premisesfor discussionand for postsession information distillation.
Assuch, there isa modest commitment on the part of the project
manager when a brainstorm is conducted.

Applications

Brainstormsare effectivewhen they are directed at a clear, easily discern-
ible goal, whichiscrucial. Without an objective for the outputs, risk brain-
storms can easily deteriorate into complaint sessions.

m Project status reporting receiveslimited support from this technique
because quantifiable data are normally preferablefor status reports.
Whereas some typesaf qualified data may be appropriate in this area,
outputs from brainstorms are not among those types.

m Major planning decisions are not closely tied to brainstorms, although
some o the implications of such decisionscould be reviewedin a
brainstorming environment. Once again, the qualitative nature of the
technique limits its utility here.

a Contract strategy selection, like major planning decisions, may benefit
from a brainstorm in terms o areview of implications. However,
brainstorms are not a key tool to be applied here.

= Milestone preparation receivesonly nominal support from this technique
asthe general nature of a brainstorm's outputs doesnot lend itself to
the specificity associated with milestone preparation.

» Design guidance may draw strongly on brainstorms becausethere is
frequently a need to examine the breadth of optionsat an organ-
ization's disposal. Because design is a creative endeavor, the creative
energiesof brainstorming may work to the organization's advantage
here.

m Brainstorming generally does not support source selection except for
open discussions of the implications of selecting certain sources.

= Budget submittal isnot normally seen as a brainstorming situati on because
both inputs and outputs in the budget processare highly quantitative.
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Although brainstormshave limited utility for many of these areas, they
arevirtually without equal in environments where quick analysisis needed
and individualswith awillingness to participate are available. For risk
identification, qualification scheme discussions, and risk response devel-
opment, brainstorming can produce volumes of valuable information from
which the best available responsescan be derived. Brainstormsafford new
perspectives, and new perspectivesare essential to the success of any risk
management effort because risk management isaforay into the unknown.

Outputs
Theoutputs of brainstorming are generally alist of insightson the premise
presented.

m Accuracy of brainstorms is generally seen as low. Because many weak
ideas are generated with the good, some view brainstorming as highly
inaccurate. |f, after the brainstorm, thefacilitator can cull through and
select the truly valuable data, the accuracy of the processcan increase
significantly. On the whole, the process generates impreciseand
potentially ambiguous data.

m Led o ddail isnormally premise-dependent. If the premise of the
question put forth in abrainstorm is nebulous, the level of detail will
be weak. If the premise isfocused, the level of detail for outputs will be
more focused as well.

m Utility ishigh for brainstorming despite its other shortcomings. Because
thetool and the application are familiar in avariety of different areas,
project managersfrequently lean toward brainstorms as the tool of
choice.

Summary

Brainstormsoften open the door to afree and candid discussion of risk and
risk issues. For that alone, they add value. But, in addition, they add to the
body of knowledge about agiven project or risk area. They encourage new
perspectivesand new understanding of risk. They can aso lead to new
approachesin risk qualification, quantification, and response development.
In all those regards, the brainstorm serves as afoundation tool for risk
management.
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Chapter 12
Crawford Slip Method

Gathering data isone of the greatest challengesin risk management as
there isa propensity for risk identification and risk information gathering
to become a negative influence on team members and their attitudes about
the project. The Crawford Slip Method (CSM)° isaclassic tool for
gathering information without the negativism inherent in many risk
discussions.

CSM hasavariety of advantagesover other information gathering
techniques. These include its ability to aggregate large volumes of infor-
mation in avery short time and its complete avoidance of groupthink,
where team members become embroiled in a particular tangent and cannot
extract themselves.

Technique Description

With proper facilitation, CSM is an easy technique to goply. The basic
approach involvesestablishing aclear premise or question and then having
al participants in the processdocument on adlip of paper their response to
that premise. Using the same premise, the processis repeated 10 times (per
Crawford) in order to extract all the information available. Although there
may be agreat deal of similarity among the initial dips, those generated
later tend to identify issues and risksthat otherwise would never have
surfaced. Applications for risk management often cut the number of cycles
to 5 because team membersfrequently lack the fortitude to formulate 10
responsesto each premise.

When Applicable

This technique is recommended when team members are available to
provideinputs, but there arelimitsto their desireto share information in a

* C. C. Crawford developed the Crawford Slip Method at the University of Southern
Cadliforniain 1926.



group setting. CSM is also appropriate when there is a need to generate a
large volume of information in ashort span o time.

Inputs and Outputs

Thekey input for CSM is aclear premise. If the premise or question posed
tothe group is not detailed, clear, and well crafted, the method will
generate either poor or the wrong outputs. The premiseshould clearly state
the information sought and the environment or assumptionssurrounding
the information. It should be documented for thefacilitator so that he or
she can refer to it while working through the iterations of the process.

Outputs from the processwill be asignificant number of dipsof paper
from the participants, preferably arranged according to the premises
presented. The participants may arrange or organize the dipsduring the
working session, or thefacilitator may arrange them at some later time.
Thequality of outputs will correlate directly to the precision with which
the premise was stated and the direction provided to the participants. Poor
explanations on how to write risk statements or how to identify the
information in question will invariably lead to inferior outputs.

Major Steps in Applying the Technique

The technique reliesheavily on facilitator skill and the ability of the
facilitator to follow the process. That processrequires the facilitator to
direct a nonspecificor nonthreatening question to the group and alowsfor
individual responses, one at atime, on paper from each participant. This
processensuresconsistent levelsadf inputs from each participant and also
builds the largest volume of information possible. The process, in its
simplest form, consistsof six steps:

m Bring together those participants with an awareness of theissueat hand
Even though compl ete subject-matter expertise is not essential,
awarenessis. Those participating in any type of risk information
gathering effort should have at |least a superficial awarenessof the
concernsand issuesin the project.

m Identify the primary rationale for the process. Regardlessof whether CSM
is being applied to identify risks, identify risk triggers, recognizerisk
sources, or develop risk responses, participants need to be aware of the
reason for their involvement. Because the processis designed to draw
on their insights, they clearly need to know what insights they will be
expected to share.

n Issue dipsof paper. Although literature on CSM specifies the exact sze
of the paper to be used and the number of dipsappropriate to the
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method,® for project risk analysis, these decisions rest largely in the
hands of the project manager. In many instances, ordinary "stickie"
notes will be sufficient and effective to serve the purpose. The number
of dipswill determine the volume of the outcome.

» Explain the process. Thefacilitator will tell participants that they will be
expected to contribute one idea per slip of paper and that the facilitator
will specify what information isto go on the dlip and when. In intervals
of roughly one minute each, the facilitator will state a question or
premise (such as, "What risksdo we face on the Nancy Project?').The
participants will write down their thoughts, set that slip aside, and
prepare to write another idea on the next dip.

m Beginthe processand cycle throughit iteratively. Thefacilitator will then
walk participants through the process. Each participant should have
one response per sip, and no dipsshould be lost. The number of cycles
will determine how much information is generated.

n Gather and/or sort the dat a. Once sufficient cycles have been completed,
thefacilitator may simply gather the data and terminate the session; or
he or she may instruct participants to sort their dipseither into pre-
ordained categoriesor into groups that seem to have natural affinities.
Theinformation gathered now represents a current body of insight
from individualsfamiliar with the project.

Use of Results

The usesof CSM results generally are applied in establishing an initial pool
of risk events associated with the project or the options available to res-
pond to riskson the project. The body of information will sometimes be
sufficient to develop preliminary risk reports (general overviewsaf the body
of riskson a project), or it may requiredistillation prior to such use. When
being used to devel op risk responses, CSM may serveto generate avolume
of optionsthat may be reviewed later using toolssuch asthe risk response
matrix (Chapter 26).

Resource Requirements

Once understood, CSM is perhapsthe simplest of the high-volume
information gathering techniques. If thefacilitator knowsthe premise of
the session and has the ability to communicate precisely the typesof
outputs participants are to produce, the sessionstend to be extraordinarily
productive. Often, the key rests not in the CSM facilitator but in the

“ Gilbert B. Siegel and Ross Clayton, Mass Interviewingand the Marshalingd Idess to
Improve Performance (Lanham, Md.: University Pressof America, 1996).
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participants selected to participate in the process. Their level of awareness
will be adeterminant of the quality of information produced. If they have
project awareness plus a basic understanding of the risks that the project
may face (or how to resolve them), they may be able to make significant
contributions through CSM.

Reliability

The technique tends to produce highly variable data, largely because of
the volume of information produced. Although that may be perceived as
aweaknessdf this approach, in thissituation it is actually astrength. Risks
arefrequently discounted as being "'too remote™ or "too far-fetched" until
they actually occur. Because the processgenerates such alarge volume of
risk data, it tends to capture ideasfrom the sublimeto the ridiculous; and
because the processis anonymous, it frequently captures information from
those who would not readily participate in a more public venue, like a
brainstorm.

Selection Criteria

Aswith each chapter on techniques, CSM is assessed using selection
criteria relating to resource requirements, applications, and outputs for
the technique. To compare CSM with other techniques, review Table 6.

Resource Requirements

Theresourcesessential to CSM are extremely limited. The technique
requires paper dips, pensor pencils, afacilitator, and participants. It may
also employ a predetermined set of risk or risk response categoriesfor
sorting information, but that is optional.

The basictoolsof CSM are officesupplies. Although books on what is
sometimesreferred to as the "mass interviewing technique” suggest specific
szesfor the paper, such decisionslargdly rest in the hands of the facilitator.
T he paper should be sufficient in sze to capture the information requested
and manageablefor any later sorting required.

As mentioned earlier, facilitation skillsrequired for CSM are minimal. If
the basic premise questions are clearly established and the participants are
told precisely what format their final responsesshould take, facilitation
becomes extremely easy. The only management required of the facilitator is
controlling participants who either fail to complete their dipsor who jump
ahead in the documentation process.

CSM participants should be aware that they will be expected to
contribute to the process. In many other, more public idea generation
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techniques, such pressureis not brought to bear as more reticent parti-
cipants can waive participation. In CSM, however, all participants are
expected to contribute equaly.

Finally, some CSM sessionswill incorporate predetermined sorting
criteria for cataloging the data after the session. If such sorting is required,
the definitions for the categoriesshould be clearly stated before sorting
begins. Beyond the CSM-specific requirements, the demands for the
technigque are minimal.

m Cod for CSM isextremely minimal. CSM sessionsare frequently
measured in minutes rather than hours. While multiple participants are
essential to CSM success, their time commitment for the processis
limited based on the number of iterations.

m Prope fadlitiesad equipment for CSM consist of aroom large enough to
accommodate all the participantsinvited to the session. There should
be sufficient pencils or pens and dipsof paper to ensure that all
participants can respond to all iterationsfor the question(s) posed.

m Thetime nesded toimplement a CSM s perhaps its most attractive
quality. Compared to any other technique discussed in this text, CSM
requires less time to generate more information.

m BEa® of iseis another attractive trait since CSM can be incorporated
into other meetings where the appropriate personnel are brought
together to work on the project. The key isin establishing the clear
premisefor the session and the outputs desired from the participants. If
that information is clearly expressed at the beginning of the session, the
process will be relatively easy to deploy. The only challenge, however,
may come from those individuals who are not anxious to take part. The
facilitator may have to reinforce the rationale for the session and the
value of each participant's inputs.

m The project manager's time commitmant is extremely dight.

Applications
CSM can be used in anumber of different situations, but it does not have

the broadband utility of more general techniques like expert interviews.
CSM’s applicability is assessed on ascale of high, medium, and low.

m Prged datusreportingis not astrength of CSM. Because CSM generally
focuseson educing insights about approaches or concerns, it does not
attain the level of specificity required for project status reporting. Its
value here would be extremely low.
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» Major planning decisionstend to rely on quantitative datarather than
volumesof qualitative information. For this process, the value of CSM
is low.

m Contract strategy selection tends to rely heavily on quantitative
information. CSM has extremely limited value in this regard.

= Applying CSM in milestone preparationwould be largely a mis-
application of the tool. Whereas milestone preparation is normally
born out of acareful needs analysis, CSM is more of an ideation tool
rather than an analysis tool.

m Design guidance may take advantage of CSM since design development
is frequently afunction of reviewing options and assessing possibilities.
Because design guidance is more of acreative endeavor that requires
inputs from diverse sources, CSM can have medium utility here.

m  Source selection is not an application of CSM. Source selection should
be conducted against a predetermined set of criteria and should not rely
primarily on fresh ideas to determine the best available source.

m Budget submittal isa quantitative processand thus cannot take
advantage of CSM.

However, CSM does serve two primary applications. It is used for
risk identification, both alone and in conjunction with other project
management tools (such as the work breakdown structure). In that
environment, it isvirtually peerlessin its ability to generate large volumes
of risk statementsin a nonthreatening and positive way. I n addition, it is
impressivein its ability to capture avariety of risk management strategies
and responses. CSM’s ability to draw out insight without alienating the
participants isstriking.

Outputs

CSM'’s outputs are stacksaof paper dips, each dip with asingleideaor piece
of information, which may or may not be sorted into preordained cate-
gories. Generally, the information gathered tends to be qualitative and
representsindividual perspectives.

m Theaccuracy of CSM islargely dependent on the insight of the process
participants. It generates qualitative information that, although valu-
able, may not be considered highly accurate.

m Level of detail isatrue strength of CSM, particularly in regard to the
amount of time invested. Unlike other tools that are limited by the
group's ability to catalog information serially, CSM alowsfor expedient




collection of significant volumesof data, often yielding details that
would otherwise be missed.

m Ultility isasubjective factor that takesinto account both the effort
involved and the value of the resulting information. The utility of CSM
dataisrooted in part in the background of the participants and their
knowledge of the project and itsrisks. How CSM data are distilled,
sorted, and interpreted may also drive its utility. Given the volume of
information involved, effective interpretation of the dataiscritical to
the outputs' utility.

Summary

Thekeysto the successd the Crawford Slip Method are the clarity of the
premises presented, the backgroundsdf the participants, and the distil-
lation of the outputs. However, becausedf the efficiency of the process,
occasionally there is a temptation to draw it out for alonger period of time
than is necessary. Nevertheless, the method's strength isits efficiency. With
properly staged questions or premises, CSM buildsa substantial volume of
valuabledata in a very short time.
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thapter 13
WOT Analysis

Strengths, weaknesses, opportunities, and threats— SWOT analysis—
isessentially adirected risk analysisdesigned to identify risksand
opportunities within the greater organizational context. The main
difference between this and other analysistechniques isthat SWOT
reinforcesthe need to review risks and opportunities from the perspective
of the organization as awhole rather than just from inside the project
vacuum.

Technique Description

The technique consistsaf four brief idea generation sessionsheld to
populate the analysisdocumentation with answersto these questions:

» What are our organization'sstrengths?

= What are our organization'sweaknesses?

m What opportunities does this project present in that context?
m What threats doesthis project present in that context?

Using the answersto those four questions, the project manager can
discern any specificcultural, organizational, or environmental issuesthat
may either enable or cripple the project in question.

When Applicable

Thistechnique is recommended early in the project as an overview analysis
or to establish the general risk (and opportunity) environment. Because a
SWOT analysisisseen asa big-picture tool, it is not designed to draw out
detailed project risks. Thus, its greatest utility is near the inception of the
project.



Inputs and Outputs

SWOT analysishasfour key typesdf inputs. The inputs comprise the
questions cited above. The SWOT facilitator posesthese questionsto
either individualsor groups, €liciting as many concise, incisive responsesas
possible.

Those responsesare then presented in afour-square grid, designed to
alow for analysisand cross-reference. Thegrid islaid out in thefollowing
format:

| Strengths | Weaknesses |

| Opportunities | Threats |

Major Steps in Applying theTechnique
SWOT analysisis asubjective tool, so practiceson completing the grid

may vary with the facilitator. Nonetheless, the stepsfor completing the
tool arerather consistent:

m |dentify the SMOT analysisresource(s). Selecting the right subject
matter experts to complete the SWOT analysisisimportant. Thisis
not a good tool to use with someone who is unfamiliar with the
organization or the environment. Therefore, it isimportant to work
with individuals who understand the culture in which the project will
function since they will have a better sense of the strengths and
weaknesses portions of the analysis.

m Ask about the organization's strengths. Thisshould be within the project
context, but it isstill important for the facilitator to reinforce the fact
that the question is not about the project but about the organization.
What does the organization do well ?Sometimes there is a temptation
to be modest about organizational capability; thisisnot that time.
Strengths should be articul ated from the perspectivesadf both those
working within the organization and their customers.

m Ask about the organization'sweaknesses. Although thisisin the project
context, it isessential to educe as much information as possible about
where the organization fails to performwell. Honesty and candor are
critical. Thisshould not be used as an opportunity to complain about
the organization but, instead, to identify weaknessesthat make the
organization lesscapable in the eyes of its employees, its customers, and
the public.

130 Chapter 13



m Ask what opportunitiesthe project presents. Thisshould not be exclusively
amonetary issue. Thefinancial value of the project isimportant, but it
is not the only reason for pursuing any piece of work. Are there
promotional opportunities associated with the project?Are there
opportunitiesto build the client base?Are there opportunitiesto win
hearts and mindsinside the organization?Be sure to examine the
potentially positive influences both internally and externally.

m Ask what threats could imperil the project. Invariably, there are scenarios
where any project could fail. The key is to define those scenarios and to
identify the specific threats that exist that could do harm to the project
or, becausethe organization pursues the project, do harm to the
organization.

Use of Results

SWOT analysesare normally used to present project information to
management. The idea behind aSWOT analysisis not to build astrong
case either for or against the project (although that frequently occurs) but
to present the pros and cons of a project openly. The SWOT analysisis
sometimes used to encourage management to alter some environmental
factorsfrom the strengths and weaknessessections that will directly
influence the project. I n some instances, the project manager also perceives
it as a self-protective measure to ensure that if those environmental
influencesdo harm to the project, management was aerted to them early
and proactively.

Resource Requirements

A SWOT analysis, aswith most of the qualitativetools, requires
individualswith only modest knowledged the project and the organization
inwhich it will be performed. Obviously, the greater the depth of
organizational background, the greater the depth of the analysis. The
facilitator's principal skill isin asking the questions and thoroughly
documenting the responses.

Reliability

SWOT analysesare highly subjective, and as such, they can be somewhat
unreliable. However, because they are broadly used and generally accepted
as business practice, they frequently take on an aura of acceptability that
they may not merit. The morereliable and insightful the participants in the
analysisare, the more valuable and reliable the analysis becomes.
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Selection Criteria

Aswith each chapter on techniques, the SWOT analysistechnique is
assessad using selection criteria relating to resource requirements, appli-
cations, and outputs for the technique. To compare SWOT analysiswith
other techniques, review Table 6.

Resource Requirements

Theonly resource requirementsfor SWOT analysisare the facilitator, the
participants, and the grid. The key to successwill be the quality of the
participants.

Thefacilitator has two main roles: listening and documenting. Because
the questionsin aSWOT analysisare standardized, the facilitator's primary
function isto capture the insightsof the participants. A good archivist will
have the ability to document information asit is being shared. As asafe-
guard, thefacilitator should occasionally providefeedback as to what has
been documented to ensure that it adequately reflects what the participants
said.

The participants primary function isto share their insightsabout the
organization and the project. As such, the best resourceswill be those with
familiarity in both areas.

The grid isastandard format for capturing basic project documentation.
Thefour quadrants should ideally appear on the same page so that the
insightswithin the four quadrants can be cross-referencedand compared
during any post-SWOT anaysis. Thegrid is sometimesexpanded into a
matrix (Table10) to alow for extended cross-referencedt strengths and
weaknesseson one axis and opportunities and threats on the other axis.
The intersecting boxes are then marked with plussigns(+) to indicate
areas of specific potential improvement and minussigns(-) to indicate
potential areas of harm.

m Cod for aSWOT andysisisminimal because the document isdesigned
to capture incisive, short statements from the experts. As no specia
facilitation skillsare normally required, there is no expense for an
outside facilitator.

» Prooe fadliiesad equipmentfor aSWOT analysis are minimal because
the process requiresonly the space in which to conduct it.

m Thetimeneeded toinplement aSWOT analysis is an aspect in the
technique's favor. SWOT analyses are normally events lasting lessthan
an hour. Although they can take longer with more participants,
lengthier discussionsmay not have any significant value becausethe
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Opportunity Opportunity Threat Threat Threat

We may find We may We may lose We may The client may
new staff discovera personnel damage the identify an

new process client's facility | alternative vendor

STRENGTH
We have a
superb marketing +
team

STRENGTH
We offer

outstanding + +
employee
benefits

WEAKNESS
Management +
tends to micro- - -

manage on-site
personnel

WEAKNESS
We use outdated +
processes

Table 10. SWOT Matrix

SWOT analysis outputs are designed as a single grid populated with
brief insights on thefour areas.

Ease of use is an attractive feature of the SWOT analysissinceit is
quick, requires no special tools, and generates afamiliar piece of project
documentation (agrid). Because no special facilitation skillsare
required and the grid is self-explanatory, the SWOT analysishas an
extremely high ease of use.

The project manager's time commitment isslight even if the project
manager assumes therole of SWOT analysisfacilitator. Becausethe
analysisis brief and the questions are preordained, the time com-
mitment of those conducting the analysisis limited as well.

Applications

Thekey application of the SWOT analysisis early in the project to draw
attention to the organizational or environmental influenceson the project.
In many ways, the SWOT analysisis as much a presentation tool asan
analysistool. Because of the ability of the SWOT anaysisto draw
attention to the organization'sissues and concerns that will potentially
affect the project, the tool is more valuable than an analysisof risk alone.
Because the tool presentsthis information concurrently, it affordsthe
project manager the opportunity to present risk in agreater context.
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A SWOT analysisdoes not generally affect project status reporting.
Unless the anadlysisis updated at the time of the status report, the two
bear little or no correlation.

Major planning decisions may rely in some measureon aSWOT analysis
since the tool isgood for high-level presentationsof information aswell
ashigh-level analysis.

The SWOT analysis would only affect contract strategy selection if spe-
cific contract types or specific typesof contract work were identified as
strengths or weaknesseswithin the analysis. Otherwise, the two are
relatively unrelated.

Using aSWOT analysisin milestone preparation would be a misappli-
cation of the tool.

Design guidance can take advantage of the SWOT analysissince the
design may in some measure be afunction of the organization's
strengths and weaknesses and how they play into the opportunitiesand
threats that the project presents. The SWOT analysisalowsfor high-
level defense of design strategies or challenges to those strategies.

Source selection, like contract strategy selection, would be affected only
if specific sourcesor types of sources were identified as strengths or
weaknesseswithin the analysis.

It isnot likely that aSWOT analysiswill directly affect budget submittal
as budgetsare derived almost exclusively from purely quantifiable data.

SWOT anaysesare powerful in presenting information in the aggregate.

They juxtapose information that otherwise would not be examined in
tandem. That isimportant since context frequently influencesrisks. Asa
tool, SWOT anadyseshave limited utility, but for presenting information as
described herein, they are invaluable.

Outputs

Theoutputs of the SWOT anadysisare normally postersor graphic displays
that present the four-quadrant grid. The outputs are normally qualitative
and reflect the biases or concerns of thefacilitator and those who provided
the inputs.

Thelevel of accuracy for the SWOT analysis would be low becausethe
tool is highly subjective and relieson the perceptions of those who
generated it. Whereas the analysis presents valuable insight, the
accuracy of theinsight hinges aimost exclusively on the skillsand
expertise of those who provided the inputs. If they provide accurate
information, the outputs will be accurate. |f, however, their information
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can be called into question, then the outputs may be called into
question aswell.

m Leve o detail for the SWOT analysisislow since the tool isdesigned
primarily for high-level anaysis. The SWOT analysisisdesigned to
address sweeping organizational issuesrather than details within the
project.

m Thedutility of the SWOT analysiscan be high in organizationswhere
presentationsdictate future action. The SWOT analysisis an accepted
presentation format for risk information, and as such, may make risk
discussionsmore pal atabl e than other approaches.

Summary

Dueto itshigh-level nature, SWOT anaysishas limited utility. But
because of its general acceptance in the businesscommunity, SWOT
anaysiscan be effectivein drawing management and executivesinto risk
discussionsin which they otherwise would not be interested. If manage-
ment has a propensity for analyzing information at the macro level, then
the SWOT analysismay be atool of choice. Otherwise, the data evaluated
inaSWOT analysiscan frequently be extracted and presented using
other tools.

SWOT Analysis 135






Technique Description

Checklists are classic tools of risk identification, drawingon the experience
o other project managersand past projectsto ensure alevel of consistency
in early risk analysis. They consist of simple listsaof questions or statements
based on lessonslearned from earlier projects, which allow the project

manager to build early risk lists that reflect risksfaced on previous projects.

When Applicable

This technique is recommended for all projectsin organizationswhere
checklists have been devel oped. Some external organizations, such asthe
Software Engineering Institute (SEI), have devel oped generic risk
identification checklistsfor all projectsin agiven field (such as SEI's
taxonomy-based risk identification checklist). The technique is normally
applied early in a project, although checklists can also be used at midterm
and final project evaluations. PMI® recommends applying checklists each
time a project closing procedure is conducted.

Inputs and Outputs

Theinputs to build the checklists are past experience of project teamsand
clear documentation of their experiences. Once the checklists have been
created, however, the inputs to applying checklists are nothing more than
the checklists themselves. The project manager and the project team
should take the checklist and openly, honestly discuss the issues and
concerns addressed by the tool.

Depending on the construction of the tool, the checklist may do little
more than generate red flagsto warn of categoriesdf concern or specific
risks. If the tool is software-driven and more complex, it may also providea
list of recommended basic actions to guide the project manager and the



team toward best-practice experience in handling any of the risksor risk
aressidentified in the tool.

Major Steps in Applying the Technique
Operating under the assumption that a checklist has already been created,

the processassociated with checklistsis among the simplest of all the risk
tools:

m Review the risk checklist. Ensure that the project team isworking with a
checklist that is appropriate to the environment, the culture, and the
project in question. Because some risk checklists are designed to address
issues within agiven organization or within agiven project type, it is
important to work with atool that is appropriate to the project at
hand.

m Answer the questions or check the appropriate boxes on the checklist.
Checklists normally come with guidance to direct the user on
appropriate application. Such applications are simple question-
and-answer sessionsor rating schemes to assessthe likelihood of
encountering some common risks.

m Review and communicate the guidance provided. Even though checklists
normally include somedirection on how tofill them out, they also
include guidance on how to apply the findings. I n some cases, those
findings may represent nothing more than alist of commonly identified
risks (Or risk areas) for the project. However, some of the more
advanced checklists will aso embed suggestionson standard internal
practice and procedure for resolving or managing the risksidentified.
Guidance of any nature should be communicated to the team.

Organizationslooking to build their internal risk practice can frequently
develop that practice by generating checklists. Checklists are often among
thefirst stepsthat a project office takesto build a broader understanding of
the depth of risks within the organization and the support that they can
providein ameliorating some o those risks.

Use of Results

Because checklists arefirst applied early in the project, outputs can be used
to provideagenera understanding of the nature of risks and the concerns
in the project in a nonthreatening fashion. Data from risk checklists tend
to cause less anxiety since the questions asked (or statements made) are
applied equitably to all projects, and the outputs are normally familiar to
the organization. Outputs at the end of the project should be used in any
reevaluation of the checklistsfor additions or deletions.
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Resource Requirements

Checklist reviewsnormally require only two participants. Idedly, at least
two peopleshould review a series of checklist responsesto ensure that
personal biases do not influence the outputs. The only other resources
required are the checklist(s) and a tool for storing the outputs of the
process.

Reliability

Thereliability of the processpivotson the quality of the checklist. A sound
checklist built to reflect the organization's culture, nature, and project
history will build an excellent set of initial project risks. A checklist that a
singleindividual craftsafter asingle project without considering the
organizational culture will have limited reliability. The best checklists are
those that capture experience from avariety o projectsand avariety of
project teams. Answered candidly, checklists of that caliber can generate
extremely positiveand réliable results.

Selection Criteria

Aswith each chapter on techniques, the checklist technique is assessed
using selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare checklists with other techniques,
review Table6.

Resource Requirements

The checklist has among the lowest resource requirements of any risk tool
unless there are unusual resource demands peculiar to the individual list.
Except when extensive research is required to answer the questionsin the
checklist, the time commitment is limited. And unless particular skillsare
required to answer the questionsin the checklist, no special talentsare
required of the personnel working with the tool.

m Cost for completing achecklist is extremely low since it expedites the
processaf preliminary risk analysis by suggesting a host of predeter-
mined risksthat are already appropriate to the organization and its
projects. Theinitial costs of developing achecklist will be more
substantial, however, and will require a much higher resource
commitment.

m Prope fadlities and equipment for compl eting a checklist are nominal.
The only real equipment required is a pencil or pen unless, of course,
the checklist ison-line, in which case acomputer is required.

m Thetimenesded to inplement checklist completion depends largely on
the research required to complete the checklist questionnaire. That, in
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turn, hinges on the number of questions the questionnaire asks. I n any
case, most questionnaires can be completed in aday at the extreme.

m Ease of use ishigh asthetool ishighly directive and the questions are
specific. Even the novice project manager can normally apply a risk
checklist with nominal direction.

m The project manager'stime commitment again depends on the research
required to complete the checklist. If the checklist asks questions that
do not require extensive analysis, the time commitment isnominal. If,
on the other hand, the questions or issuesstatements in the risk
checklist require analysis, customer questions and answers, or a
thorough grounding in a new technology, the time commitment will
clearly expand. Ye in most instances, the time commitment isslight.

Applications

Depending upon itsdesign, the checklist can have avariety of applications.
Thekey, however, is to use the checklist for the purposesfor which it was
built. Using the wrong checklist at the wrong time can lead to confusing
and misleading outcomes.

m Risk checklists support project status reporting only when status is their
primary intent. If the checklist isdesigned to investigate project data
integrity or overall risk levels, it can have high applicahility here.

m  Major planning decisions are normally not based on checklists. Major
planning decisions are generally tied to the specificsof a project,
whereas checklists are more general in nature.

m Contract strategy selection may rely in some measureon checklists if the
checklists are specifically designed to internally address contract types
and the issuesregarding certain contracts, clauses, or approaches.

m Checklistscan support milestone preparation, like contract strategy
selection, if the checklists are specificaly designed to support that
purpose. Generally, however, the connection here would be extremely
wesak.

s Checklistsdo not support design guidance unlessthey are specifically
tailored to support design issues.

m Checklists may support source selection asthey exposerisk issuesin a
general sense, which may apply specifically to a source under
consideration.

s A risk checklist does not support budget submittal.
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Risk checklistsare normally used to establish whether certain issues
have been addressed. As with the specific project areas discussed above, it
ispossible to have checklists that are specific to a need. For most checklists
to be effective, however, they need to be more general in application. They
are used to identify risk considerations on the project asawhole and to
facilitate gap analyses. |n many instances, the project manager will use the
questions or statementsin a risk checklist asadefensefor including a
particular risk as a project consideration. The argument that "the checklist
even asksif it's going to be a problem™ isone that isnot uncommon in
project risk discussions.

Outputs

Risk checklist outputs are generally derived according to the guidance
provided with the particular checklist. In some cases (aswith SEI’s
taxonomy-based risk questionnaire), the outputs will be stringsof yesor no
answerssupported by explanations as to why a yes or no answer was derived
and somefollow-up as to what action will be taken. I n some automated
tools (such as PMPulse’s VizPulse™), the outputs will be combinations of
graphic displaysand listsof action items. And in still others, the checklist
will merdly indicate which actions have been taken and which have not.

m Theaccuracy o checklists is normally relatively high. Questionsare
couched in unambiguousfashion. Outputs are normally predetermined.
Inputs are simple and readily answered from the base of project
information. From project to project, there is consistency.

= Level of detail iswholly dependent on the depth of detail within the
spreadsheet itself. Some checklists include hundreds of questions or
statements, whereas others incorporate asfew as 10. The level of detail
is based on the type of tool applied. The greater the level of detail the
checklist demands, the greater the level of detail in the anaysis.

m Theutility of checklists is extremely high because they have been
reviewed, validated, and applied on multiple projects. They normally
address the breadth of an individual organization'srisk issues and draw
on the expertise of the organization'sveterans in establishing the
"right" questions. They can be applied on different project typesand
alow for more of an "apples-to-apples’ risk comparison without a
significant investment of time or money for the analysis.

Summary

Checklists are powerful, easy-to-usetoolsfor risk identification and analysis
when organizationstake the time to build them. The major investment in
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any good checklist istheinitial development of the checklist and the
occasional interim review of itsapplication. Project officesor veteran
project managersare frequently the arbiters of whether a checklist serves
the organization's needs. Although it is impossible to build a checklist to

identify every risk or to cover every category, it is possible to cover most
risks endemic to an organization.
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droject Templates

Thistechnique is based on the precept that in many organizations
templates exist to facilitate planning and to minimize risk. Templatesare
essentially nothing more than fully developed plans, forms, or outlines that
provide structure for an organi zation'sproject managers. These templates
often manifest themselvesas elements of a much larger project method-
ology (discussedin Chapter 5). By properly applying these templates

(or merely recognizing their existence), it becomes possible to mitigate
additional risk and apply best practicesto existing risks.

Technique Description

The technique consistsof examiningaseriesdf templatescoveringspecific
areas that may present technical risk to a project. Each template examinesan
areathat frequently spawns risksand then describesmethods (or provides
examples) to avoid or control that risk. Many risk descriptionsand solutions
are rooted in lessons|earned from other projects. Some examplesdf areas
that such templatesmay cover areillustratedin Figure 14.

When Applicable

Project templates should be used for most projects, either independently or
in conjunction with another technique. Templatesare generally built-in
response to past incidents as a meansto precludearisk that has already
befallen an organi zation. Organizational templates specifically contain
extremely valuable information because they are based on actual experience.
Theinformation can be pertinent for any sSze project at any phase of
development. Because the technique views project management asa
compl ete process, the solutions presented reflect the interdependency of
each part of the cycle. In other words, a consciouseffort is made to present
asolution that lowersthe total risk for the entire project, not just for short-
term problems.



Figure 14. Common Project Management Templates, Arranged by Phase

Inputs and Outputs

Each template will require inputs specificto that template. In a perfect
world, all the templates necessary to succeed would already exist in an
organization, complete with guidance on how to apply them to every type
o project. Thiseffort isnormally under the purview of senior project
managers or a project office.

The application of templates requiresdiscipline. Time must be
committed to reading the templates as well asthe organizational
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methodol ogiesdriving them and then to using that information to examine
risk within agiven project. Practical outputs of the technique are basic lists
of risksbuilt from past experience.

Major Steps in Applying the Technique

Because methodol ogies and templates cover areas common to nearly every
project, each template should be reviewed for applicability. The project
manager determines whether the template is appropriate to the project and
itsspecifictechnical risks. After reviewing the template, the project
manager or the team membersresponsibleshould evaluate the project in
termsof solutions or risk mitigating actions that the template would
prescribe. A periodic review of all templates is recommended with updates
asthe project progresses. | n some cases, smply applying the template or
reviewing its contents will be sufficient to identify (or in some cases, even
mitigate) risks.

Use of Results
Resultsfrom templates can be used in a variety of ways

m In presentationsto higher levelsof authority
m To influence the team members current level of activity in an area
m For continued monitoring of progressin each project area

However, the second result is the most commonplace. In many
instances, templates are used to modify team member behavior by
reinforcing what data must be gathered or by encouraging certain
documentation practices.

Resource Requirements

Since the inputs are template-specific, most of the inputs are also specific
to the individualsresponsiblefor the given template. For example, if
procurement templates (such as Supplier Payment Certification) are
applied, then some procurement staff support may be required. Although
inputs may be required from avariety of functions, using templates should
not necessitate substantial special skillsor extra resources.

Reliability
Two cautions apply when using this technique:

m Project participantsshould not assumethat templates contain all
possible technical riskswithin agiven area. Although common
problemsare frequently identified, this technique doesnot generate
an exhaustive list of risks.
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m Templates may not contain information regarding several programmatic
risk areasthat should aso be examined.

Selection Criteria

Aswith each chapter on techniques, the project template technique is
assesad using selection criteria relating to resource requirements,
applications, and outputsfor the technique. To compare project templates
with other techniques, review Table 6.

Resource Requirements

® The additional cod associated with project templates issmall. This
technique requireslittle additional resourcing beyond what is normally
necessary to manage a project properly. The time consumed is nominal
aslong as the work isdone continuously and incrementally.

m Thereareno specia equipment needsfor this technique becauseit is
primarily a small administrative burden. For proper fadlitiesand
equipment, the only requirement isto find the files, databases, or
shelves housing the information.

m Thetime nesded to inplement project templates is actually afunction of
the level of discipline of the project manager coupled with the nature
of the templates themselves. Project templates must be reviewed (and
comparative project progressanalyzed) regularly against each of the
template areas.

m Project templates have extremely good eae d use. They do not require
specia skills beyond being able to comprehend the information
requested for each particular template. In fact, they are designed to
prevent organizationsfrom regenerating established protocols each
time anew project arises.

m The project manager's time commitment to the templates is moderate
because the project manager invariably will spend some time selecting
the appropriate templates for the project and will also be responsiblefor
reviewing the templates as they are completed. The time investment is
well worth the return, however, because the project team develops
information that virtually anyone in the organization's project support
structure can understand.

Applications

Project templates can be used in most application categoriesin Table 6.
Thetechnique is only indirectly useful in the budget category becauseit
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dealswith preventive technical aspectsrather than cost issues. It can,
however, provide insight into the impetus behind both cost and
subcontractor actions in situations involving vendors.

For project status reporting, project managersoften find it helpful to
build their status reportsin the formats that others have designed. This
convention o building on past efforts within the organization becomes
more time- and cost-effective as the organization develops. As a project
template, project status reports will inherently highlight some issues
that have arisen in the past.

Major planning decisions require asense of organizational history, which
project templates offer aswell. If an organization has project templates
in place either on an ad hoc basisor as part of a methodology, the
templates can expose issues that have driven major decisionsin the
past.

In most cases, contract strategy selection has some type of existing
templates. Project templates encourage consistency in contract
development and organization from project to project.

Milestone preparation often requiresthe use of project templates.
Templates are often structured around milestones in order to
specifically meet internal or external reporting needs. Templatesfor
these events are commonplace and thus become critical toolsfor the
project manager. By using templates (such as closeout checklists,

annual budget review formats, or decision point analysisgrids), the
project manager can ensure that all reports, components, or compl etion
criteria for a particular milestone are prepared in a timely fashion.

In terms of design guidance, project templates have clear utility. But
there isa caveat: Project templates rely on history and the latest
developments in technology design often drive design. Assuch, the
information that the template requires may not fit within current
desired designs. In most cases, however, project templates are a good fit
for design guidance becauseeven as technology changes, many of the
same guestions or issues continue to apply.

Source sglection requires rigorous procedures if vendors are to be assessed
fairly and consistently. Project templates may include those procedures.

Budget submittal is not aclear usefor project templates. Although the
templates facilitateformatting, they do not generally include relevant
historic cost data. That information can be obtained only through
rigorous analysis.
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Outputs

If the user properly documents resultsfrom a review of project templates,
the outputs will provide aset of traceable management data that can be

used to make sound decisionson avariety of customer, personnel, and
technical issues.

Accuracy o the project templates technique is adirect function of the
project manager's adherence to the approach. There is often atemp-
tation to skip templates that do not seem to address the project at
hand, but if that isdone, it may result in missing some key problem
areas.

Thelevd o ddail obtained through project templates can potentially be
exhaustive. If there is a complete methodol ogy, the project templates
will provide the project manager with asense of all therisksin the
organization's past that most of the project managers have faced. It can
also provide adetailed examination of virtually all aspectsaof the
organization. If asingle template is used or only one areais covered,
thelevel of detail can diminish significantly.

The utility of project templates isin their capacity to save the project
manager from rediscovering organizational issuesthat may have a
negative effect on the project. Because such templates are normally
based on the experience of an organization's more talented project
managers, they save the current project manager from constantly
evaluating and reevaluating the project and the organization to ensure
that every potential risk area has been addressed.

Summary
When using project templates, the key isthe discipline required to go

through the processin small, manageable steps. If a project manager or
team attempts to complete all project templates at one time, the task will
invariably be overwhelming and enormously time-consuming. If, instead,
the effort is conducted incrementally over time, the administrative burden
is reduced and the technique becomesfar less onerousfor long-term utility
and application.
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thapter 16
\ssumptions Analysis

ey

The critical element of assumptionsanalysisis assumptionsidentification.
This technique entails conducting a thorough review of all project
assumptionsand validating or invalidating those assumptions. In either
case, the information is published and shared across the team to com-
municate issues that should be considered in the project plan and in

all customer and team member interactions.

Technique Description

Assumptionsanalysisconsistsof building project documentation that
provides consistent interpretation of the project environment. Although
the documentation may take a variety of forms, the key is to apply it
consistently. If all projectswithin an organization use the same docu-
mentation structures to capture assumptions, it is much easier to interpret
the information consistently. The technique aso involves analysisof the
data captured within the documentation to establish each assumption's
validity.

When Applicable

Assumptionsanalysisis applicable at the beginning of the project and any
time there isachange in the project environment. It isalso applicable
when major decisions must be made inasmuch as the assumptionsunder
which the project operates often affect decision-making processes. Because
decisionsfrequently influence assumptionssets, the earlier that assump-
tions can be identified and documented, the better. However, there is
sometimesa tendency to shift assumptionsbased on project urgency. If
assumptionshave already been documented, that tendency can be thwarted
to some degree.



Inputs and Outputs

Inputs into assumptionsanalysisconsist of project assumptions. Those
assumptionsare not the exclusive province of the project manager, the
project team, or the customer. They should be educed from as many
different parties ascan be identified. Other inputs into assumptionsanaysis
include any background or supporting documentation that can prove or
disprove assumption validity. Some o these inputs may come from the
lessonslearned of other projects; other inputs are drawn from project-
specific research.

Outputs from assumptionsanaysiswill frequently be embedded in the
notesfields of project management software (asillustrated in the sample
in Figure 15) or in the caveats and codicilswithin a memorandum of
understanding. Idedlly, they should be captured in a consistent document
format.

WBS |Task Name 1 Assumptions
1 Media C: ign _ The business need Is for a June 1 Completion Date
11 Marketing Plan distributed This milestone was achieved by the Marketing Dept
12 Corporate Communicatlons Corporate © th will ha ¥ internal
121 Corp Comm Kickoff Tha kickoff wili ba ntemal personnel
122 Comim Plan Plan datlvary will be it soft enpy tormat
123 Fackaging No cusiom packaging|s raqulrad
124 Datashests Crata for datasheeta will be largely developed by Marketing
125 Rosslar kils Rresallar ilts will e the standard format, supplementad by custern contant
126 Compatlfive comparison Completitive analyses wilk ba based on tha standard Acme format
127 Demo seript Demo seripts will s apprensad on the first draft
128 Working Model The working modal will consist of a werklng moded a the product to be
promotedby the campaign [ .
13 Advertising All internal advertising costs will be assumed as part of the
contractand will not be billed separately
131 Develop creative briefs Customer will have only one review cycle to analyze creative briefs

Figure 15. Assunptions Documentation
Major Steps in Applying the Technique

Assumptions analysisisa general practice that leads to both broad and
specific statements about the project environment that are then used in
establishing the parametersfor project plans. Even though approaches may
vary, the processesremain similar from activity to activity.

m |dentify evironmental conditions unigue to the project. While natural
organizational conditions may drive some project assumptions, unique
environmental conditions tend to drive the less obvious assumptions.
By identifying what makesthe project unusual within the organi-
zational environment, it then becomes possible to begin adiscussion
on what qualities or traits of that environment need to be clarified or
rendered consistent for everyone involved in the project.

m Deerninewhat issues withinthat environment will ke pone to
misunderstanding @ miscommunication. Assumptions are often
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established or recognized through conflicts of understanding between
two individuals. Thus, assumptionsare more readily captured when
multiple parties participate in the assumptionsdocumentation process.
By reviewing project documentation and parsing unclear terms, the
project team can ferret out some of the assumptions the project
requires.

m Catalog the assumptions. As shown in Figure 15, the assumptionscan be
captured within the project plan using the project management soft-
ware. They can aso be documented informsor lists, but the docu-
mentation should be retained with the project plan and should be
readily accessibleto anyone performing work on, receiving deliverables
from, or making changes to the project.

m Asmuch as practical and possible, validate the assumptions. Not all
assumptionscan be validated. Some simply have to be established in
their own right. But for some other assumptions, it is possible to
investigate and determine whether they are accurate or reliable. The
degree to which thisstep of the processwill be conducted depends
largely on the amount o time and effort that will have to be expended
to validate the information (and the potential value of it).

Use of Results

T he assumptionsfrom assumptionsanalysisshould be retrieved whenever
there isaneed for a better understanding of the project, its plan, or its
background. Typical situations where assumptionsdocumentation might be
used include:

m Project selection

m Contract negotiations

m Resource allocation meetings

m Change or configuration control board meetings
m Project evaluations

= Customer reviews

m Performance assessments

a Project termination

Thekey isthat assumptionsdocumentation provides greater clarity for
decision making and a mutual understanding of terms, practices, and
characteristics.
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Resource Requirements

The resourcesfor the assumptionsanaysistechnique are merely those
individualswith the ability to generate an independent interpretation of
project information. The key isto find those individual swhose inter-
pretations will be widely understood and accepted by the broadest possible
body of project stakeholders.

Reliability

The assumptionsanaysis processisreliablein that it generally increases
the reliability of other activities and processes. Assumptionsanaysis
focuseson increasing accuracy and ensuring consistent understanding of
information, therefore rendering more of the project'soverall information
pool morereliable.

Selection Criteria

Aswith each chapter on techniques, the assumptionsanalysistechnique
is assessed using selection criteria relating to resource requirements,
applications, and outputs for the technique. To compare assumptions
analysiswith other techniques, review Table6.

Resource Requirements

m The o of conducting assumptionsanalysisis closely related to the
unfamiliarity of the project and itsenvironment. The moreoriginal
content that is associated with the project, the more assumptionswill
have to be developed. The more assumptions, the more assumptions
analysis must be conducted. Even so, reviewing project terms, practices,
and processes should still be considered de rigueur, and thus the
additional cost isrelatively limited.

m There are no specia equipment needsfor this technique becauseit is
primarily an administrative burden. For proper fadlitiesard equipment,
the only requirement is to establish the repository for documenting any
assumptions.

m The time nexded to implement assumptions analysis is tied to the novelty
of the project or the nature of the environment. The more original the
project or the less understood the project environment, the more time
required for the analysis.

m Project assumptions analysis has extremely high eese d use. Since the
assumptions are documented in aformat that is readily accessibleto the
project team and since the assumptionsare directly related to the areas
of concern and confusion in the project, this clarification process adds
value precisely where it is most needed.

152 Chapter 16



m The project manager's time commitment to assumptionsanalysis hinges
on the novelty of the project and the uniqueness of the environment.
The moresingular the effort, the more time is required in the analysis.

Applications
Assumptions analysis contributes to most application categoriesin Table 6.

m For project status reporting, assumptionsfrequently determine how
information will be expressed in the reports as well as the status itself.
While assumptions analysis does not generate status report information,
it helps establish validity of the status reported.

m Major planning decisions require a clear understanding of the project
environment, which aclear, shared grasp of the project's assumptions
greatly facilitates.

m Assumptions made about client behavior, project duration, and process
approach may determine, in part, contract strategy selection. Since all
those issues may be clarified somewhat during assumptionsanalysis,
there isastrong application here.

m Milestone preparation sometimes relieson ashared sense of what a given
seriesdf activities entails. Again, assumptionsanalysiscan be extremely
beneficial in thisarea.

m Design guidance isafunction of understanding client requirements,
which isfrequently rooted in assumptions. Thus, assumptionsanalysis
iscrucial here. In thisinstance, it is particularly important to ensure
that the assumptionsassociated with both functional and technical
requirements are dissected to address their potential impact on project
design.

m Becausealarge component of source selection isdirectly tied to
assumptionson activities and performance, assumptionsanalysis
heavily supports this area. For this application, however, it is especially
prudent to assess the validity of assumptions based on the organization's
knowledge of the sourcesunder consideration and the volume of the
information base available regarding those sources.

m Budget submittal also reliesheavily on assumptionsanalysis. The vital
questions for many of these assumptionsare Where did the datacome
from?and How reliable are those sources?T his information should be
documented along with the budget so that the validity of the assump-
tions applied can be analyzed for future reference.
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Outputs

Outputs from assumptionsanalysis arefrequently in the form of one- or
two-line statements regarding anticipated performance, activity, behavior,
or environmental conditions. These statements are (ideally) linked to the
source documents under evaluation (for example, if the assumptionis
about a budget element, it isdocumented with the budget).

m Accuracy of assumptionsanalysisistied to the volume and the accuracy
of the supporting data available. The more valid data that are available,
the more accurate the analysis will be. Accuracy also tiesto the skill of
the evaluators. Skilled evaluators (or those with a history on the sub-
ject matter in question) will tend to generate more accurate assump-
tions assessments.

m Thelevel of detail obtained through assumptionsanaysistiesto the
level desired. If assumptions analysis is conducted at the work package
level of the work breakdown structure, the level of detail will be
exacting. If, however, the assumptionsanaysis is smply conducted on
the project objective or the scope statement, the level of detail will not
be as thorough.

m Theutility of assumptions analysisis high because the analysescan be
conducted at avariety of levelsat different pointsduring the project
lifecycle. It serves to refine requirements, cement understanding, and
generate common interpretations of what may potentially be indistinct
data.

Summary

Assumptions analysestake on a variety of formswithin different projects
and organizations. Although some assumptionsanalysisoccursamost
unconsciously,the most effective assumptionsanalysiswill be done with
multiple parties and with extensive documentation. That documentation
will ultimately be stored where those who can put the information to use
can readily retrieve it. If assumptionsanalysesare done smply for their own
sake and the documentation is not generated or retrieved regularly, the
process has extremely limited utility.
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Decision Analysis-
Expected Monetary
Value

Decisionanaysis can be used to determine strategieswhen a decision
maker isfaced with several decision alternatives and an uncertain or risk-
filled pattern of future events. Before sel ecting a specific decision analysis
technique, the type of situation must be considered. Classifying decision-
making situations is based on how much is known about those future
events that are beyond the decision maker's control (known as states of
nature). Thus, the two types of situations are asfollows:

® Decision making under certainty (when states of nature are known)

m Decision making under uncertainty (when statesof nature are
unknown)

The decision analysistechniques appropriate for risk identification,
quantification, and prioritization are those that consider decisions made
under uncertainty.

In situations where good probability estimates can be devel oped for the
states of nature, the expected monetary value (EMV) method is a popular
technique for making decisions. In some situations of decision making
under uncertainty, the decision maker may not have the ability to assess
probabilitiesof the variousstates of nature with confidence.

Technique Description

In general, three stepsare involved in formulating a decision theory
problem using the EMV method:

m Definethe problem

m |dentify alternatives that the decision maker may consider (feasible
alternatives may be denoted by d).



m ldentify those relevant future events that might occur and are beyond
the decision maker's control (may be denoted by sj)

In decision theory terminology,an outcome that results from a specific
decision and the occurrence of a particular state of nature isreferred to as
the payoff (denoted by V). TheformulaV(d, s) denotes the payoff
associated with decision alternative d, and state of nature S

By way of example, a project manager must decide which method to
usefor abusinesstrip. A car trip would take 4 hours, with a5 percent
probability of delaysof 1 hour or longer. A plane trip would take 3.5
hours (including travel time to and from the airport), with a 30 percent
probability of delaysof 2 hoursor longer. In this scenario, d, is the project
manager'sdecision to drive. Based on expected values, the plane trip
would have taken 4 hours 6 minutes [3.5 hours + (120 minutes ( 0.30)].
According to expected value, the car trip should take 4 hours 3 minutes
[4 hours + (60 minutes ( 0.05)]. The alternative selected, s, and how it
turned out isthe fact that the project manager had no delaysand arrived
in 4 hours. Note the characteristics. The decision alternative d, could be
determined at any point in time. Thestate of nature, s, remai ned unknown
until the risk had come and gone. The payoff, V(d, s) is the 4-hour trip,
completed successfully.

When Applicable

The EMV method appliesduring any project phase, although it typically
would be generated at the onset of the project to identify the probabilities
and relative costs associated with particular coursesof action. Because
decision analysis models can be portrayed as decision trees, they can be
applied to network analysis. Probability-based branching in a network isan
exampleof using decision analysisin a network anaysisframework.

Inputs and Outputs

The inputs to the EMV method consist of the decision alternatives to be
considered (what options does the project manager have), the states of
nature associatedwith the decision alternatives (what can happen), and
the probability of occurrence for each state of nature (what are the chances
that a given scenario will happen). T he outputs of the EMV method are
the expected payoff valuesfor each decision alternative under
consideration.

Major Steps in Applying theTechnique

The EMV criterion requiresthat the analyst compute the expected value
for each alternative in order to select the alternative that yields the best
expected value. Because, ultimately, only one state of nature (or outcome)



can occur (that is, only one given scenario can come to pass), the
associated probabilities must satisfy the following condition:

P(s;) 2 O for all states o nature,
. P(s))=P(s)tP(s;) T P(s;) ...+ P(s,)
j=I

For this equation,

P(s;)= probability of occurrencefor the state of nature (s;)
n =number of possible states o nature

The expected monetary valueof adecision alternative, d, isderived
through thefollowing equation:

EMV(d,) = iP(sI V(d,,s,)

In other words, the EMV of adecision alternative is the product of the
payoff and the probability that the payoff will occur. Put moresimply, the
EMV of adecision to buy a scratch-off lottery ticket isthe sum of its
probabilitiesand potential impact. Consider this example, whereasingle
ticket has the following probabilities:

Winnings Probability Expected Value
$1 0.25 $0.25
$10 0.01 $0.10
$1,000 0.0001 $0.10
$1,000,000 0.0000001 $0.10
0 0.7398999 $0

EMV = $0.25 + 0.10 + 0.10 + 0.10 + 0.00 = 0.55

Thesum of all the probabilitiesequals1.0; al the states of nature are
accounted for; and all the expected values sum to $0.55. Whereas there
will never be asingleticket with a$0.55 winner, if enough tickets are
purchased over time, their average valuewill ultimately be about $0.55.

The probability is expressed as the percentage for each potential state d
nature (or outcome). Thefollowing isan example of asituation in which
the EMV method can be used to make a decision.

Consider the decision of whether to purchase either Acme or Nadir
water pumpsfor afleet of 400 trucks based exclusively on thefailure rates
of the pumps, their relative maintenance cost in thefirst year of operation,
and the purchase price. Historically, the organization has saved time,
energy, and risk by replacing all water pumpsin thefleet at the sametime.
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Acme water pumps cost $500 each and have afailurerate of 5 percent
in thefirst year of operation. Reinstalling afailed (and then rebuilt) Acme
pump costs $150. M aintenance on pumps that do not fail is $100 per year.
Acme reimburses all maintenance costs on failed pumps.

Nadir water pumps cost only $485 but have afailurerate of 15 percent
in thefirst year of operation. Reinstalling afailed (and then rebuilt) Nadir
pump costs $200. Maintenance on pumps that do not fail is $100 per year.
Nadir also reimburses all maintenance costs on failed pumps.

A decision table can be constructed that presents this problem with
respect to two decision alternatives and the respective states of nature.
Figure 16 depicts the decision table for this problem and the associated
anaysis.

Decision Alternatives States of Nature
! Fail Maintain
P(s,)=0.05 P(s,})=0.95
Buy Acme 400 trucks (0.05 failurerate) | 400trucks (0.95 maintenance rate)
d, = $200,000
($150 per repair) ($100 per maintenance event)
Buy Nadir P(s,)=0.15 P(s,)=0.85
dp=$194.000 400 trucks (0.15 failurerate) | 400 trucks (0.85 maintainancerate)
($200 per repair) ($100 per maintainance event)
Analysis
EMV (Buy Acme) EMV (Buy Nadir)
$200,000 400 pumps ($500 each) $194,000 400 trucks ($485 each)
3,000 400trucks (0.05 failure rate) 12,000 400 trucks (0.15 failure rate)
($150 per repair) ($200 per repair)
38,000 400 trucks (0.95 maintenancerate) 34,000 400 trucks (0.85 maintenance rate)
($100 per truck) ($100 per truck)
$241,000 $240,000

If objectiveis based on a 1-year time frame and cost alone, buy Nadir.
Figure 16. Decison Table

The anayst has the option o building a table or adecision tree or of
doing both based on personal preference. The decision tree graphically
represents the decision under consideration (Figurel7). Although the tree
itself may never be drawn, all relevant events must be listed and analyzed
to determine problemsthat can occur as the process reaches each decision
point. Every outcome must be considered, and there must be a path
through the tree to every possible outcome or payoff. Experts are consulted
to identify each problem and possibleoutcome, as well asto assign proba-
bilities to the variousproblemsand outcomes. Any realistic number of
sequential outcomes can be evaluated.
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Payoff Emv

Maintain
$38.000
{0.95} (400) <sy
$241,000
Acme 400 @ $500 il
— {0.05) {4000 ($150)
Maintain
834.000
Nagdir 400 & 5485
= $194,000 $240,000
$12,000

Figure 17. Decision Tree

Use of Results

Given the expected monetary values of the decision alternatives, the
analyst'sselection of the appropriate alternative is predicated on whether
the objective is to maximize profit or to minimize cost. I n the sample
problem, because the objective was to minimize cost, the analyst would
select the alternative with the lowest EMV. When the difference between
decision alternatives issmall, however, other programmatic factors may be
considered when making the decision.

In the example provided, the apparent price gap between the two pumps
has shrunk from $6,000 (the differencewhen only purchase price iscon-
sidered) to $1,000 (thedifferencewhen expected value isfactored in). It
alows the decision maker to question whether the increased quality that an
Acme pump affords is worth $1,000 to the organization.

Resource Requirements

With respect to resourcerequirements, the EMV technique issimplistic
and can usually be calcul ated easily after obtaining the inputs to the model.
Resource requirements for gathering those inputs may be more significant.
As decision problems become more complex with an increasing number of
decision alternatives and states of nature, the time required to create
decision tablesor decision treeswill aso increase.

Reliability
One o the most attractive featuresof the EMV method of decision analysis

isthat after obtaining the respective inputs to the model, no ambiguity
existsregarding the analysis. The reliability of the resultsisbased on the
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validity of the inputs to the model. If analysts can realistically define all
relevant decision alternatives, states of nature, and respective probabilities,
the model will reflect reality.

Another significant benefit of the EMV method isthat it can readily
be portrayed in adiagram, facilitating a conceptual understanding of the
problem, the alternatives, and the anaysis.

Selection Criteria

Aswith each chapter on techniques, decision analysisis assessed using
selection criteria relating to resource requirements, applications, and
outputsfor the technique. To compare decision analysis with other
techniques, review Table 6.

Resource Requirements

m Decision analysiscod includesonly the time to gather the data and to
conduct the analysis. A skilled analyst requiresonly alimited amount
of time to assess the data available and to review its validity.

m Prope fadliiesad eguipment are limited to enough computers to
support analystsin developing the information.

s Thetime nesdad to implement this approach is highly dependent on the
level of depth required and the quality of outputs the organization
mandates.

m BEad ueindecision analysisis based on the skill level of the analyst.
When reviewed against the other techniques, this approach has a
significantly shorter learning curve and thus does not require someone
who has been conducting decision analysesover an extended period of
time. It can be effectively taught, and becausethe resultsare
quantitative, they are easier to review for flawed analyses.

m The project manager's time commitmant to this particular technique is
very limited. The project manager is normally responsibleonly for a
final review of the outputs.

Applications

Decision analysisisfrequently used as atool to establish appropriate levels
of contingency funding for projects. By applying EMV to therisksin the
project and establishing the EMV for the project'smajor risks, it is possible
to use decision analysisto ascertain the magnitude of an appropriate
contingency budget. In the ideal, such a budget would incorporate from the
EMYV of any concurrent opportunities aswell asrisksin order to balance
the project's potential windfalls against potential problems.
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Decision analysislendsitsaf well to al the following applications:

For project status reporting, decision analysis allowsthe project manager
to provide quantitative information on future events. Because few
techniques provide that information, decision analysis providesa
valuable piece of information essential to quality risk management.

Major planning decisions should hinge on the potential for success.
Becausedecision analysis reviews the potential for success, it is
invaluable. Since contingency funds sometimes become a determining
factor in mgjor planning decisions, the roleof EMV in that regard
comesto theforeaswell.

Contract strategy selection is keyed to the potential successaof the buyer,
vendor, contractor, or subcontractor(s) involved. Because monetary
decisions often drive contracts, EMV and decision trees can help
determine whether the contract strategy is appropriate to the value of
the contract.

Aswith contract strategy selection, milestone preparation is most often a
step conducted at the beginning of the project. Here, decision analysis
has limited utility unlessit is applied to schedulesto determine the
potential for successin termsof the schedule. However, if the
milestones are budget-driven, decision analysis becomeseven more

appropriate.

Design guidance can stem directly from decision analysis because various
designswill have different implications in terms of the potential for
profitsand the potential for technical success.

In source selection, decision analysis appliesif there isahistory or data
record for the vendors under consideration. If that information is
available, decision analysis can be effectively applied. However, such
evidence is often primarily anecdotal and, as such, doesnot work well
with this technique.

Decision analysis may directly affect budget submittal because some
organizations use decision analysis as part of the consideration for
budget allocations.

Outputs

Outputs from decision analysis can be extraordinarily helpful or utterly
usdless. Thecritical valuein termsdf outputs remainsthe quality of the
inputs.

m Accuracy is highly analyst- and data-dependent. If the project can be

modeled accurately, the outputs will be accurate. The inverseisaso
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true. To generate effective, accurate information, the data must come
from avalid, reliable source and must be analyzed by someone who
clearly understands the implications of the technique.

m Thelevd o detail is based on what the project manager deems necessary.
Decision anadlysisisfully scalable. It can be conducted at broad scale or
detailed level. Assuch, it offers an advantage over techniques that can
be applied only at one end o the range.

m Theutility of decision analysisis not ashigh as with many other tech-
niques because it does not provide the same diversity of outputs or
address the myriad questions that other techniques do. Instead, it works
best when it providesintense focuson asingle issue.

Summary

Decision analysis affords project managersa multiperspective analysison a
singleissue. It does not answer broad, far-reaching project management
questions. Instead, it drawson specificstofill in the nuances of the larger
picture. Decision analysisaso givesthe project manager some quantitative
information to present in case of any significant conflict. If decision
analysisis used to examine the appropriate questions using the proper
inputs, it can become a powerful tool for the project manager. Thekeys to
making decision analysiseffectiveare to use the tools properly and to
ensure that the information being analyzed is current, valid, and accurate.
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Estimating
Relationships

Theestimating relationship method enables project personnel to evaluate a
project, and based on that evaluation, to apply an equation to determine
an appropriate contingency or risk funds budget. When using this method,
the contingency funds represent the amount o funding (above that deter-
mined by cost analysisalone) required for work associated with unantici-
pated risks. The contingency funds requirement computed is usualy
expressed as a percentage of the baseline cost estimate. The technique is
called an estimating relationship method becauseit usessome of the same
techniques associated with cost estimating relationships (CERs) used in
parametric cost estimating.

Technique Description

The CER method isbased on the observation that costsof systemsseem to
correlate with designor performancevariables. The independent variables,
often called explanatory variables, are analyzed using regression analysisto
describe the underlying mechanism relating such variablesto cost. This
approach to cost estimating is widely accepted and essy to apply, even for
complex functions.

Thisease dof application makesit natural to apply the same techniques
to estimate costs that result from risks. The approach attempts to discover
which project characteristics can be refined into discrete variables, which
can then be correlated with the historically demonstrated need for
contingency or risk funds. Regression analysis using actual contingency
fund figuresfrom past projects (asexpressed as a percentage of total costs)
is performed to develop an equation with which to estimate contingency
fund requirementsfor a new project not in a database.

Theapplication o this technique isdescribed below. In an example
describing this application, project personnel evaluate four project and
subcontractor characteristics known to affect thelevel of uncertainty.



Each characteristic is assigned a value based on ascale provided for that
characteristic. For this example, the four characteristics and their values
are: engineering complexity (0 to 5); organizational proficiency and
experience (0 to 3) ;degree of system definition (0 to 3);and multiple
users (0 or 1). The sum of these numericsisentered asthevalue X inan
estimating equation such asthe following:’

Thisformuladetermines the percentage contingency fund requirement,
y. The model shown in this example is usable only for X values between 2
and 12. Lower vauesindicate essentially no need for contingency funds.

When Applicable

This method of estimating the additional funding needed to cover
anticipated risks has limited application. 1t can be used only if the research
has already been done to establish avalid historical relationship between
the key project characteristics or contract characteristics of similar projects
and contingency fund requirements. The method is most applicablein
circumstances in which good historical project description and contingency
fund requirements are availablefor several similar projects. If the required
risk funding estimating relationship is available, this method has the
advantage of being both quick and easy to apply.

Inputs and Outputs

The inputsfor an estimating relationship model, such as the equation
under the heading " Technique Description,” consist of judgment values
characterizing the four project or contract factors describedin the example.

Regarding outputs, the estimating relationship method providesa
percentage that is applied to the estimated baseline cost to determine the
amount of total or contract contingency funds required. This percentage
value iscomputed using an equation similar to that used in the example,
with the X value being the sum of the four factor values project personnel
have determined.

Major Steps in Applying the Technique
When an appropriate contingency estimating equation is not available, the
first step in using this method is by far the most challenging: to develop an

" The figuresin this equation were derived in the U.S. Department of Defense environ-
ment by the Defense Systems Management College. As such, they may or may not be
appropriate within your organization. They are based on the collective experience of the
organization and the implications of those specific characteristics within their project
environments.
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equation relating project characteristics to contingency fund requirements.
The most difficult part of this step isfinding valid historical characteristics
and contingency fund data for enough similar projectsto carry out regres-
sion analysis. Datafrom a minimum of 10 past projectsshould be used to
develop an estimating relationship equation.

The second part of this step is to determine the project or contract
characteristics that drive contingency fund requirements and for which
historical data have been collected. After collecting the historical data,
using regression analysisto identify these characteristics isrelatively ssimple.
Thesumming of judgment valuesfor each of the four project character-
istics, as done in the previousexample, is only one way to develop one or
more independent variablesfor an estimating relationship for contingency
fund requirements. Geometric mean or weighted average techniques could
also be used. Multiple regression analysistechniques frequently are used for
parametric cost estimating.

Thefinal step isto use the prediction equation derived through
extensive analysisaf past projects (coupled with the current project
characteristic information) to compute a percentage for the contingency
funds needed to cover anticipated additional costsassociatedwith risk. It
may be useful to vary the project description characteristic data somewhat
and recompute the estimating equation to assessthe impact of such
changes on the computed contingency requirements. Thissensitivity
analysisis usualy prudent because of the uncertainty associated with the
predicted project or contract characteristics.

Use of Results

To cover funds needed for risk, a percentage of the estimated contract or
project cost is added to the basic cost estimate. For example, if the contract
cost estimate was $100 million and the prediction equation provided a
result of 20 percent, $20 million would be added for risk, making the total
estimated contract cost $120 million.

Resource Requirements

After asuitable contingency fund requirement prediction equation is
available, only afew hours are required to apply this method. Most of the
effort required involves interviewing project personnel to obtain their
insightsinto the contract or project characteristic valuesto be used. If a
prediction equation needsto be developed, it would require 1 to 3 months
o askilled analyst’s time, depending on the difficulty in acquiring the
needed data. However, if the required data are not available, it becomes
impossible to produce a satisfactory prediction equation.
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Reliability

This method providesresults that significantly increase cost estimates®in
order to alow for risk. Because the additional funds are based primarily on
judgment values, they are subject to question. It would aways be prudent
for the project manager to have upper management review and approve the
method (including the prediction equation to be used) before using it as
the basisfor aviable request for addition risk funding. The method can be
used only where adequate historical data are available to develop asound
contingency fund requirement prediction equation.

Selection Criteria

Aswith each chapter on techniques, estimating relationships are assessed
using selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare estimating relationships with other
techniques, review Table 6.

Resource Requirements

a Thecost of the estimating relationship technique depends largely on
the availability of a parametric cost model specifically designed to
estimate contingency reserveor risk funds as afunction of one or more
project parameters. If such amodel is not available, 1 to 3 resource-
months may be required to develop it. If the required historical data are
not available, developing the required cost model may be impossible.
On theother hand, if a satisfactory model is available, it generally takes
only afew days at most to apply it.

m Proper facilitiesand equipment relate primarily to the databases with the
appropriate information and the tools themselves. Otherwise, very little
equipment is required. The model equations are usually so simplethat a
calculator is adequate to compute required contingency reservefund
requirements.

m Thetime needed toimplement the technique can range from a matter of
daysto aslong as 3 months depending on the maturity of the
organization in terms o the technique. If the technique has been
developed and exercised regularly, then only afew days will be
required. Otherwise, a 1-3-month window is required to develop the
appropriate information.

m Estimating relationships have high ease of use because after they are
built, they require only the appropriate calculations to be devel oped.

¥ Thisis based on extrapolating historical data that may include costs for risks that have
already been experienced.
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Ease of use after the modéls are constructed becomesafunction of ease
in data gathering.

The project manager'stime commitment is extremely limited, but there
are some responsibilitiesfor the project manager. The project manager
must support the technique's use so that key project personnel will
provide the cost analyst with time judgmentsor information needed as
inputs for the model.

Applications

This technique does not support project status reporting well. It is instead
far more effective asatool at project inception rather than at project
midpoints.

The only major planning decision that the technique supportsis
determining the extent of contingency reserveor risk fundsto be
included in theinitial budget request or baseline budget.

The contract strategy selection may hinge in small part on the level of
risk funding required for the project. Otherwise, there isno relationship
between the technique and this application.

This technique does not support milestone preparationand design guidance.

Source selection may be acritical input to the technique, but the
estimating relationship outputs do not support it.

Budget submittal is the primary application for this technique. By
computing the level of contingency reserveor risk fundsrequired, the
project manager can develop a budget that incorporates and reflects
risk issues and allowsfor the vagaries of real-world project
management.

Outputs

Theaccuracy of the technique is considered low, primarily because the
historical databaseson which such models are based are small. The
accuracy aso comesinto question because accurately defining what
funds were spent to address risk on past projects is often difficult.

This method providesalevel of detail that is unacceptable to the detail-
oriented analyst. It provideslittle or no information with respect to
which parts of the project are at greater risk and, therefore, more likely
to require additional funding.

Because so few models of this type are available and even their usesare
subject to question, the overall utility of this method must be
considered low.
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Summary

Many project managersdo not understand the estimating relationship
method well. Some survey respondents indicated that they had used this
technigue when they had really used parametric cost estimating methods
for some or all project cost estimates. Such analysis is more accurately
described as all or part of alife-cyclecost anaysis. The use of parametrics
estimating methods definesthe estimating relationship method to estimate
risk or contingency reservefund requirements. Currently, few parametric
cost models are available with which to do this.
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letwork Analysis
(Excluding PERT)

A quality schedule, fundamentally a time-scaled and integrated structure of
project objectives, iscritical for effective project planning, implementation,
and control. It includes activities and events that must be accomplished to
achieve the desired objectives. Many project managersare familiar with the
concept of network-based scheduling in project management. Network-
based schedulesformalize the project's internal functions and processesand
result in graphicsthat depict the project'sactivities and their relationships
(predecessors, successors, and parallel tasks). Network diagrams are
valuable because they —

m Alert functional managersand team membersto their dependency on
other functions and teams

m Establish project completion dates based on performance rather than
arbitrary deadlines

m |llustrate the scope of the project

m Provide asense of resource requirements over time, particularly when
multiple resources will be deployed on multiple tasks simultaneously

m Facilitate risk review scenarios
m Highlight activities that drive the end date of the project.
Thefollowing actions are essential to successful network development:

m Engageteam members and their management (as appropriate) who will
perform the work

m Determine appropriatelevel of detail (aggregate, intermediate, or work
package)

m ldentify relevant activities



m Define relationships among the activities
m Forecast activity duration

In many cases, project managers assume responsibility for planning,
scheduling, and controlling projectsthat consist of numerous separate jobs
or tasksthat avariety of departments, project offices, and individuals
perform. Often these projects are so complex or large that the project
manager cannot possibly remember all the information pertaining to the
plan, schedule, and progress of the project. In these situations, the Program
Evaluation and Review Technique or PERT (see Chapter 20), critical path
method (CPM), and precedence diagramming techniques have proven to
be extremely valuable in helping project managerscarry out their
management responsibilities. The value of the toolsisin their ability to
depict relationships among activities and to provide a clear understanding
of how the project will evolve asan integrated whole. Figure 18 represents
an activity-on-arrow (either PERT or CPM) network. Figure 19 represents
the same network as a precedence diagram.

Figure 18. Project Represented as an Activity-on-Arrow Network

Figure 19. Project Represented as a Precedence Diagram
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Significant outputs of anetwork anaysisare identifying the critical
path, which consist of those activities that must be finished on time or the
project will be delayed. Activitiesin thecritical path composethe longest
single path through the network. Their total duration representsthe
project duration. Most modern project management software highlight
critical path activities so that they can be recognized for their importance.
While these tools help identify some potentially higher-risk activities, they
aso identify those activities with free time or slack. Activitiesnot on the
critical path can afford some modest schedul e dippage without affecting
the overall project schedule.

Technique Description

The original networking technique was based on the arrow diagramming
method (ADM) or activity-on-arrow method of representing logical

rel ationships between activities. ADM representsall predecessor and
successor activities asfinish-to-start relationships. Successor activities are
not initiated until the predecessor is complete. However, because this form
of relationship is not dways true for predecessor-successor activities, other
networking methodol ogieswere devel oped to reflect more accurately the
realities of those dependencies. Newer computer-based networking systems
use the precedence diagramming method (PDM) or activity-on-node
diagramto represent network logic. PDM allowsgreater flexibility than
ADM in describing predecessor-successor relationships. With PDM, the
following relationships can be described in addition to the finish-to-start
relationship:

m Finish-to-finish: Successor activity cannot finish until after the
predecessor has been completed

m Start-to-start: Successor activity cannot start until after the predecessor
has started

m Start-to-finish: Successor activity cannot be completed until the
predecessor has started

Newer network-based risk models aso use PDM. The description that
follows is based on the PDM networks because they have become more
popular as both scheduling and risk tools.

To reflect the redlities of risk-related issues more accurately, network
diagrams have been enhanced over the years. Logic has been added to
increase the functionality of network anaysisasarisk analysistool. In
probability-based networks, uncertai nty manifestsitsaf in two ways
First, there may be uncertainty related to cost, schedule, or technical
performance. Generally, technical performanceis considered afixed
parameter, while time and cost vary. Second, initiating successorswith a
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common predecessor may be predicable only against the probability of the
predecessor's success (that is, if the predecessor fails, the successor may
never begin). In some cases, thefailure of a predecessor dictates an entirely
different course of action. Some network models (like Scitor's Process)
alow for iterative, probability-based cycles. It has become possiblefor the
project manager to evaluate potential cost and time framesby ascribing
percentage chances to the probability of achieving certain task outcomes.
The project manager can then work through the model to determine the
probability of achieving cost or schedule targetsfor the project asawhole.

A key issuein network development isselecting the appropriate level
of detail. Aswith most project work, it is accepted practice to establish
general processflows before working at the work package level. By their
very nature, high-level networks embed significantly greater uncertainty.
Detailed networksrequire ahigher level of effort to generate but minimize
the uncertainty associated with the relationships in the project. Redlis
tically, as project requirements and information become more readily
available, network modelsevolve to greater levelsof detail.

When Applicable

Networks are formulated based on project activities, interrel ationships
among activities, and constraints, such astime, money, human resources,
technology, and so on. Because all projects have these characteristics,
network analysis applies universally. Using the technique iseasier if
network-based project schedulesaready exist because analysts can then
make logic modificationsso that network data can be incorporated into
risk analysis software programs as appropriate. |f a network does not aready
exist, one must be created to apply this technique. The time saved by
transforming an existing network rather than creating one providesa
strong argument for network-based project scheduling from the beginning
of the project.

Inputs and Outputs

The inputsfor the development of the network models may be assimpleas
inputting activities, relationships, and duration. Some network models are
far more complex, using inputs including probability density functions.
(Appendix D discusses some techniques availablefor quantifying expert
judgment.) Initially, inputs to the network model may be qualitative
judgment that must be transformed into quantitative information. Thus, it
isimperative that all individualswho fill arelevant project role provide
inputs during the development process. Their contributions affect the
credibility of the resulting network. Standard outputs from network models
include task start and finish dates as well as overall project duration.
Models that incorporate risk factorsand risk data often count probability



curves, bar charts, histograms, and cumulative density functions as
components of their outputs. These are discussed in greater depth in
Chapter 24, Monte Carlo Simulations.

Even the most rudimentary of project scheduling tools provide valuable
risk outputs. The clear definition of the early start and early finish of each
activity, aswell asitslate start and late finish times, isfrequently arisk
indicator. Some activities that will have no free time (float) are low risk
because the best and brightest individual s within the organization perform
them. Other activities with nominal levels of float may posefar greater
riskswhen less skilled personnel perform them. Networkshighlight when
an organization faces countless concurrent activities (and thus higher
managerial risk). They clarify when asingle activity has multiple successors
(and thus higher dependency risks). And they draw out when multiple
activities are being conducted serially, generating greater risk on an entire
string of work to be done. The information derived from networks can be
used to analyzeand adjust labor, material, and time allocations.

Major Steps in Applying the Technique

Thefirgt step in this processisfor the analyst to manually develop arough-
cut network. To develop arealistic model of the project, the analyst must
identify all relevant parameters, such as activities, relationships, and
probabilities associated with work or dependencies. As practicable, all
relevant project personnel should participate in developing and validating
the network.

T he participants should work together to build the network diagramsin
an open setting, first identifying the work to be performed and then follow-
ing up with an analysisof the relationships among the activities. This
should be "penciled in" on an erasable board or flip chart before being
committed to a computer tool.

After the rough-cut network is developed, the analyst can enter the
information into a computer for evaluation. Most project management
software packageswill conduct arudimentary schedule analysisthat
providesthe basic information needed for a high-level risk assessment. As
more information becomes available, other computer modeling techniques,
such as PERT and Monte Carlo simulations can be applied.

Use of Results

The outputs of network analysisare extremely useful to the project
manager. The study of networksfor their inherent risk generally providesa
far greater understanding of the sourcesand degreed risks. Resultsof the
risk analysis process provide the information required to execute the risk
response control phase df risk management effectively.
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Resource Requirements

Because the project team builds most network analyses, costs should be
estimated from a human resource perspective. A comprehensive network
analysisfor a mgjor project may requiredefinition of between 200 and
1,000 activities, plusweeks of preparation, information gathering, and
expert interviewsto establish risksinherent in individual activities and to
construct the network. Obtaining the information to build the network
generally entails more time and rechecking than initially might seem
necessary. This is because the project plan usualy undergoescontinual
revision and definition and the support team may not fully understand

rel ationships among project activities.

Although the difficulty and time required for network definition can
pose a problem, the effort of constructing a consistent and acceptable
network model forces the responsible participants to plan effectively and to
understand how their own segmentsdf the project fit into the whole.
Project managershave indicated that this benefit alone can judtify all the
effort in accomplishing aformal network risk assessment.

Reliability

Thereliability of network risk analysisisafunction of multiple factors.
Developing anetwork that accurately reflects activities and relationships
among activities iscrucial to the resulting network analysis. Thus, it is
imperative that all relevant project personnel provide inputs to developing
and modifying the network. Defining the relative levelsof risk for the cost,
schedule, and performance aspectsaf each task in the project can either be
done here or later in aMonte Carlo analysis. The data are helpful here,
even if they are not yet built into probability density functions (PDFs)
because the more reliable the network, the more reliable the network
anaysiswill be.

Selection Criteria

Aswith each chapter on techniques, network analysisis assessed using
selection criteriarelating to resource requirements, applications, and
outputs for the technique. To compare network analysiswith other
techniques, review Table 6.

Resource Requirements

m Thecost of network analysis depends largely on whether the networks
are already developed for the project. If so, or if only modest modifi-
cations are required, extensive labor can be saved since only the risks
inherent in the relationships must be examined.



m Proper facilitiesand equipment should include computers loaded with
current project management software and ideally, large-form printersor
plotters. Without the printers, some network analysesbog down as
massive cut-and-paste operationswith team membersdeveloping giant
networks by taping together dozens of small sheets of paper. Some
teams use erasable boardsand " stickie" notes to develop the initial draft
of the network diagram. The key is to capture the outputsfrom such
analysesbefore the information is damaged or destroyed. A digital
camera set on high resolution may be used to retain those data for later
inputs into a computer model.

m Thetime needed to implement the technique can be extensive depending
upon the complexity of the network and the number of participants.
A small network that three or four team members have developed may
be completed in a couple of hours. A multilayered network of 1,000
activitiesthat 10 or more team leaders have coordinated may take days
to develop.

m Network analysiscan be challenging and thus rates heavy ease of use
because the processesof building the networks, capturing expert
judgment, and understanding the software are not inherently easy to
master. Ease of use increasessignificantly with greater process
familiarity.

m Although the project manager's time commitment is slight to moderate,
the project team must be educated on the process and the project
manager must support changes to the networks over the long term.
Networks that are changed frequently may increase the level of time
required of the project manager.

Applications

Asdiscussed earlier in this chapter, networkshave a high degree o utility.
Therefore, all applications listed are relevant.

e Network analysisclearly supports project status reporting because, asthe
project progresses, changes in the duration of activities may drive
changesin the project critical path.

m Major planning decisions should include areview of the network
diagramsand the network risks. Even modest changes in the network
can havesignificant implications, so all major planning decisions
should be reviewed in the context of athorough network anaysis.

m Network analysissupportscontract strategy selection becausethe
flexibility of the schedule may make certain typesof clauses (especialy
liquidated damages) either more or less acceptable.
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Because milestones often becomefocal pointsin a network, network
analysis becomesacritical input to milestone preparation.

For design guidance, network analysisserves arole in clarifying schedule
risksand the overall implications of switching from one design to
another.

Scheduling considerations may in part drive source selection. Thus,
network analysisisimportant here aswell.

Budget submittal is probably the least applicable category for network
analysis, although resource loading often drives budgets. If the resources
are assigned acrossa longer period of time, budgetswill inherently be
higher. Thus, there is a modest relationship between budget submittals
and network analyses.

Outputs

With respect to outputs, the accuracy of the analysisisafunction of the
validity of the network itself and the levelsof effort generated for each
activity.

m Theaccuracy of the analysisisadirect function of the validity of the

network itself and the level of effort generated for each activity. If,
however, there isasignificant (perhapsdisproportionate) level of effort
inasingle activity, the accuracy of the network can be diminished. If
the work packages are developed in arelatively uniform fashion
(similar sizes, similar costs, similar durations), there is a higher
probability of accuracy.

In many cases, management or the project manager determines the level
of detail, which can be low, medium, or high. Because different project
managers use network analysis to achieve different perspectives, the
level of detail isafunction of how much detail is desired.

The utility of the networks generally is high if only because managers
areforced to fuse detail into their plans before project implementation.
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Summary

Network analysesare critical to risk management, given their rolein
ensuring that schedule objectivesare met. These analysesfocusattention
on the relationships of activities and the interrel ationships of risk among
those activities. Although the network analysis models sometimesfail to
give cost risk its due, they are invaluable early in the project when schedule
risk isat its greatest. As with most tools, these are not the only tools
required to evaluate or mitigate risk comprehensively. However, when used
with other toolsand techniques, network analysesare invaluable to the risk
manager.






_wapter 20

PERT

The Program Evaluation and Review Technique (PERT) isconsidered a
project management classic. Besdes being one of the original scheduling
techniques: PERT was the first significant project-oriented risk analysis
tool. PERTs objectives included managing schedule risk by establishing
the shortest development schedule, monitoring project progress, and
funding or applying necessary resourcesto maintain the schedule. Despite
its age (relativeto other project risk techniques), PERT hasworn the test
of time well.

Technique Description

PERT isbased on aset o mathematical equations known as Runge-K utta.
The best- and worst-case scenariosare established and weighted against the
most likely set of occurrences. PERT mean and standard deviations and the
project's PERT duration and standard deviations are established for each
task in a project network, which allowsthe project manager to evaluate the
likelihood of achieving specific schedul e targets based on the network and
PERT durations.

When Applicable

PERT is particularly applicable when historical schedule data are limited.
In many projects, there is not sufficient information to ascertain precisely
how long a given task might take; or sometimesteam members are reticent
about sharing planned duration for activities they have never performed.
By allowing or encouraging each team member to providea best-case
duration, aworst-case duration, and a most probable duration for each
activity, team members have the opportunity to share information they
might not otherwise have considered (in asingledata-point estimate).

¢ PERT was originally developed during the Polaris submarine program in the late 1950s.



Consequently, PERT isnormally applied early in a project when
uncertainty ishigh.

Inputs and Outputs

Inputsfor PERT include the multiple duration data points for each activ-
ity and the basic network of activities (Chapter 19). Gathering thisinfor-
mation may requireasignificant level of effort, but it isnormally tracked
with the work packagesin the project management software. Most mid- to
high-range project management software packages incorporate PERT fields
in their databases.

Outputs from PERT are mean durations for the project'scritical path, as
well as normal distribution curvesto establish the likelihood of meeting
variousschedul e targets. These outputs are normally more pessimistic than
the duration derived from critical path method analysis becausethey take
the best and worst cases into account (and worst-case scenariostend to
divergefurther from the most likely duration than do best-casescenarios).
Thus, PERT duration reflectsmore risksinherent in the network and the
project asawhole.

Major Steps in Applying the Technique
PERT isapplied in two general phases, first at the task level and again at
the project level.

At thetask level, there are three stepsthat must be conducted for each
task:

m Gather the task duration information. As mentioned earlier, this will
consist of establishing best-case, worst-case, and most likely durations
for each task in the network. Thisinformation is normally extracted
from individual team members performing the task.

m Calculate the PERT mean and standard deviation for each task. This is
frequently done by using computer tools, although it can be calculated
manualy. For the PERT mean, thefollowingformulais applied:

Ovptimistic + (4 X Most Likely) + Pessimistic
6

To establish the PERT standard deviation, some of the same
information is used:

Pessimistic — Optimistic
6
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m Catalog theinformation. Storing the information for essy retrieval is
important because PERT data at the task level have limited utility.
That may be helpful for establishing the basic duration of a task, but to
apply the robust nature of the PERT process, the entire network must
be considered.

At the project level, there are three stepsthat must be conducted once
PERT information is availablefor each task:

m Establishthe PERT critical path. The project manager must calculate the
critical path based on PERT durationsrather than the conventional,
most probable durations. Because PERT durations frequently differ from
their most likely counterparts, there is the distinct possibility that the
PERT critical path will represent a different set of activities than the
conventional critical path. The duration of this path becomesthe
PERT mean for the project.

m Establishthe standard deviation for the PERT critical path. Thistendsto be
one of the more confusing stepsin the processsince it involves
calculation of the square root of the sum of the squares of the task-
developed standard deviations. The process (once again, frequently
performed by computers rather than people) is not as onerous asiit
might sound. First, square each of the individual task standard
deviations. Then add those squarestogether. Findly, calculate the
square root of their sum. The formulalooks like this:

That number provides the standard deviation for the PERT duration of
the project asawhole. It is noteworthy that this number issignificantly
smaller than the sum of the standard deviationsfor the project's PERT
estimates. That is becauseit factorsin the reality that not all activities
will occur in their worst case on the same project. It aso acknowledges
that although some activities may be delayed, that will probably not be
the casefor the entire network.

m Plot the PERT mean and standard deviation into a distribution. There are
two fundamental approaches to assessing the distribution of activities
under a PERT mean. Thefirst is the classic approach to normal dis-
tributions with acurve like the one in Figure 20.

In thisscenario, the assumption is that there isa68.26 percent
chance that the duration o the project will occur within one standard
deviation of the PERT mean. There isa 95.4 percent chance the
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PERT
Mean

Figure 20. Normal Distribution

duration will be within two standard deviations. There isa 99.7 percent
chance that the duration will be within three standard deviations.
Normal distribution is discussed in greater depth in Appendix C, Basic
Probability Concepts.

Another assumption set may be applied that actually works morein the
project manager'sfavor. | n many organizations, any performanceto the left
of the mean iswholly acceptable. In other words, there is no such thing as
too early. Thus, al the pointsto theleft of the mean (which account for
50 percent of the outcomes) are acceptable. In asinglestandard deviation
assessment (68.26 percent), roughly half of the values (34 percent) areto
theleft of the mean and half are to the right. However, if everythingleft of
the mean is acceptable, then the single standard deviation assessment
encompasses 84 percent of the total population (50 percent, on the left,
added to 34 percent, on theright), rather than 68 percent. The difference
issubstantial. I n adiagram similar to the one above, the differencewould
be as displayed in Figure 21.

The second approach has afar more positive perspectiveon the project,
asit doesnot pendizefor early performance. Thefinal outputs are normal
distributions of the potential project duration, which afford the project
manager the ability to objectively predict or declare confidence with a
given duration.
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Mean

Figure 21. Normal Didribution Accounting Only far Late Outcomes

Use of Results

PERT outputsare normally used in discussionson the potential for achiev-
ing project schedule targets. By expressingaclear level of confidence, the
project manager can indicate the potential for achieving any given project
schedule target for the mean or higher. Using the assumptionsassociated
with Figure 21, the PERT mean represents 50 percent confidence. That
indicates that half the time this project is conducted that duration or less
will be achieved. That isan important distinction. Many project managers
believe the PERT mean duration to be areasonableand redlistic target to
hit, when infact it will be achieved only half the time. In most organiza-
tional cultures, 50 percent schedule confidence is not deemed acceptable.
If the project manager includes one standard deviation later than the
mean, however, the duration identified will be achieved 84 percent of the
time. This84 percent confidence isfrequently considered sufficient to
establish accurate estimates.

Resource Requirements

Someone skilled in drawing out the multiple duration data points isthe
best candidate to conduct the PERT process. That, in itsdlf, is the most
daunting single resourcerequirement for the practice. | n addition,
computer toolsshould support the process. Most current project
management software packageswill support PERT analysisand will
facilitate both data entry and calculation.
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Reliability

As projects have more work packages, PERT becomes more reliable. A
project of 10 or 15 work packageswill still have high levelsdf schedule
variability even if PERT is applied. However, if a project has more work
packages, including many occurring concurrently, PERT will balance out
some o the natural incongruities and inaccuracy. PERT is also perceved as
being more reliable when the standard deviations are calculated and then
applied asschedule targets. A project manager isfar more likely to achieve
schedule duration of one or two standard deviations from the mean than
heor sheisto achieve a PERT mean as the project duration.

Selection Criteria

Aswith each chapter on techniques, PERT is assessed using selection
criteria relating to resource requirements, applications, and outputsfor the
technique. To compare PERT with other techniques, review Table 6.

Resource Requirements

m Thecost of PERT isrelatively low, as most of the information gathering
processesthat are associated with PERT will be conducted in one
form or another with or without the tool. Because duration must be
determined for each activity, it is not excessively time-consuming to
gather additional datafor optimistic and pessimisticduration. However,
since PERT calculations are normally embedded in the project man-
agement software, investment in additional software is normally

unnecessary.

a Proper facilitiesand equipment for PERT consist of acomputer loaded
with PERT-supportingproject management software.

m Thetime needed toimplement PERT is associated more with data
gathering than with actual PERT calculations. Interviewing task leaders
and team membersto establish the optimistic, pessimistic, and most
likely durations is the single most time-consuming effort and varies
with the number of tasks associated with the project.

m PERT’s ease of use is high if the project management software package
being applied has built-in PERT capability. Since datafieldsfor data
entry and built-in calculators to perform the mean and standard
deviation calculations already exist, most of the time and effort in the
actual calculation of PERT isin validating the outputs.

m The project manager's time commitment ties directly to hisor her rolein
gathering PERT data. Sincethat is the single most time-consuming
effort associated with this technique, the project manager'srolein
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that processiscrucial in termsaf establishing how much time is
truly required.

Applications

Because many organizationslive and die by their project schedules,
accurate scheduling is a core competency that cannot be ignored. PERT
affords more realistic schedules by taking more factorsinto account in
establishing the duration for each project activity.

PERT supports project status reporting becauseit can provide a sense of
the likelihood of achieving schedule targets. Since many status reports
include requestsfor information on the probability of schedule success
and estimated time to complete, PERT has a high level of utility here.

PERT also supportsmajor planning decisionsfor many of the same
reasons. Planning decisions and approaches are frequently resolved by
opting for the approach that best meets customer requirements and
schedule deadlines. Since PERT affordsclarity on probability of
meeting deadlines, it can plan amajor role in planning decisions.

PERT does not strongly support contract strategy selection. Even though
scheduling considerations may play arole in contract options, the
relationship here isweak. The only exception would be in determining
the organization'sexposureto late penalties or liquidated damage
payments.

PERT can be key in milestone preparation since milestones are afunction
of the schedule (or vice versa). PERT is easily applied to determine the
likelihood of achieving certain milestones or to determine milestone
realism.

Design guidance is not normally afunction of PERT. Whereas PERT
supports the schedule, it doesnot facilitate understanding of given
designs. In terms of the three sidesdf the triple constraint, PERT is
somewhat one-sided with an emphasison schedule.

PERT does not support source selection unless external vendors will

play a key rolein determining the organization'ssuccess at achieving
schedule targets. Theonly relationship between PERT and source
selection stemsfrom the potential schedule inputs vendors might have
to support the process.

Budget submittal isacost issue; PERT isascheduling tool. Although
schedule and cost are inextricably wed, the link is not so great asto
make PERT aviable support tool here.
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Outputs

The accuracy of PERT ishigh. Compared to conventional precedence
diagramming or CPM analysis, PERT’s accuracy is much higher because
multiple data points are established for each of the project's activities.
This additional consideration for each activity influencesthe level of
accuracy by increasing both the time invested in considering project
duration and by ensuring that the full range of potential task outcomes
has been considered.

PERT’s levdl of detail is relatively low becauseit focuses on one issue
and one issue alone: duration. It doesnot provide specificity on types
of risks, risk issues, categories, or symptoms. Rather, it affordsonly
information on the schedule and the potential schedule outcomes.

Theoverall uility of PERT ishighin that it providesthe meansto
establish afair, reasonable schedule with risk factored in and with a
nominal level of additional effort.

Summary

PERT has been available to project managersfor decadesbut still enjoys
only limited use because of what has been perceived as the onerous level

of effort associated with data gathering and calculation. Dueto itsincor-
poration into most project management software practices, coupled with
executive management calling for more and more schedul e accuracy, PERT
currently is becoming more popular and better understood.



ther Diagramming

In addition to PERT and network diagrams, there are a variety of other
diagramming techniques that have broad application in a project risk
environment. Flowchartsand probabilistic analysistools, such as GERT
(Graphical Evaluation and Review Technique) and VERT (Venture
Evaluation and Review Technique), open the doors to other opportunities
for risk examination and understanding. Similarly, shikawa's cause-and-
effect diagramsand forcefield charts aso have risk applications.

Technique Description

All the diagramming techniques have one element in common. They pro-
videvisual cuesfor risk issues that might go unnoticed or unattended in a
text-based or mathematically derived tool —information that could be lost.

Flowchartsand GERT and VERT tools provide project analysesthat
depict project processesas flows, cycles, inputs, and outputs. Whereas
flowchartsfunction without calculation, GERT and VERT analyses
incorporate probabilitiesdf occurrence for particular paths and may also
incorporate the potential costsfor each of these cycles.

I shikawal's cause-and-effect diagrams (or fishbone diagrams) depict the
general concern associated with a negative outcome and allow for explo-
ration of that concern in the context of its numerous causes (and, in turn,
the causes causes). Such diagrams serve as idea generation toolsand are
particularly supportive in establishing multiple risk sources.

In contrast, forcefield charts are single-issuerisk diagramsthat highlight
or illustrate potential pressureson a project or on a project issue.

Although these diagramming techniques vary widely in design,
application, and use, they share the commonality of avisual display of
risk information.



When Applicable

Asvisual tools, these techniques are most applicable when displayed well
and when their display successfully providesthe organization more risk
information or team awareness and project understanding. They should not
be perceived astoolsfor rigorousindividual anaysisbut, instead, as
opportunities to share informationand gather the interpretations of others
on agiven set of data.

Inputs and Outputs

Flowcharts, GERT, and VERT. For these three tools, the key input is
process. They al depict the project processin minute detail, including any
potential reverseloops that might be required to work through the project
asawhole. Inputs normally include alist of al processsteps, together with
an anaysisof the relationships among those steps. Decision points,
acknowledgingwhen and where the project process may take different
directions, arecrucial aswell. When using GERT and VERT, the only key
supplemental inputs would be probabilities associated with each major
junction in the workflow. GERT and VERT take into account the
likelihood of repeated |oops through the processand account for them in
their analyses. These probabilistic flowchartsprovide a sense of how the
iterative cyclesmay have an impact on time and cost.

Outputs for these tools would be detailed processdiagramsfor the
project, which providegreater clarity on the potential processflowsthe
project may follow. VERT aso providesextensive data based on
simulations of the project.

Fishbone diagrams. With fishbone diagrams, the key input is the effect
that will undergo scrutiny. Then, asthe analysisis conducted, the inputs
become the causes of that effect, and their causesand their causes. The
effort continues until all root causes (includingsome that critics might
deem minutiae) are devel oped.

Outputs are lists of causeslinked to the resulting effects that they cause.

Forcefidd charts. In aforcefield chart, single-influence issues are
balanced pro and con against the project asawhole. The inputs are the key
issues that, one at atime, may have either a positive or detrimental effect
on the project asawhole.

Outputs from this processare diagramsthat alow for at-a-glance
analysisof the positive and negative pressuresthat may affect this project.
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Major Steps in Applying these Techniques
Flowcharts

Determine the process relationships. Thefirst and most daunting step in
any flowcharting process is to determine and map out the process
relationships. This can be done either by using a computerized tool or
by using traditional facilitation techniques on an erasable board or flip
chart. Thekey isto identify all the stepsin the project processand then
to ascertain how they interrelate. Unlike precedence diagramming
where all processesflow forward, flowcharts allow for iterative flows and
cyclical processes, which, in some instances, may more accurately
reflect the project environment.

Review the relationships for risk. Any time a processstep is completed
and another begins, there is a modest amount of risk. | n some processes,
however, therisk issignificantly greater than others. All risksidentified
should be documented and preserved for qualification and quantifi-
cation, as well asthe remaining stepsin the risk management process.
Because there are iterative cycles in flowcharts, some processes should
be examined for their probability of recurrence. When using specialized
flowchart-compatible toolslike GERT and VERT, these probabilities
are important and significant inputs. They represent the true risk
associated with the processand the cycles thereof. If those tools are to
be applied, then it will be important to establish cost targets for each of
theiterations.

Fishbone Diagrams

Establishthe pemise for analysis. In Ishikawa diagrames, it isimportant to
focuson asingleissue to be addressed as the net effect of all causesin
the cause-and-effect diagram. The broader the premise, the more likely
there will be legion fishbones supporting it. Conversely, a narrower
premisewill yield a more directed analysis of the causes.

Build the basic diagram structure. The basic structure isconsistent in
most cause-and-effect analyses, similar to the one in Figure 22.

The basic structure includes causes related to personnel, equipment,
methods, and materials. Although organizations may have broadly
different risk issuesand concerns, these remain the four classic elements
of the structure.

[dentify the causes and their causes. Thekey in thisdiagramisto identify
root causesfor significant concerns. As new causes are identified, the
question isasked, "What caused that causa"™ This continues until all
causes associated with the effect have been exhausted.
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Figure 22. Ishikuwa (Fishbone) Diagram

Force Field Diagram

Establishthe desired condition. The key to successful forcefield
diagramming is a clear definition of the desired condition for the
project or issue at hand. Thefundamental premise is that anything that
will draw the organization closer to itsideal is good. On the other
hand, anything that distracts from achieving that goal isbad. Thus,
clearly establishing the desired state to be examined is important since
all anaysiswill be conducted in that context.

[dentify positiveinfluences. Project team membersshould conduct an
environmental scan (analysisof the world around them) to determine
what external forces could expedite arriving at the desired state, make
the journey lessexpensive, or otherwise positively influence their
ability to achieve or maintain the desired state. Every force—no
matter how seemingly inconsequential — shouldbe incorporated in
theanalysis.

[dentify negativeinfluences. Similarly, the situation must be reviewed to
ascertain the external forces that could have a negative impact on our
ability to achieve the desired state. Those forces that would dow the
journey to that state or that would make it more expensive or
challenging to achieve should be documented.

Map theinsights on a force fidd chart. Outcomes of the discussionson
positive and negative influences are ultimately documented on aforce
field chart. Positive influences are arrayed on top of the desired state
and the negative influences are documented in Figure 23.

Use of Results

Theresultsof these three diagramming techniques can vary widely yet
follow acommon theme. Data are used for alternative interpretations of
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Positive Influence

NS
Desired State

Negative Influence

Figure 23. Force Fidd Analysis

risk information. However, al three techniques may point to the same
issues. A risk identified along a processline in the flowchart may also bein
evidence as a cause toward the negative effectsin question on the Ishikawa
diagram. That same risk may also be seen as a negative influence on the
bottom half of the forcefield chart. Because people may interpret infor-
mation in different ways, the solution is to ensure that everyone hasthe
opportunity to review the information in afashion in which they can put

it touse

Still, with all diagramming techniques, one key use is to post them both
asareminder and for future analysis of the information embedded therein.

Resource Requirements

Even though there are specificcomputer tools that will develop these
diagrams, any good graphicsapplication software package is normally
sufficient to present the information effectively. In terms of resourceeffort,
therequirements for flowcharts, GERT, and VERT will be significantly
higher than those for the other applications here. Flowchartsrequirefar
more research and in-depth analysissince they must accurately depict the
processes that myriad team members perform over an extended period of
time. T he resource requirementsfor forcefield analysis and cause-and-
effect diagrams are extremely limited.

Reliability

O al the diagramming techniques discussed here, flowchartshave the
highest level of detail and therefore, generally have the highest perceived
level of reliability. Theissue, however, isthat once again, outputs of the
processmust be measured against who developsinputs. The morequalified
the individualsconducting the processflow reviewsare, the morereliable
theflowchart will be.
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Although the other two diagramming techniques are broader in scope,
they are not inherently lessreliable. Rather, they are inherently less
detailed.

Selection Criteria

Aswith each chapter on techniques, the diagramming techniques in
this chapter are assessed using selection criteria relating to resource
requirements, applications, and outputs for the technique. To compare
these techniques with other techniques, review Table 6.

Resource Requirements

What resourcesa technique requires is often the dominant consideration in
the selection process. Diagramming techniques require someone literate in
the techniques themselves, as well as someone well versed in using the
computer applications to capture and document the outputs.

a Cost for diagramming techniques depends upon the technique applied.
Fishbone diagramsand forcefield analysesare relatively inexpensive,
broad tools. They usually do not take long to develop (1or 2 days)
unlessthere are extraordinary project needs or an unusual level of
depth is pursued. However, flowcharting a processand documenting
sundry costs, issues, and risks associated with the iterations in the
project can be a time-consuming endeavor. Whereas applying some of
the more advanced approaches (such as GERT) should not span more
than afew weeks, the analysis alone may take as much asaweek to
complete.

m Proper facilitiesand equipment for diagramming techniquesinclude
sufficient wall space or art space to alow them to grow to their natural
sze. Some flowcharts in development may require as much as twenty
feet (approximately six meters) of open wall space. Although the
information ultimately must be captured in a computer tool, the
original diagram development is normally done in an open, facilitated
setting, requiring adequate space to allow the charts to develop. Some
advanced diagramming processeslike GERT and VERT will require
either custom software or software specific to the task, which most
organi zations do not possess.

= Thetime needed toimplement the diagrams, as stated under " Cost,"
normally is nominal. If resources and facilities are available, the time
should not be extensive.

m Ease of use isone of the more attractive elements o the diagramming
techniques as they do not require any formal or extensive training to
apply (unless using advanced techniques). Even though a flowchart

192 Chapter 21



may require a good facilitator, once the ground rulesfor processing
information are established, most participants will not be concerned
about any challenges associated with applying the tool. Moreover,
although flowcharting and VERT and GERT are the most complex of
the diagramming processesdiscussed here, the most challenging aspect
is gathering the baseline datafor tool inputs.

The project manager's time commitment is sometimes based on the

skill levelsdf the project manager. However, if the project manager is
familiar with facilitating process discussionsand knows how to ensure
the best possible outcome in a reasonable period of time, the effort may
go very quickly. Project managerswho are not effectivein marshalling
insightsfrom a variety of resources may find themselves taking more
time than anticipated in developing both tool inputs and outputs.

Applications

The advantage to diagramming techniques is that, once built, their outputs
are very eadly interpreted. No training is required. Interpretation becomes
afunction of the individual'slevel of expertise and understanding of the
organization and project together with their processes.

Diagramming techniques generally do not support project status
reporting. Although status reports normally reflect schedules (and,

to alesser degree, processes), the diagramming techniques described
here are not designed to address these concernsin a reporting format.

Major planning decisions may rely in some measureon how these
techniques are deployed. Whereas the diagramsdo not drive major
planning decisions, they do present information that can be perceived
as valuable in such settings. The connection here is moderate.

Contract strategy selectionis not normally afunction of diagramsor their
outputs.

Although some o the other diagramming techniques from other
chapters may support milestone preparation, the connection here is
extremely indirect. Assuch, diagramsplay only a minor supporting
role in developing milestones.

Flowchartscan strongly support design guidance. Because many service
projects (or even product-oriented projects) require a service element
and extensive customer interface, some of these diagramming
technigues can be invaluable in establishing how the relationships
should ultimately be designed and defined.

Source selection is not a prime application for these diagramming
techniques. Inasmuch as the techniques can illustrate the concerns
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associated with particular vendors or highlight the vendors' rolein the
overall process, the connection islargely tangential .

m Even though these diagramsmay indirectly support budget submittal, the
relationship isextremely indirect. Although project managersmay use
the diagramsto defend a particular budget position, they provide no
true budgetary information.

The diagramsdescribed herein serve other applications aswell. They
provide insight on potential approachesto projects. They focusattention
on particular issues and causes. They encourage open discussion on
environmental pressures. And most importantly, they provide visual cues
on how to interpret what isfrequently vague information.

Outputs

Outputs of the diagramming techniques are in theform of their respective
diagrams, which are normally used for display purposesto highlight and
illustrate issues and concerns.

m Theaccuracy of diagramming techniques relieson their inputs, but the
accuracy isgenerally perceived as high. Because the diagramsdepict
processes, causes, or environmental conditions, there isnot a high
probability of significant error, unless those processes, causes, and
conditions are broadly misunderstood.

m Thelevd o detail associated with diagramscan be extremely high since
processdiagrams (like GERT and flowcharts) generally dissect processes
toavery finelevel of granularity. Although some organizations may
apply top-down flowcharts or keep their analysesat a high level,
flowcharting is respected as atool that leadsto a rather exhaustive
level of detail.

m Utility of diagramsis dependent on the particular diagram and the
audience. If the audience can take advantage of the information being
presented, then the utility is high. If, on the other hand, the diagrams
are generated only for their own sake and have no specificor intended
audience, their utility may be reduced. For the most part, however, the
outputs have a relatively high level of utility.

Summary

Diagramming techniques are valuable toolsfor sharing information in a
group setting that otherwise may be somewhat challenging to share. Process
flows, environmental forces, and cause-and-effect linkagescan be difficult
to explain and even more difficult to document without clean, clear
diagrams. Diagrams a so afford opportunitiesto build the project team by
encouraging open discussion of issuesand concerns in agroup setting.
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lating Schemes

Every risk event has both probability and impact. In most organizations,
those values are established qualitatively rather than quantitatively. That
creates problems because perceptions frequently differ asto what
constitutesa"high™ probability or a* moderate" impact. Driving those
differencesin perception is, in part, the lack of organizational standards or
schemesto determine those values.

Technique Description

Rating schemes are standardized and are applied on either a projectwideor
(idedlly) an organizationwidebasis to clarify the relative magnitude in
termsdf impact and probability for agiven risk. They define termslike
"high," "medium," and "low" for those risk considerations. Clear definitions
and the meansto test individual risksfor their compliance with those
definitions support the terms.

When Applicable

Rating schemesare applicable any time aqualitative analysiswill be
conducted. Because qualitative analysis prompts areview of the probability
and impact of risk, schemesshould be applied any time the risksare
undergoing qualitative review. The schemes are applicable only after they
have been developed and after there is general concurrence among team
membersor the project organization that they are truly applicablein the
environment in question.

Inputs and Outputs

Inputs to develop rating schemeswill be evaluations from the organization's
most veteran project managerson the relative valuesfor both probability
and impact. However, inputs to apply rating schemeswill be the actual



schemes themselves, along with support and evaluation of the team
members project risks in question.

Outputs from developing rating schemeswill be clear definitions of terms
and valuesfor high, medium, low, and extreme probabilities, aswell asclear
definitions of impact valuesfor such issues as cost, schedule, performance,
and other issuesof importance within the organization. Outputs from
applying rating schemeswill be probability and impact assignmentsfor each
project risk.

Major Steps in Applying the Technique
Unlike the other techniques, there are actually two major areas of focus

here. Thefirgt is in devel oping the schemes; the second isin applying
them.

Scheme Development

m [dentify basic probability values. Using a numeric scale and/or value
statements, a core group o project office, senior management, or
project team membersshould establish the basic probability valuesto
be applied acrossthe project (or ideally, acrossall projects). These
vaues should be designed to minimize confusion or misinterpretation
of probability assignments, which risk impact often inappropriately
sways. The valuesshould be set to reflect the organization'stolerance
for frequency of risk occurrence. Thus, organizationswith ahigh
tolerancefor risk in general (such as research and devel opment
operations) may classify the low value using terms like"'won't normally
happen" or may set it numerically at 30 to 40 percent. On the contrary,
organizationswith alow tolerancefor risk (such as medical product
developers) may classify their high value using termslike " could
reasonably happen" or may set it numerically at 15 to 20 percent.
Differencein organizational concernswill influence what constitutes a
low, a medium, or a high probability.

= Publish probability values. Probability valuesshould be documented and
distributed to al team membersso that they are aware of perceptions
on the potential frequency of occurrence and the organizational culture
for probability. Such publication may simply be a memorandum
including guidance on probability application. The guidance need not
be minutely detailed, but it should provide asense o the application of
terms and the interpretation of frequency versus probability within
the organization or on the project team, asisdepicted in the
followingexample.
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EXAMPLE
To: Project Team
From: Project Manager
Re: Probability Guidance

In al project reviewsand risk analyses, please use thefollowing
standard to establish valuesfor probability of occurrence and for
communicating probability:

m High (80 percent)-Thisrisk has occurred in past projects, and the
current project has environmental conditions that make it likely
to recur.

= Medium (50 percent)-Even though this risk may not have
occurred in the past, environmental conditions make it avery
real possibility. Or: this risk has occurred in the past, and
although environmental conditions are different, it isstill avery
real possibility.

a Low (10 percent)-Thisrisk may not have occurred in the past,
but it cannot be dismissed, even though environmental
conditions make it somewhat lesslikdly. It remains a distinct
possibility.

m Extreme (<1 percent)-Thisrisk will likely not come to pass, but
its occurrence is hot completely outside the realm of possibility.

Please apply these valuesin al discussionsof probability in project
correspondence.

Figure 24. Sample Probability Guidance

Note that the probability values are assigned as fixed numbers rather

than ranges. This affordsthe project team consistency if other practices
(such as expected monetary value) are applied using the probability values.
While probabilitiescannot be predicted with accuracy (and probably are
more accurately reflected in arange), establishing asingledata point to
represent high, medium, and low probability opens the door to more
consistent interpretation of risk and risk values.

m |dentify impact areas. There should be basic areasof concern when it

comesto risk impact. Although they will not cover the breadth of
possible project risk, they should encompass as many different areas
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as possible. The classic, basic areas are schedule, cost, and performance
(or requirements). Other impact areas may include organizational
politics, public relations, shareholder value, team member retention,
and so on. The most significant impact areas will be those that the
organization prizesmost highly on its projects and those that cover the
greatest range of organizational concerns.

m Establishimpact values. This isfrequently done on a project basisas
well as organizationally. T he effort establishes what constitutes low,
medium, and high impact within each impact area identified in the
previousstep. This process tends to be somewhat more complex than
establishing probability valuessince impact values can vary widely from
project to project as well asfrom organization to organization. As such,
careful consideration must be made to ensure that either the impact
valuesare set to apply to al projects or guidance is provided to support
project managersas they modify them for project application.

Impact values may be established by setting the high value asthe

point when the full time and attention of the project team (or senior
management or atask force) would be mobilized to deal with the
impact of the risk. High values often represent an organization's
"threshold of pain." Low valuescan be defined as those times when the
risk isstill of some note (if only for documentation or historic purposes)
but will not impede project completion or the organization's stated
objectives. Medium impact risksare those that fall between those two
thresholds. Different impact statements will be established to clarify the
range of cost impacts, schedule impacts, quality impacts, and impacts
for other risk aress.

= Publishimpact values. Impact values should be documented and
distributed to al team membersso that they are awareof the
perceptions on the potential magnitude of risk impact. Such a
document may simply be a memorandum including guidance on impact
value application. The guidance need not be excessivein itsdetail, but
it should provide asense of the application of termsand the
interpretation of risk impact, asin thefollowing partial example:
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EXAMPLE
To: Project Team
From: Project Manager
Re: Impact Guidance

In all project reviewsand risk analyses, please use the following
standards to establish valuesfor potential impact of risksif they
come to passand for communicating risk impact:

Cost

m High—-more than 25 percent of total contingency budget

m Medium-5 percent to 25 percent of total contingency budget
m Low-lessthan 5 percent of total contingency budget

Schedule

= High—-more than 20 percent of total schedule contingency

m Medium-5 percent to 20 percent of total schedule contingency
m Low-lessthan 5 percent of total schedule contingency
Requirements

m High—-Would cause deviation from the requirement or
specification, which the customer and end user would clearly
discern

s Medium-Would cause deviation from the requirement or
specification, which would not be visibleto the customer or end
user but would still constitute a clear deviation from
specifications/requitements

m Low-Would modify the existing approach to requirements but
would not constitute deviation from specifications/requirements

Politics

s High—Would prompt issue escalation to senior management

m  Medium—Would prompt issue escalation to functional manager
m Low-Would prompt issue escalation to project manager

Please apply these valuesin all discussionsof impact in project
correspondence.

Figure 25. Sample Impact Guidance
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The impact values above are samples only and should not be construed
as true and actual. Each organization (or in some cases, project) will have a
clear set of risk impact values, which should reflect their culture and
project management approach.

When publishing impact values, stressthe importance of consistent
application. It isaso important to emphasize that arisk should be con-
sidered high-impact whenever any of the impact values are high. A risk
with a high requirements impact but alow impact valuefor al the other
scaleswould still be considered a high-impact risk.

Scheme Application

u Review identified risks for probability. For each risk identified, the
expected likelihood of risk occurrence is based on the metrics
developed for probability under the rating scheme. Catalog or mark
the risk as high, medium, or low probability. Ideally, multiple team
membersshould participate in the ranking process to ensure that a
singleindividual's personal experiences do not biasthe value.
Remember, for each risk the question is the same: "What isthe
likelihood that the risk event will come to pesd™

m Review therisks for impact. For each risk event, the team members
should now use the rating scheme to establish a high, medium, or low
impact. Because there will be impact valuesfor multiple areas (such as
cost, schedule, frustration level), it isimportant that those risks marked
as low impact in one area are reviewed for their potential impact in
other areas. The highest value becomesthe risk event's impact value. A
risk that has alow cost and schedule impact but a high impact in terms
of organizational politics is a high-impact risk.

Use of Results

Risk rating schemescan be used in variousways to support qualitative
analysis. They provide support for organizationsattempting to establish a
common risk languagefor probability and impact. They afford team
members the ability to share information consistently on agiven project
and to conduct comparative risk analyses among multiple projects by virtue
of their consistency.

They aso provide support in termsof how the risk can be quantitatively
evaluated for both expected value and risk models. Because ratings schemes
may establish congruousprobability or impact values, they can facilitate
consistent prioritization of risk, aswell as concordant assessment of risk
prior to response strategy devel opment.
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Thevauesthat risk rating schemes establish are used in lieu of
quantitative valueswhen quantitative anaysisis either unavailable or
excessively expensive to apply.

Resource Requirements

The resource requirements essential to developing arating scheme are
much moresignificant than those used to apply it. Rating scheme
development generally requiresthe participation of senior-level project
management (or organizational management). This may take theform of
representation from the project officeor the participation of program
managerswith extensive organizational experience. Management par-
ticipation is essential if the rating scheme is to be applied and accepted
universally.

To apply arating scheme, however, the resourcerequirements are
minimal. Once the scheme isin place, its application on a project-by-
project basis becomes an issue of basic project understanding. Anyone
with aclear understanding o the project's nature and environment can
apply awell-crafted scheme.

Reliability

Reliability isafunction of use Over time, rating schemesare adjusted to
accommodate changing environments and changing needs. Asarating
scheme istested and proven, it becomes progressively more reliable.
Moreover, since rating schemes ultimately reflect the organization's
postureon risk impact and probability, absolute values are not nearly as
important as the ability of the organization to assessthe relative risks of
one project over another. Over time, reliability becomes high.

Selection Criteria

Aswith each chapter on techniques, rating schemesare assessed using
selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare rating schemeswith other
techniques, review Table 6.

Resource Requirements

m Thecost of rating schemesislow asit actually reduces cost in the risk
qualification process by minimizing the need for data gathering. By
providing common metrics and terms, the cost associated with risk
assessment is actually reduced.

m Proper facilities and equipment for rating schemesconsist of the schemes
themselves and aconference room sufficient to conduct a review of
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risk based on those schemes. The information should then be
ultimately stored in an organizational database.

a Thetime nesdad to inplement rating schemesislow. Aswith cost, this
approach actually reducesthe time commitment required to conduct
athorough risk assessment. With the schemesin place, any risk
assessment becomesa relatively cursory review of the nature of each
risk and the application of the scheme.

m Theeed ue associated with rating schemesis high. If the scheme is
well written, virtually any team member with project familiarity can
apply the scheme.

m The project manager's time commitment is actually afunction of scheme
development rather than application. During scheme development, the
project manager's time commitment issignificant since time and effort
must be committed to building organizational and executive buy-in.
Once the scheme is actually constructed, the project manager's time
commitment is minimal asthe responsibility to apply the scheme can
readily be delegated.

Applications

The primary application of the rating schemesis to provide aconsistent
understanding o the probability and impact of each risk in the project.
Because those termsare somewhat imprecise, the development of metrics
to generate consistency allowsorganizationsto build contingency policies,
management strategies, or organizational dictaon how risk should be
managed. The metricsaso alow for the smple ranking of project risk, a
critical endeavor for any project.

m Rating schemessupport prget satusreportingonly if risk status isan
element of such reports. If the reports include notification of major
project risks together with the status of those risks, the rating schemes
are invaluable because they provide common terminology and
understanding of thecriticality of agiven risk.

m For the same reasons, rating schemes also support ngjor planning
dedigons Because major planning decisions depend on an
understanding of risk in the organizational context, the common
terminology that the schemes afford engenders a clearer understanding
of the nature of any concerns associated with the decisions.

m Theschemescould support contract drategy sdection if the selection
processwas directly tied to the volume and nature of the project risks.
However, since very few contract organizations are structured to
consider these issues, the relationship here isgenerally weak.
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Rating schemes serve no useful function in milestone preparationbecause
milestones are afunction of the schedule, and the schemes themselves
have no direct effect on the schedule.

Design guidanceis not astrength of rating schemes, savefor the
comparative anaysis of one design versusanother in aconsistent
fashion.

The schemes could support source selectionin the case whererisk isa
critical deciding factor in the process. Otherwise, they do not provide
extensive support.

Budget submittal may or may not incorporate contingencies. If the
budget in question does not incorporate contingency funding, then
rating schemes serve no useful function. However, if the budget will
include contingency funds, then the rating schemes play a pivotal role
in ensuring that the funding levelsare appropriate and are in keeping
with the organization's perspective on probability and impact.

Outputs

Theaccuracy of rating schemes is moderate. Becausethey are
qualitative tools, they lack the precision that issometimesdesirablein
athorough risk analysis. But precision is not the same as accuracy.
Accuracy is areflection of how well the tools actually establish the
probability and impact of given risks. Since different team members
may have diverse perceptions on the severity of risk, the schemeslend
adegree of accuracy that would be unattai nable without them.

Theleve o detail isrelatively high as rating schemes provide a means
to conduct arisk-by-risk analysis of probability and impact. Rating
schemes raise risk analysisto a very detailed level and make it a type of
analysis that some would abandon if ameansdid not exist to facilitate
the effort. In essence, that isthe role of the schemes.

The overdl utility of rating schemesis high in that they provide metrics
where metrics would otherwise not exist. They facilitate a thorough,
consistent assessment of probability and impact, yet without the
significant investment associated with many of the more quantitative
approaches.

Summary

Rating schemesrequire an up-front investment of time and management
energy to establish consistent measuresfor probability and impact, which is
enough to dissuade some organizationsfrom the investment. However,
once in place, the measures make risk qualification simple, consistent, and
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clear from team to team and from project to project. Even though they
do not generate hard numbers with which to work, they do generate a
clear sense of risk relative to other projects and other organizational risks.
Furthermore, they encourage acommon risk vocabulary within the
organization 90 that all partiesinvolved know how high"high" is

204 Chapter 22



Eﬂ;iﬁﬂ am
I ST

Risk Modeling

Risk models are devel oped so that project managerswill be able to better
identify high-risk or high-opportunity projectsconsistently. That drivefor
consistency isactually closely aligned with the discussion on rating schemes
(Chapter 22). The problem that many organizationsencounter istheir own
inability to measure projectsfor risk. Although they will have predictive
toolsfor cost and schedule, there are very few tools specific to the notion of
risk. The risk model seekstofill that void by encouraging the consistent
evaluation o projectsfor issues that put the organization at risk, aswell as
issues that afford the organization the highest probability of success.

Technique Description

The technique consistsof constructing a set of questionsthat, when
answered candidly, will providea metric value asto the overall risk and
opportunity associatedwith a project. The questionsshould span the
organi zation'sexperiences and concerns and should reflect the organi-
zation's risk tolerances. Because this involvesa clear understanding of what
risk tolerances exist within an organization, it is prudent to develop the
rating schemesprior to attempting to build an organizational risk model.

When Applicable

Project risk models are normally built only after an organization encounters
aseriesdf significant project risksor failuresand then wants to ascertain
how they can avoid these concerns in thefuture. Once built, the models
should be applied in much the samefashion as any major evaluation. They
should be applied during the go/no go decision processand again at any
major evaluation and decision points.



Inputs and Outputs

Model Development

Inputs into model development include alist of critical risk issuesand
tolerancesfor the organization, aswell asalist of what the organization
perceives as its strengths and opportunity generators. Those inputs will be
crucial in constructing the model, as they will provide the baseline against
which all projectsare judged. The other inputs will be concurrence among
senior management staff as to the relative weights of the individual risk and
opportunity issues and the objective metrics by which the likelihood of
occurrence can be measured.

The outputs of model development are the models themselves. This is
most effectively built into a spreadsheet or database program that allows
the information to be plotted against a chart, graph, or other display to
illustrate the relative level of risk on the project under consideration.

Model Application

Theinputsfor applying risk models are information germane to the
questions asked within the model. Project managers and team members are
charged with answering the questions objectively and applyingthe
measuresidentified in the model.

The outputs from the risk model are normally agrid, graph, or display
that highlight the position of the project (froma risk petspective) relative
to other riskswithin the organization. ESl International, for example, plots
risk using agraph like the one shown in Figure 26.

A straight line across the top is indicative of alow-risk, high-
opportunity project. A noblique line from lower left to top right highlights
a high-opportunity, high-risk project.

Major Steps in Applying the Technique
Aswith rating schemes, there are really two major applications here. The
first isin building the model; the second isin applyingit.

Model Development

Building arisk model requires time and energy on the part o senior
management or senior project management to clearly establish the metrics
by which all projectswill be judged (fromarisk perspective). They should
be partiesto al of the stepsin this process.

m |dentify critical risk and opportunity areas. The identification of risksand
opportunities within an organization is normally not a challenging
effort; however, the identification of critical risks and opportunitiesis
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Figure 26. Risk-Opportunity Decision Scde

Senior managers participating in this processwill frequently have many
years or even decades of experience within the organization. As such,
their insight isinvaluable. It is aso possible that as aresult they will
have somewhat skewed perspectivesas to what issues are likely to be
critical to the organization. Thus, this approach is more effective when
the senior managersinvolved first share their perspectiveson dl risk
and opportunity areasthey can identify rather than simply identifying
those that are critical. Once all the risk and opportunity areas are
identified, then asorting or filtering process can begin.

Note that these are opportunity and risk areas rather than simply
opportunitiesand risks. Areas can be synonymouswith categories or
termslike " repeat offenders.” Theserisk areasare the areasof concern
that strike the organization with sufficient regularity to warrant
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attention and redress. I n contrast, the opportunity areasare the areas
that the organization most consistently acknowledgesas positive or
rewards.

These risk and opportunity areas should be sufficiently well defined that
developerscan build metrics to characterize the probability of their
occurrence later in the model building effort:

EXAMPLE
Risk area: Technological novelty

"In our organization, projects that apply new technology
inherently promote greater risk."

Opportunity area: Trade press

"The trade pressis generally very favorably disposed to us.
Projects that attract trade press increase opportunity for us."

= Assign impact weights or values to the risk and opportunity areas. Weights
are numerically assigned and should be established on a scalewith the
highest values being assigned to the risk areas of the greatest concern
and to the opportunities of the greatest value. If some risk areas pose
dramatically greater concern, then they should be assigned a signi-
ficantly higher value than those of lesser concern. If, however, the
differencesare marginal, then the differencesin values should be
marginal aswell. Thus, becauseof the need for fine-tuning on such
models, scalesfrequently rangefrom 1 to5 or 1 to 10 to alow for
modest adjustments. A model with arange of 1 to 3 doesnot alow for
fine adjustments.

EXAMPLE
Risk area: Technological novelty

"Thisissue is not asimportant as multivendor integration (5on
our scale) but is more important than potential employeeloss ( 3
on our scale). We will weigh technological novelty asa4."

Opportunity area: Trade press

"This issue presents an opportunity for us but not to the degree of
potential profit (a5) or shareholder value (a4).We will weigh
trade pressasa3."
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m Establish the probability scale. Probability scalesin risk models are not the
same as probability rating schemes as defined in Chapter 22. In risk
models, the probability scaleisaranking (normally set at 1 to 3 or 1 to
4) o the likelihood that the conditions will be ripefor arisk or
opportunity area to become asignificant issuein the project. Scales of
probability for each area will be mapped to metricsto allow for
consistent evaluation of their probability of occurrence.

EXAMPLE

"For all risks, we will assessprobability as low, medium, or high, and
rank them as 1, 2, and 3 respectively."

m Develop metricsto assess probability of occurrence. This, in many ways, is
the single most arduous step in the process. For each risk and oppor-
tunity area, clear, objective measures need to be established to identify
when the conditions for the risk area are likely to exist and when they
are highly unlikely to exist. For each area, thefirst question to consider
is"How does one know when conditions are ripe for this area?"

EXAMPLE
Risk area: Technological novelty
1) The technology iswell established and familiar

2) Thetechnology is new to our organization but well established in
the marketplace.

3) Thetechnology is new, but we participated in developing it.

4) The technology is new and was developed outside our
organization.

Opportunity area: Trade Press

1) The project isinternal and doesnot involve any new approaches
or technology to interest the trade media.

2) The project is external and does not involve any new approaches
or technology to interest. the trade media.

3) The project involves new approaches to existing technology and
may have modest interest for the trade press.

4) The project is a breakthrough effort that will draw the attention
of clients, media, and competitors.

Risk Modeling 209



Afterwards, objective statements must be established to clarify whether
they fit on the scale established in the previousstep. This process takes
time since each risk area must be examined and analyzed to ensure that
the objective measures accurately reflect the risk or opportunity areain
question.

m Determine the range of scores for the outputs. Each impact value should
be multiplied by the lowest probability value to establish the lowest
possible score for each risk and opportunity area. All low risk scores
should be summed to establish the lowest possible risk score. All low
probability scores should be summed to establish the lowest possible
opportunity score. Thereafter, each impact value should be multiplied
by its highest probability value to establish the highest possible score
for each risk and opportunity area. All high risk scoresshould be
summed to establish the highest possible risk score. All high proba-
bility scores should be summed to establish the highest possible
opportunity score.

EXAMPLE
Risk area: Technological novelty Opportunity area: Trade press

Impact weight: 4 Impact weight: 3

Low score: 1 Low score: 1

Risk score (Low):4x1=4 Opportunity score (low): 3% 1 =3
High score: 4 High score: 4

Risk score (high): 4 x 4 = 16 Opportunity score (high):3 x 4 = 12

m Create a graphic display for the outputs. The model can be mapped
to avariety of graphic displays, ranging from the ESl model (page 207)
toasimplegrid to ascatter diagram (Figure 27). (A scatter diagram is
appropriate if all individual risk and opportunity answersare to be
displayed on the grid rather than merely the summed score.)

m Test themodel. Once all impact valuesand probability metricsare
established, the model can best be tested on old projects perceived as
high risk—high opportunity, high risk—low opportunity, low risk—high
opportunity, and low risk—low opportunity. The model's questions
should be completed based on the perceptions for the project when it
began rather than after completion. If built properly, the model should
accurately reflect the levelsof opportunity and risk as established after
the project was completed.
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Figure 27. Scatter Diagram Example

Model Application

Apply the tested model to new projects. When a project isconceived,
project team membersshould host a meeting to evaluate the new
project in the context of the questions in the model. They should mark
each of the correct objective statements and score the project in the
model accordingly.

Score the project. Based on the scoring practices created for the model,
the new project should be scored for total risk and total opportunity
scores. The scores should then be mapped into the model's graphic.

Communicate the score. Asrisk models are frequently a component of
go/no go decisions, the information developed should be sent to the key
decision makers on the project tofacilitate their efforts in deciding
whether the project is viable. The entire score sheet should be retained
for historic purposesin determining long-term model accuracy and the
need for adjustment.

Use of Results
Risk models can be used to—

s Communicate relative levelsof risk to senior management and project

decision makers

m Establish or defend the need for contingency funding on a given project

based on its overall risk and opportunity scores
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m Challenge assumptionsas to relative levelsdf risk and opportunity that
marketing or technical personnel may make

s Present an argument for certain levelsof support or reward based on
project complexity, opportunity, and risk

Themodels applications are as varied as the organizationsthat use
them, but their primary use issimply to create a situation where risks can
be consistently evaluated within a given organizational climate. In the
nascent daysof a project, risk isall too frequently assessed according to
the individual perception of the most effective negotiator. The model is
designed to mitigate some of the personality issuesassociated with risk and
to encourage asignificantly higher level of consistency.

Resource Requirements

The resource requirements to develop the model are significantly greater
than those required merely to apply the model. Although model
development requires inputs from senior project personnel and senior
management personnel, model application generally requiresinputs only
from those individualswho understand the nature of the project in
question. Apart from personnel needs, the only other needsfor both
applications are database capabilities to store and maintain outputs from
the model.

Reliability

Risk models have reliability only when applied consistently within the
organization. The challenge in many organizationsis that individuals
attempt to modify the metricsto color the perspectiveon their individual
project. That defeatsthe purpose of the model aswell asits ability to
interpret the information accurately. However, when applied properly and
consistently over an extended period of time for multiple projects, the
model hasincreasing reliability.

Selection Criteria

Aswith each chapter on techniques, risk modeling is assessed using
selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare risk models with other techniques,
review Table 6.

Resource Requirements

m Thecost associated with implementing risk modelsis extremely limited.
The resource time commitment consists of the time required to review
the project in the context of the risk model.



m There are no special equipment needsfor this technique becauseit
is primarily asmall administrative burden. For proper facilitiesand
equipment, the only requirement isto find the files, databases, or
shelves housing the information to support the model and store its
outputs.

m Thetime needed to implement risk modelsis very short. Very little timeis
involved beyond ensuring that the information required to assess the
project against the objective metricsisavailable.

m Risk modelshave extremely high ease of use. Theintent isto providea
quick snapshot of the project in terms o both risk and opportunity.

m The project manager's time commitment to the models is extremely low
because developing the responsesto the objective statements is
generally quick, easy, and readily completed.

Applications

Project risk models can be used in some application categoriesin Table 6.
In some of the applications, risk models are effectiveonly if they are
applied on aregular basisin project reviewsand midterm assessments, as
well as at the beginning of the project.

m For project status reporting, project managers may find risk modelsvery
effective in determining the relative status of a project's risks and
opportunities when compared to earlier assessments.

s Major planning decisions can definitely hinge on outputs from risk
models. Risk modelscan be applied to establish go/no go decisions, set
up contingency funds, or determine appropriate courses of action to
improve relative risk and opportunity scores.

m Contract strategy selection may also be tied to the risk model. Firm-fixed-
price contracts can be used with those projects that have lower risk and
higher opportunity, whereas cost-plus contracts may be more appro-
priatefor those where the organization would have to assume higher
risks and less opportunity. The model can provide early indicators of
which tendencies the project may display.

® Risk modelsdo not support milestone preparation.

= Intermsof design guidance, risk modelshave very limited utility, unless
multiple risk and opportunity questions are directly focused on design.

m Risk modelsdo not directly support source selection.
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» Risk models may support budget submittal. If the risk model is used to
establish levelsof a contingency fund by percentage or score, then the
risk model can be crucial to proper budget submittal.

outputs

Outputs from arisk model are the completed model questionnaire and the
graphical outputs thereof. Some organizations maintain risk questionnaire
responsesas a meansto discern what areasof risk exist in a project (rather
than ssimply relying on the overall score).

m Accuracy of therisk model is high if the model iswell established and
has historically been applied to a variety of projects.

m Theled o ddail obtained through risk modelsislow. Although the
risk model analyzesa variety of categories, it does not explore the detail
associated with a particular project. Instead, it consistently examines
risk areas across projects. And although that focus has value and can be
highly indicative of relativerisk levels, the level of detail isdight.

= The utility of risk modelsrestsin their consistent application. If they are
used consistently acrossthe organization and are used to evaluate
relative levelsof risk or capability, then the utility is high.

Summary

Thekeysto project risk models are consistent application and a clear
understanding of the tool's role. The risk model will not develop detailed
listsof highly project-specificrisks. Instead, the risk model will providea
scoring system and a metric that can be applied effectively to make go/
No go decisions, establish appropriate contingency reserves, and ascertain
areas of heightened concern or interest. Consequently, it isageneral
evaluation tool and should be treated as such.
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ihapter 24
_flonte Carlo Simulations

Thistechnique takes cost and schedule risk into account not just for
individual activities but alsofor the entire project. In many cases, there is
the temptation to assume that all project risks must be accounted for in
the worst case. This technique, however, takes a more holistic approach.
Thetotal project cost risk and the total project schedule risk are usualy
expressed as a cumulative probability distribution of total project cost and
total project schedule, respectively. Such distribution information can be
used to reflect project risk by computing the probability that the project
will be achieved within particular cost or schedule targets. It can aso be
used to assesswhat level of funding or schedule would be required to
virtually guarantee success.

A computer is necessary to use this technique because the analysis
requires many repeated computations. Most of the software packages
(for example, Risk+ and @Risk) conduct both cost and network analysis
simultaneously, whereas some tools (@Risk for Excel, for example) can
perform just cost analysis. Input data requirements for such models are
significantly less than cost/schedule analyses.

Technique Description

The technique usessimulation analysisto establish relative levelsdf risk.

In Monte Carlo analysis, uniform, normal, triangular, and beta distributions
are used to assign risk values to cost and schedul e targetsfor each work
package within the WBS. T he type o distribution applied depends on the
nature of the work aswell asthe nature of the understanding of that work.
However, different distributions require different levels of understanding.

A uniform distribution, for example, requiresonly that one know what the
highest and lowest possiblecosts and durations are. A beta distribution, on
the other hand, requiresafar greater depth of data and understanding.



Monte Carlo analysis usesa random-number generator to simulate the
uncertainty for individual WBS elements. After costs and schedulesare
simulated for each WBS element, they are aggregated to establish a critical
path, atotal project duration, and atotal project cost estimate. This
processis repeated many times. Each time a new set of WBS element costs
and durations are developed is referred to as an experiment. The results of
many such experiments provide afrequency distribution of total costs,
reflecting the aggregate of the cost risks associated with al individual WBS
elements.

When Applicable

This technique applies when the project manager needsto know the
probability that a project can be completed successfully at a given funding
level or within agiven time frame. It also applies when there isaneed to
know what funding level is required to achieve a specified probability of
completing a project. To ensure that this technique can be applied, the
project manager must obtain sound estimates of the cost uncertainty plus
the schedule uncertainty associated with each WBS element. After cost
and schedule estimates are already in place at the work package level, this
becomes a relatively quick analytical procedure.

Inputs and Outputs

With Monte Carlo simulations, inputs and outputs vary depending on the
models used. As an example of inputs and outputs information, Risk+ and
@Risk (aswell as Primavera's Monte Carlo) can apply varioustypesaf cost
uncertainty against each individual WBS element and then generate a
variety of information types.

For each model run, three elements of data are required:
m Project name
m Monte Carlo samplesize (number of iterations)
m Decision to compute either a partial analysis or complete analysis

For each work package, the data required become more extensive.
Depending upon the type of distribution requested or required, data needs
will vary widely. For instance, uniform distributions will require only the
range of best- and worst-case information for cost and schedule. Triangular
distributions will include the best- and worst-caseaswell as the most likely
targetsfor both cost and schedule. Normal distributions may call for the
mean duration as well as the standard deviations from the mean. I n addi-
tion, beta distribution data will require information on the shape of the
curve aswell asthe mean.
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Some tools allow broader inputs for the work packages, thus requiring
simple confidence levels (expressed as percentages) for cost and schedule.
In these cases, either a uniform or normal distribution is generally applied,
with the single-point cost or single-point schedule estimate as the median
or the mean.

The outputs from the toolsare similar to those in Figure 28. These
outputs show that roughly 53 of the samplesfall into the range near
$122,388 (the mean). That type of information is used to develop the
probability curve and the histogram. Each bar on the histogram represents
arange o roughly $5,000. Asyou can tell by examining the histogram, the
odds of project costs coming in at less than $115,000 are extremely low
(about 10 percent).

Date: 8130104 11:08:38 a.m.
Number of samples: 100
UniqueID: 1

Name: task 1

350 10

316 [02]

280 08

245 0.7
Sample 210 0.6 Cumulative
count 175 05 probability

14.0 04

105 03

70 0.2

3.5 01

$104,481 $122,388 $134,266
Total cost
Cost standard deviation: $5.986

95% confidenceinterval: $1,173
Each bar represents $5.000

Cost Probability Table

Probability Cost ($) Probability Cost ($)
0.05 111.542 055 123.953

Figure 28. Cost Risk/WBS Simulation Mode
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Similarly, schedule curvescan be plotted to establish ranges of
probability and risk associated with given schedul e targets. Figure 29
illustrates how schedul e values can be presented in the tool.

16

/  Los
Sample Cumulative
count probabiltity
10- 29- 11-
Oct Oct Nov
Date: 8/ 30

Number of Samples 100

Completion Probability Table

Probability Date probability' Date
0.05 10117 0.55 10/28

Figure 29. Risk Support

These data can how be used to establish reasonable levelsof funding and
acceptable schedule targets. Based on the information in Figures 28 and 29,
project funding would have to be set at more than $130,000 to achieve 95
percent confidence that the project would be funded adequately. To be 95
percent confident that schedule targetswere achieved, the deliverable due
date would have to be moved to November 7. That doesnot mean that the
project will cost $130,000 or be done on November 7. It means, rather,
that based on the simulation, there isa 95 percent probability the project
can be completed within those targets.
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Major Steps in Applying the Technique

The Monte Carlo simulation process assumes some baseline understanding
of project computer simulation tools. Such tools are commercially available
but have asignificant learning curve associated with them. Although
macros can be established in some project management software to achieve
the same goals as aquality Monte Carlo program, the level of effort israrely
worth the investment.

Identify modd input requirements. Depending on the choice of tools, the
inputs required can vary widely. Some tools can take extremely simple
inputs (confidence rangesor high, medium, low risk values) and use
those data to generate an analysis based on predetermined valuesfor
those inputs. Rid« and some other tools have this capability. Other
tools, like @Risk,require more detailed data inputs, including type of
distribution being applied to each task and dataranges. The input
requirements are important as they will significantly affect the data
gathering processes.

Gather data. Those two words capture the single most onerous ele-
ment of applying the Monte Carlo technique for cost and schedule
simulations. Data gathering and organization in Monte Carlo are
significant and time-consuming. Even if only limited data are being
applied, each task must be examined for itsrelative range of risk and
in most cases, the distribution of that range.

Input the data into the tool. As tool utilization increases, facility with
these processesshould increase accordingly. Even so, first-time data
entry effort can be significant. If all appropriate data are in hand, this
step is generally afunction of following any step-by-step instructions
that the tools provide.

Edablish Smulation parameters. Each simulation can take on
characteristics all itsown. A simulation may include asfew astwo
iterations (whichwould have limited utility) or 10,000 or more
iterations (which borderson statistical overkill). The parameters may
also change how the information is examined, whether by classic

M onte Carlo techniques or more current statistical trends (like the
Latin Hypercube, a technique that supposedly takesfewer iterations to
achieve statistical validity).

Run the smulation. For most simulations of any size, running the simu-
lation can be a surprisingly time-consuming effort. A 1,000-iteration
simulation running on afast computer for a several-hundred-task
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project may take as long as an hour or more to churn through all the
data. This often comesas a surprise to novice users accustomed to
computer analysesthat run in the blink of an eye.

m Analyze the data. The curvesthat the tool developsshould be examined
for the insights they afford. This should include identification of the
mean duration, the best- and worst-case scenarios, and anomalous
information provided. Any trends, spikes, or outlying data elements
should be reviewed to determine if they represent anomalies or
information of value.

m Communicate and archive. Communicate the outputs to those who have
avested interest in or some decision-making authority on the project.
Archive theresultsfor later comparisonswith project outcomes.

m Review froma historical perspective. Upon project completion or
at ongoing major decision points, retrieve archived outputsfor
comparison to project outcomes. Take note of the cumulative
probability assigned to the outcome(s) achieved and document them.

Use of Results

The outputs from a Monte Carlo simulation can be used to establish
reasonable cost and schedule targetsor to identify appropriate contingency
levels. The information is used to define reasonable cost levelsor to defend
specific project approaches. Monte Carlo outputs from multiple simulations
with modified variablescan alsoillustrate the influence of those variables
on the project asawhole.

Resource Requirements

The resource requirementsfor Monte Carlo aresignificant in that the
requisite toolstend to be more expensive than conventional project
management application software and because users must have speciaized
expertise to gather data and operate the tools.

Reliability

The mathematics and logic of the Monte Carlo simulation technique are
basically sound. However, the tool isonly asreliable as the inputs and the
interpretation of the outputs also influences the tool's efficacy. The
technique is highly reliable at establishing cumulative probabilities of
schedule and cost targets but is completely unreliable at establishing the
probability of asingle cost or data point. The value of the tool restsin

its ability to set arange. On the other hand, Monte Carlo’s greatest
limitations rest in the challenges associated with obtaining sound and
supportable data.
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Selection Criteria

Aswith each chapter on techniques, the Monte Carlo simulation model is
assesd using selection criteria relating to resource requirements, appli-
cations, and outputs for the technigque. To compare Monte Carlo with
other techniques, review Table 6.

Resource Requirements

The cost associated with this technique includes both the one-time
cost of softwareacquisition (which can range from several hundred to
several thousand dollars) and the cost for a resourceto gather the data
and develop the appropriate scenario to run through the computer.
This resourceis normally a highly skilled analyst.

Asto whether the proper facilitiesand equipment are available, the
answer in many organizationsis no. Although the investment isaone-
time experience, some organizationsfeel that the information delivered
through the tool represents data overkill.

The time needed to implement after the tools and skillsare in placeis,
much as with estimating relationships (Chapter 18), in proportion to
the time required to gather the necessary data.

Theease of use associated with this analysis method is high after afew
hours of hands-on experience if the user has a basic understanding of
distributions, probabilities, and the range of risk. Although available
programs come with instructions, the real challenge is associated with
obtaining and substantiating sound valuesfor al cost element uncer-
tainty information. Idedly, the best sourcefor such information would
be past experience on similar projects, but that type of information is
rarely available.

The project manager'stime commitment isslight (assumingthat the
project manager is not aso the analyst) but necessary to ensure that
team members provide the information to the analyst in atimely
manner.

Applications

Project status reporting represents only asmall fraction of the overall

use of the technique. Only one respondent to a major survey that the
Defense Systems M anagement College conducted identified using this
technique for this purpose. Even so, as the tools become less expensive
and more user-friendly, the application here could readily increase.
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The Monte Carlo model is best applied when major planning decisions
are made. The model providesinsight into the range of possibilities
associated with any given modification to the plan.

Contract strategy selectionand milestone preparationare not applications
that can effectively use the Monte Carlo model.

This technique can be applied in design guidance if the rangesof cost
and schedule implications are required for avariety of different
potential designs.

Source selectionis not a common application, but Monte Carlo has been
applied to examine the cost and schedule rangesfor different potential
vendors based on their submitted costs, schedules, and WBSs.

Budget submittal is also arare use for this technique, although the
Monte Carlo modelswill provide management with clear insight into
the best-case, worst-case, and most likely cost and schedule parameters
for the project.

Outputs

The subjective nature of most input data used to conduct the analysis
determines the accuracy of output results. The more accurate the
inputs, the more accurate the outputs.

The analysis does nothing to increase risk visibility at alower level of
detail. Valuesare computed by aggregatingdetailed information into
overall project cost and schedule risk information.

Theoveral utility of thistype of analysisfor actually identifying risk,
controlling risk, or planning risk responsesis limited. However, this
type of analysis can be used to display cost and schedule risks known to
exist at the cost account level in an aggregate manner (theway some
management executives will want to seeiit).

Summary

This type of analysisaggregatescost and schedule uncertainty due to risk
for any number of work packagesinto adistribution of the cost and
schedule uncertainty for the entire project. It providesthe project manager
with the information necessary to answer the following questions:

What is the probability that the project will be complete for X dollars
or less?

What isthe probability that the project will be complete on or before
X date?
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m How much budget should we assign to this project based on the risk
and our desirefor X percent confidence?

m How much time should we allot for the project based on therisk and
our desirefor X percent confidence?

These are not inconsequential questions. They areclassicsof project
management. They represent the body of knowledgethat many managers
want to have at the outset of their projects.

The challenge in applying Monte Carlo is not understanding the
outputs or even understanding the tools. The challenge stemsfrom
attempting to gather information on likely distributions of time and cost
for individual work elements. There is also risk with Monte Carlo that
derivesfrom the innate complexity and detail in the data outputs. That
detail generatesan auraof certainty, which may or may not be deserved
(based on the quality of rhe inputs).
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thapter 25
Risk Factors

This method issimpleto implement. It consistsof applying risk consider-
ation to the individual work package budgetswithin the WBS. If the risk
input valuesfor the work packagesare in hand, then the effort moves
rather quickly. However, in many casesobtaining sound and dependable
risk input valuescan be a challenge. Often, the input values are based on
quick judgments project personnel make. The method does not include
proceduresfor systematic and scientific development of the needed input
data. Nevertheless, the primary use of the method is to estimate the total
added project costs that might be expected due to risks associated with the
individual work packages.

Technique Description

The basic concept of the risk factor method is to determinefactors, or
multipliers, with which to increase cost estimates of individual baseline
WBS work packages to cover anticipated risk-associatedcost growth. A
reasonable budget above that resulting from the baseline cost estimate is
the objective. The method usesa WBS based on atechnical (deliverable)
breakdown like that shown in Figure 30.
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First, the baseline estimate must be devel oped for each cost element.
Applying whatever considerations are appropriate, arisk factor is estab-
lished between 1.0 (indicating no risk) and 2.0 (indicating so much risk
that expected costs could be twice the baseline cost estimate values). Each
baseline estimate is then multiplied by its corresponding risk factor to
obtain new WBS element cost estimates. These new estimates are then
finally summed to derive a budget that will account for technical or other
risks.

Obtaining sound WBS element risk factorsisthe critical aspect of this
method and may be difficult. Data analystshave scant documentation to
use in substantiating such factors. Because these factors significantly affect
analysisresults, the inputs must be obtained from highly experienced
technical experts. (Inother words, the apparent simplicity of the method
has not relaxed the requirement that the most experienced project per-
sonnel should take key rolesin the analysis.) After preparing a baseline cost
estimate using cost estimating methods, an analyst should be able to
formulate a new cost estimate expeditiously by using the risk factor. The
effort will depend on the difficulty an analyst has in obtaining the
assistanced technical experts and on how detailed the WBS or cost
breakdown is.

When Applicable

O the 57 project management offices responding to asurvey on past and
current risk analysis utilization that the Defense Systems M anagement
College conducted (as part of the original draft of this text), only 6 had
used this technique. Personnel in these six officesfound the technique
useful primarily for devel oping project requirements documentation and for
project planning. The technique is more applicable early in the lifeof a
project when information is not available to apply some of the more
sophisticated risk analysistechniques. This technique is applicable only
when singledata-point estimates, broken out by the work package, are
available. The method's simplicity makesit applicable to even small, low-
cost projects

Inputs and Outputs

One of the primary inputs of arisk factor assessment is a baseline cost
estimate broken out to the work package level. The second primary input
isaset of risk factorsfor each work package. These factors usualy will be
the subjective judgments of experienced personnel who know the project,
its current status, and potential problem areas. Using checklists or watch
listsand the number of items on thelists that apply to each work package
isone way of helping to judge the level of risk associated with each
element of work.
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Outputs of arisk factor application consist of a budget or cost estimate
that isincreased over the baseline budget (or estimate) by an amount
required to cover risk-induced costs.

Major Steps in Applying the Technique

m Obtain project cost estimates. These should be broken down to the work
packagelevel and should include sufficient detail to resolve any
questions or issues about their content. Such estimates should be
available from project planners. Their actual preparation is not
considered to be part of applying this method.

m Identify work package risk factors. Each work packageshould be assessed
to determine the level of additional risk associated with it. That level
of additional cost risk should be expressed as a percentage of the
original estimate and should be added to the task costs to accommodate
additional work resulting from risk. Knowledgeabletechnical and
project management personnel should offer their opinionson these
factors. Analysts should also review lessonslearned for similar systems
to gain insight on how much risk might be involved. If similar tasks
have been performed heretofore and by the same people assigned to the
current project, risk should be lower. It is important to remember that
past projects were aso risky; therefore, any parametric cost estimates
based thereon already may include some cost to cover risk.

m Recalculate project costs. Sum the work packagesand their risk factor
budgetsto derive a new project cost estimate.

Use of Results

According to the survey o project offices, those offices using risk factor
results found them helpful, particularly in the early development of cost
estimates during requirements devel opment.

Resource Requirements

Resource requirements for this method can vary greatly. Frequently, the
same cost estimator responsiblefor preparing the baseline cost estimate can
also develop the risk factor-adjusted estimates quickly if the appropriate
experts provide the work packagefactorsin atimely manner. However,
applying the method can become more involved as more technical and
other experts are used to derive the individual work packagerisk factors.

Reliability
Thereliability of this technique can vary widdly, both infact and in the

opinion of those reviewing results. Because use of the technique generaly
requires judgments based on limited information, the knowledgeand skill
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of those making judgmentswill greatly affect the reliability of the results.
However, providing documented justificationfor all factor values used
increases reliability. A single cost analyst assigned risk-level factorsfor all
WBS elements without inputsfrom technical and other experts would
likely produce relatively low-reliability results.

Selection Criteria

Aswith each chapter on techniques, the risk factorstechnique are assessed
using selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare risk factorswith other techniques,
review Table 6.

Resource Requirements

m Thetime required to develop activity-by-activity breakdownsaof the
cost estimates, coupled with the time spent in obtaining WBS activity
risk factorsfrom qualified experts, generaly drives the cog of the
technique.

m The propa fadliiesand equipment for the technique consist of a persona
computer loaded with project management and spreadsheet software
applications.

m The resourcetime spent in gathering data and assessing risk factors
from experts drives the time neded to implement the technique much as
it doesthe cost.

m After data are developed, the technique has relatively high eese d use.
The project manager must review the computations and apply them.

m The project manager's time commitmeant normally consists of tracking
down the correct experts to provide risk factorsfor each activity.

Applications

The method applies to product and service projects of virtually any size but
can be used only when a cost estimate broken out by work packageis
aready available. It can quickly provide a systematically derived estimate
of required funds to cover risk-related project costs. However, the method
is best applied when project personnel with experience on other projects
are available to provide judgmentsregarding the level of risk involved with
each work package.

» Prget datusreparting is a reasonable usefor this approach becauseit
providesan estimate of the total funds required to complete the
project. That figure, along with actuals to date, provide the project
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manager with the baseline status, current status, and potential status of
the project at completion.

Theresultsd the analysisdf the technique, asdescribed in the previous
paragraph, may also drive major planning decisions.

Contract strategy selection and milestone preparation are not typically
applications for this technique.

This technique can support design guidance only from the perspective of
the cost implications of different design recommendations.

Source selection is not a prime application for risk factors because this
technique requiresafully developed, comprehensive WBS. Normally at
this preliminary stage, such information is not readily available.

The technique can support budget submittal only if the budget is being
developed comprehensively from the bottom up in the WBS. If an
exhaustive WBS is not developed for the budget, then the technique

will not apply.

outputs

Theaccuracy of thistechnique isadirect function of the expertise of
the experts providing datafor inputs. This model isthe classic example
of a"garbagein/garbage out" scenario. If the information provided is
less than sound, the outputs will have alow accuracy level. To the
contrary, if the experts have extensive experience on similar efforts, the
accuracy of the method increasessignificantly.

The level of detail islow for risk factors because the technique focuseson
a projectwide, rather than a task-by-task, perspective.

Theutility of the technique is high aslong as the correct goadsare
sought. If the project manager islooking for project-wide information
and a perspective on the overall costs associated with remaining risks,
the technique isideal. For other goals, though, it would be somewhat
inappropriate.

Summary

Thisanalysis method has been used widely to develop an estimate of the
fundsrequired to cover added costs resulting from the individual risks
associated with specific work packages. It isdesigned not to analyze
potential task-by-task overruns but rather to analyze the aggregate overruns
for the project, as some of the risksidentified will come to pass and others
will not. In the long term, however, the method balancesout those risks
that do become problemsand those that do not in establishing a
reasonable, whole-project estimate.
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hapter 26
lisk Response Matrix

In risk response devel opment, one of the key challengesisfinding strategies
that will not take longer to implement than the project itself. Therisk
response matrix addresses that concern by affording individualsand team
membersthe opportunity to analyze and generate strategiesthat deal with
multiple risksand cause thefewest problemsin terms of other project risk.

Technique Description

Therisk response matrix isagrid the team creates that listsriskson one axis
and strategieson another. Thegrid is then populated by plus and minus
signsto reflect positive and negative influence on other risks. Ideally, the
grid should include the standard risks of cost and schedule. The risksand
strategiesare juxtaposed as shown in Figure 31 on the following page. For
more in-depth analyses, an additional set of grids can be placed across the
top of the grid to encourage evaluation of the risk strategiesin the context
of other strategies, thus creating a diagram not dissimilar from the famed
"housedf quality" used in quality function deployment (QFD). This
expanded type of diagram isshown in Figure 32 on page 233.

Inthe matrix example, it is possibleto see that only one strategy has
been developed for the "' no viable names" risk, and it isthe same strategy
that helps mitigate at |east one copyright issue. It isaso evident that writing
thesitein HTML code will mitigate a host of risksand may actually save
time and money. Some Web designers, however, would argue that the site
will tend to be unimaginative as aresult (which illustrateshow the matrix
can help inidentifying new risks based on risk strategies).

The addition of the roof to the matrix illustrateshow the diagramcan
highlight potential relationships among the strategies. I n this instance, a
browser at the 7.0 level can apparently handle HTML code with ease and
the two should work together favorably. But the 7.0 requirement could be a
hindrance for beta tests because some beta testers are apparently operating



onold 5.0 or 6.0 version browsers. The roof highlights potential support
or conflict.

The grid is used with alimited number of risksto keep the information
manageable. Ideally, these should be the top priority risksasidentified
during risk qualification or quantification.

. No viable names will be | !
[ available, so traffic will be | +
significantlyreduced

Legal challengeson copyright |
issues could occur, tying up the +
site in court

|
| Web site could generate too much | |

traffic, causing serious downtime + +
and server errors

|

| The code behindtthe site could be
too ornate, and upgrades may not + +
|be possible

A programminglanguage could
| be included that does not work
well through corporate firewatls, + + +
; causinga loss of business

Project will be overbudget + - + - +

Projectwill be late + _—

Figure 31. Risk Response Matrix
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available, so traffic will be
significantly reduced

Project will be overbudget

Figure 32. Expanded Risk Response Matrix
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When Applicable

Thegrid is applied after the project team hasidentified and quantified risks
to establish those that are the greatest concerns. It is best applied when the
skillsand insightsof the entire team can be exercised since team members
may have widdly different perceptions as to what constitutes a correspond-
ing strategy or aconflicting risk approach.

The grid should be applied whenever risk strategiesare being evaluated
and should be a part of any strategy assessment or mgjor risk reassessment.

Inputs and Outputs

The inputsfor the tool include the prioritizedrisk listing that has been
whittled down to the top 5 to 10 risks. The inputs will also consist of
multiple strategiesfor those risks, allowing team membersto review them
in the greater context of the project, itsother risks, and other strategies. In
addition, the inputs incorporate the team members evaluations of the
implications of the risks and risk strategiesin the context of the other risks
and other risk strategies.

The outputs are completed grids, which can then be interpreted to
determine which risk strategies address the greatest number of concerns
with the least impact to cost and schedule.

Major Steps in Applying the Technique

m Construct the grid. Before beginning the data gathering, it is reasonable
to generateagrid in which all the appropriate risk control information
will be placed. The grids (like those used in Figures 31 and 32) should
list both " Project will be overbudget” and "Project will be late™ as risk
events. These standard elements are recommended for each grid since
risk strategies should dways be assessed for their potential rolein
generating schedule delays or cost overruns.

m Gather the prioritized risks. Actual prioritization of the risk events should
have been completed using another technique, such as expected value
or asimple"high-high" sort. Thetop 5 or 10 risks should be listed on
the left side of the grid (asdepicted in Figure 31).

m Identify multiple strategies. Ideally, multiple strategies should be
developed for each risk in thelist. This can be accomplished by
reviewing the basic options of avoidance, acceptance, mitigation, and
deflection for each risk event. The key isto expand thelist of available
options and establish the broadest possible range for risk control
opportunities. As the strategies are identified, they should be arranged
in the boxes along the top of the grid (asdepicted in Figure31).
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Assess the strategies' impact on the risks. Even though a strategy may
have been created primarily to resolveor deal with asinglerisk, each
strategy should be evaluated for its own potential impact on the

other risk eventslisted. Risk strategiesfrequently have unforeseen
conseguences (both favorable and unfavorable) when considered
against the project's other risk events. To document the influence of
therisks, aplussign (+) can indicate when arisk strategy will have a
positive influence on arisk event (for instance, a plussign next to
budget overrun would indicate that the strategy would likely reduce
overall cost or minimizethe possibility of budget overruns). A minus
sign (=) can indicate when a risk strategy might have a negative
influence on the risk event (for example, aminus sign next to schedule
delay would indicate that the strategy will likely add to the schedule or
increase the probability of delays). Some users put zeros in sectors
where the risk event has neither a negative nor positive influence.
Other usecirclesto indicate the risk strategies deemed to be optimal
for the situation.

(Optional) Assess the strategies impact on other strategies. This step is
often undertaken as a matter of course rather than as aformal step in
the process. However, to formalize it, some userswill put the roof on
the diagram to illustrate possible connections among risk strategies.
The process is much the same as the previousstep with the difference
being that the evaluation isdesigned to determine whether the risk
strategy will make it easier or more challenging to implement other risk
strategies.

Sdlect the strategieswith the greatest overall positiveinfluence. Although
this isasubjective decision, it is tempered by virtue of the tool's
indications that some risk strategies have a broader span of influence
than others. Thus, by determining which risk strategiesin general are
the most beneficial and have the least negative influence, it is possible
to review options in the context of the project's overall risk
environment.

Select secondary options. T he obvious advantages of one set of risk
management options developed using the tool may render this step
moot. However, since management and team membersfrequently
prefer to decide which are the best available options, a set of options
should be identified as the logical alternatives to the primary selections.

Sdlect optimal risk management actions. With the options and information
in hand, either the project manager or the team should determine
which strategies have the greatest overall positive influence and should
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therefore be deployed on the project. |mplementation should be
expressed as work packages and should be incorporated into the WBS
or the project plan.

Use of Results

Outputs from the matrix can be used in basic decision making or to present
information to upper-level or executive management to facilitate their
decision making. However, the information ultimately needsto be
captured, reviewed, and presented to build organizational support and
acceptance for the risk management options selected.

Resource Requirements

The resource requirementsfor the technique are somewhat limited,
although those individualswith a history of creative risk intervention
should be welcomed in this process. The primary resources required for this
approach are participants who are willing to provide inputs and offer
insight on the optimal risk approaches and options. One key physical
resource requirement isalarge wall on which to post the flip chart pads
that depict the grid to encourage a comprehensive perspective on which
options will work in this environment and which will not.

Reliability

The approach issurprisingly reliable as it forcesalevel of assessment on
risk response development that frequently does not occur at all. Because it
adds alayer of checks on the process, the risk response matrix creates a
more reliable process. Still, there is never an assurancethat al possiblerisk
responses have been reviewed since the responsesare asdiverseas the
participants themselves. This technique ensuresthat considerations have
been made for the bulk of the available options.

Selection Criteria

Aswith each chapter on techniques, the risk response matrix technique
is assessed using selection criteria relating to resource requirements,
applications, and outputs for the technique. To compare using arisk
response matrix with other techniques, review Table 6.

Resource Requirements

m The cost of the technique isafunction of the time commitment of the
participantsin the process. Although the effort is occasionally tedious,
it does not consume an excessiveamount o time. Thus, the cost is
relatively low.
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The proper facilitiesand equipment for the technique consist of flip charts
or erasable boards sufficient to create the grid and input the data. Some
project managers may opt to capture the information after the session
using adigital camera as supplemental equipment.

The resource time expended in gathering data and cataloging the
information on the grid drives the time needed to implement the
technigque, much asit doesthe cost.

The tool has high ease of use asits application is primarily intuitive.
However, the tedium of completing the grid sometimesdisguisesthe
minimal effort required for its application.

The project manager's time commitment normally consists of seeking the
correct experts to provide inputs and evaluate the strategies across
multiple risk events.

Applications

This approach can be applied to virtually any type of project but will work
only on arelatively small number of activities. One key to successisto
ensureit isapplied to alimited number of activities smultaneously. Thus,
the tool is best applied after the top 5 to 10 risk events have been
established.

Therisk response matrix does not support project status reporting. The
matrix is an ideation and decision-making tool rather than atool for
gathering data on past performance.

The matrix may drive major planning decisions. Becausesuch decisions
rely on a breadth of background and information, the insights gener-
ated using the matrix can provide a distinct tactical advantage in
determining which decisions are the right ones.

Contract strategy selection can get modest support from the matrix
becausedifferent contract strategies can be seen asdifferent risk
management approaches and thus be loaded into the matrix. In that
regard, the matrix can be most effectivein helping to determine which
risk responses represent the most viable optionsin terms of contract
strategy.

The matrix does not support milestone preparation.

Aswith contract strategy selection above, the matrix supportsdesign
guidance if and when the different designs are integrated as potential
risk responses into the matrix itself.
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Source selection is well supported by the tool. That support comes
when sourcesare identified as potential risk responsestrategiesand are
integrated into the matrix. From that perspective, risk responsescan
be assessad as more or lessviable in terms of overall project

risk mitigation.

The technique can support budget submittal only by virtue of the costs of
individual risk responses. Because the tool helps ascertain the optimal
responses, those responsescan then be evaluated for potential budget
impact. That can be expressed either as budget line items (for the risk
responsesthat are incorporated into the WBS) or as a contingency (for
the risk responsesthat may be deployed at some later date if the project
conditions change or meet certain criteria).

Outputs

Theaccuracy of thistechnique islargely afunction of the expertise of
the experts providing the datafor inputs. If the experts are creative and
experienced in developing risk strategies, the opportunities here are
virtually boundless. Asthe risk responsesare spelled out in greater
detail, the tool becomesmore accurate. The more detail written into
each risk response, the more accurate the tool becomes. However, the
tool becomes highly inaccurate if the risk responses applied here are
only one or two words. | n such instances, there isadistinct tendency to
make the responses moreinclusive (that is, to claim that the responses
will solve more risksthan they actually will).

Thelevd o detail ishigh as numerous specific risks are addressed at the
work packagelevel.

The utility of the technique ishigh. The tool can be applied at virtually
any point in the project aslong as the risk events have been identified
and prioritized. T he technigque can be used both to discern new
strategies and to present those strategies to the team or management.
And the tool, if used as presented in Figure 32, affordsthe ability to
review risk responsesin the context of the other responses.

Summary

Thistechnique isthe model of practicality in risk response development. It
affords clear understanding of project risks, the options available to respond
to those risks, and the most viable and practical of the options. That
breadth of capability israre. And because the tool isrelatively intuitive,
that breadth of capability is something that can readily be applied at a
variety of levelswithin the organization.
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erformance Tracking
and Technical
Performance
Measurement

A U.S. government report on technical risk devoted much discussion to
examining the importance of managing the technical aspects of a project.
However, measuring technical risk on any effort that involvesfurthering
thestate of the art isdifficultand can involve significant risk itself.
Performancetracking is conducted by establishing exacting performance
criteriafor al aspectsof the project and assessing them against the
acceptable ranges around those criteria. Some concrete measurementsthat
are available can be useful in measuring technical progress against preset
goasdf projects.

Technique Description

The performancetracking technique advocates using a technical risk
assessment report, which is updated periodically. T he report is based on
working-level data but is intended to provide an overview of current trends
and status. The technique usesa set of standard technical indicators proven
to be effective measures of technical performance. In addition to the
standard measures, the analyst aso devel ops project-unique technical
indicators. Each indicator hasclearly defined performance projections and
preset alert criteria. Standard indicators are shown in Table 11 on page 240;
asampleindicator is shown in Figure 33 on page 241.

When Applicable

Thistechnique is most effectivewhen objective and quantifiable criteria
are established. The technique is best used to manage near-term require-
ments, but with minor modifications, it can be implemented on any type of
project. It can also be used in conjunction with more elaborate probability-
driven risk models to examine corresponding cost-and-schedul e effects of
current technical performance.
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A Worstcase
» Moet lkely etlrete
— — Raduction plan

Purpose To show worst-case and most e y wat tme
estimates compared wnh spec f ¢ goal and red.ction pan

| Data ground rules: |

» Most likely estimates for system based on sum of most |

Wait Time
likely estimates for subsystems |
|

= Worst-case estimates for system based on sum of worst- |
case estimates for subsystems |

Alertzones:
= Green. Both estimates less than red.ct.on pan

= Yelow Worst-case estmate greater man reauction pan
Rea: Most likely estimate greater than reduction plan

Figure 33. Sample Indicators

subcontractors. It aso requiresthat subcontractors participate in managing
risk (agood benefit). The outputs can be in the form of risk management
reportsor briefings. The contentsshould include an analysisof each indi-
cator's current performance and longer-term trends.

Major Steps in Applying the Technique

Onedf thefirst stepsin adapting the technical risk assessment method to
track risk performanceisto choose indicators that can be applied to the
development project. If the project were aircraft construction, weight and
szewould always be significant indicators. On the other hand, weight and
szemay not be regarded asimportant factorson asystemto be installed in
abuilding. Many standard indicators (Table 11) can be used on develop-

ment projects, and the utility of certain indicators will vary asthe project
progresses.

The selection should include indicatorsfor the entire project, as
well asindicators especially for the subsystems. T he unusual aspectsof a
developmental project frequently require the use of special technical
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indicators. In the case of space systems, certain indicators are appropriate,
such as the production of gassesfrom the material in the product when
exposed to aspace environment. Examplesof special indicators are listed
inTable12.

Derived from Derived from

Specification Requirements Program Requirements

Performance characteristics: Schedule: Feasibility and
Speed, capacity, accuracy probability of timely accomplishment

Physical characteristics: Memory Resources: Adequacy,
utilization, support requirements distribution

Effectiveness characteristics: Test plan: Sufficiency of planned
Reliability, safety, logistics support testing

Environmental conditions: Procurement factors: Availability
Platform, workstations of multiple sources

Design and construction:
Technology, packaging, materials

Table12. Sample Specid Indicators

Each indicator, whether standard or special, must have ground rules
established for data collection and assessment. These can be in the form of
adictionary and can describethe objective of the indicator, the reason it
was chosen, the use of the indicator, and the procedure when asignal is
generated that indicates a problem isdeveloping. Thedictionary should
have sufficient detail to inform the system operator of the meaning of the
indicator and the relationship of the measurement to risk.

It isadvisableto explain the trends that might be expected during the
lifeof the indicator. Expected values may take many different formsor
curvefunctions but should include traceability to the project goals (cost,
schedule, performance, or variouscombinations thereof). Evaluation
criteria must be set so that they will highlight situations that signal
problems. Color coding (such as red, yellow, and green for high, medium,
and low risk, respectively) can be used as can percentage bandsfor the
same type of message. These bands may vary astime progresses: that is,
getting tighter as completion isnearing or getting more tolerant astime
passesto indicate that arisk isdisappearing. I n any case, the project
manager and any contractors should agree and understand the evaluation
criteria chosen and their significancein order to facilitate rapid corrective
action.

All this planning would be usdesswithout aformal reporting system.
Thiswill vary informfrom organization to organization and from manager to
manager. It may be produced in report form for presentationsto customers
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and management or stored as raw numerical data points. In any case, it must
be in aform that both the contractor and project manager can immediately
usein making critical project decisions. Asin any system that requiresthe
coordinated effortsof amatrix organization,someone must ensurethat the
job isdone accurately and in atimely fashionand that proper decision
makers are informed of risk situations.

In summary, the major steps in applying risk measurement techniques
are asfollows:

m Select standard indicators
m Select specia indicators
m Establish data definitions
m Project expected trends

m Set the evaluation criteria
m Plan the reporting system
m Assignresponsibilities

m Ensurethat the job isdone accurately and meets deadlines

Use of Results

Technical risk assessment reportsfurnish information needed to start any
action to correct potential problems. Each indicator should befirst exam-
ined separately and then again in related groups of indicators. In using the
results, analysts must simultaneously consider thefactorsof cost, schedule,
and technical risks.

Resource Requirements

This technique requires personnel with knowledgeand skillsin highly
specialized technical areas. The data received are derived from many
functional groupsand must be analyzed by people who have skillswithin
the variousfunctional areas. Thisdoesnot mean that each functional risk
assessment area requiresafull-time person. It does mean, however, that
each functional area may have to contribute expertise.

Reliability

To have areliable technical risk assessment, all major participants must
understand the importance of the assessment and must be actively involved
in establishing and implementing the system. Each team member should
participate in the initial assessment of the project'stechnical risk and help
select indicators to be used in tracking the risk. These same people should
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provide updatesfor each reporting period. Raising problemsearly alows
the manager to take action, precludingfailureor at least tempering risk.

Supplemental Information

Performancetracking is not new. It has existed in one form or another for
many years but has recently surged in popularity and use. Many variations
on the theme are presented in this discussion. Control isone of the most
critical elements in risk management, and performance tracking is one of
the most effectivecontrol techniques. Another variation of the method is
fully integrated performance measurement. This is a capability being
developed to integrate technical, schedule, and cost performance. It aso
providesearned val ue performance measurement capability to project
managers who are not getting formal performance data from their
contractors or team. The major stepsare described in the following
sections.

Technical Performance

m |dentify specific technical parameters (based on the project's objectives,
plans, and specifications) and their valuefor performance, producibility,
quality assurance, reliability, maintainability, supportability,and so on.
A few examples (for an aircraft) are shown in Table 13.

m Relate each technical parameter to specificWBS elements whenever
practical. Many will relate only to the total system level, but quite a
few will come from the specifications, which should match the WBS.
In Table 13, for example, the topic of facility square footage under
producibility could be aligned with either an existing WBS activity
(such as"Lease construction hangar') or under a separate analysis
activity designed exclusively for performance tracking (such as
"Evaluate hangar sz€"). A typical parameter might be "Hangar size
is not to exceed 45,000 square feet."

s Define specific methods for cal culating, measuring, or observing the
value of each technical parameter. For example, it isimportant to
clarify the parameters of how calculations will be derived: "Hangar sze
evaluations shall include all building squarefootage used in the actual
construction of the aircraft, including all storage areas and housing
facilities that are adjacent to thefacility.”

m Assignaspecificindividual or organization the responsibility for
managing each technical parameter and the progresstoward achieving
the goal value. Returning to the example of the hangar, asingle team
member from the maintenance team might be assighed ongoing
responsibility to account for any space utilization modifications that
occur as the project progresses.
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Performance

Speed (kn)

Weight (Ib)

Range (NM)

Power (kW)

Turn rate (deg/sec)
Takeoff distance (ft)

Producibility

Capital ($)

Human resources (number of people)
Facilities (sq ft)

Material ($)

Equipment (machinery required)
Schedule (time)

Climb rate (ft/sec) Risk (1.0-2.0)
Accuracy (ft)

Radar cross section (sq ft)

Quality Assurance Reliability

Scrap, rework, and repair (% of labor)

Yield (% of first-time inspection successes)
Supplier rating (%)

Quality costs ($)

Customer satisfaction (0-1.0)

Software lines of code (LOC) in violation
per 1,000 LOC

Supportability

Parts inventory ($)

Costs ($)

Resources (human, equipment, facilities)
Modularity (%)

Operational availability (%)

MTBF (hddays)

MTTR (hrldays)

Mean time between failures (MTBF)
(hridays)

Mean time to repair (MTTR) (hrldays)

Probability of component/assembly failure
(0-1.0)

Life-cycle analysis ($)
Design-to-cost ($)
Maintainability

Standardization (%)

Modularity (%)

Update ability (0—1.0)

Special equipment ($)
Frequency (how often, how long)
Costs ($)

Table 13. Fully Integrated Performance Measurement—
Typicd Technica Parameters

Schedule Performance

m ldentify or create specific schedule events where the calculation or

observation isto be made.

m Determine values or conditions to be achieved at each milestone.
In addition, set atolerance or alarm value to represent a threshold

for corrective action.

m ldentify or create a specific schedule event where the goal isto be

achieved.

m Identify whether calculation or observation will be used to assessthe

event at variouspointsin time.
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Plotting the technical performance parameter value against time creates
avisua portrayal of the relationship between technical performanceand
schedule (seeFigure 34 and Table 14).

Cost Performance

m Assign budgetsto each technical performance parameter. These
budgets may be real and add up to contractual values, or they may be
hypothetical units created just to determine relative weights. These
budgets can be assigned in many different ways, the only requirements
arerationality, traceability, and consistency.

Category: Quality assurance
Factor: Scrap, rework and repair
Goal: 1%

Method of Calculation

Method of Observation

MeasurementMilestones

Milestone Desired Value Method Rationale
(#3) 6% CALC _
(#4) 5% CALC R
—_(#6) 3% CALC J—
(#7) 3% OBS JE—
__ (#8) 2% OBS e
(#9) 1% OBS —_—
|
6 - A |
5 —
Scrap 4 | .
% of :
Labor 3 - | ~ -
|
2- |
I
1
|
0 5 A oo ad
#3 #4 ] #5 H7 #8  #9
1
L]

F5D Production

Figure 34. Technica PerformanceManagement
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m Distribute the assigned budgetsto each of the measurement milestones
based on the engineering judgment of the percentage o the total value
associated with each milestone.

m Useconventional earned value techniques to measure accomplishment
(such as 50-50 milestones).

m Apply the schedule performance index to appropriate activities in the
resource-loaded network to determine the cost impact of the technical
and schedule performance.

10 ! Ops!

Development Project Production Project
Spec Specific Milestones Specific Milestones
or
Parameter Goal|1|2|314l5|6|7|8|9|
| I
“Performance '
Parameter 1 {Vgoa |Voacc Voss |Voss |--coa
Parameter 2 |y Veare|Voes | Yaon
Parameter 3 |Vgoa Veac Vors Voes |Vaoa,
°
°
Quality Assurance . ! ! !
1 L] L)
|SCRAP Taoa [Beace [Boc 3cac |Jons |208s |Toms |
Factor 2 Veoar VCALC Voss VOEAL
Factor 3 VeoaL Veae Veaie Voss |Vaoar
°
°
Reliability
Parameter 1 Veon |Vear Veae Veae Voss [Voss |Voss |Vaoa
Parameter 2 Vgon,
°
°
Maintainability
Condiion1  Cggu, C, G, G, Ceont
Condition 2 Ceon. |C C, Cs Coont
°
°
Supportability
Condition 1 Cion c, c, C,
o L
°
Producibility
Parameter 1 Vo, [Veae Voss Voss VeoaL
Parameter 2 Vg, VCALC Voss Vooal

Table 14. Technical Performance Schedule Milestones
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A quick example may help clarify the technique. Asshown in Table 14,
Performance Parameter 1 hasa numeric goal. A method for calculating
progress against the goal has been derived. At Specific Milestone 1,
progress against the goal is calculated (CAL C). By Specific Milestone 3,
progress against the goal can be observed (OBS); and by Specific Milestone
5, the goal should be attained (GOAL).

Selection Criteria

Aswith each chapter on techniques, performancetracking is assessed using
selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare performance tracking with other
techniques, review Table 6.

Resource Requirements

s Thecost of the performance tracking technique islimited if the systems
areaready in placeand it is maintained on an ongoing basis. Setting
up theinitial indicators issomewhat time-consuming and should be
done with exacting care.

m The proper facilitiesand equipment are limited becauselittle more than
aspreadsheet is required to track the data and maintain accurate
project records.

m If theentire team and the project manager commit to performance
tracking from the beginning of the project, their time needed to
implement will be minimal on an individual basis. Collectively, however,
the time appears more significant. If the project manager decidesto
implement performance tracking at midproject, significant initiative
with extensive time commitments will be required.

m Theeas of use of thetechnique isafunction of theclarity of the
instruction the project manager providesfor the effort. Although
performance tracking is not overly complex, it doesrequire clear
direction for the uninitiated.

m The project manager's time commitment for the effort primarily stems
from ensuring total involvement (including all team membersand
contractors) in the process.

Applications

This technigue can be used in most categoriesin Table 6. Because the
technique focuseson monitoring progress after an item is assigned, using it
in the resource allocation processis o little value.
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Project status reporting is akey asset of this technique. Although there
are schedule tracking tools (like earned value) and cost tracking tools
(like budgetsand interim reports), performance tracking affordsthe
project manager a means to quantify and report on quality and
requirements achieved. No other toolsgo to quite this level of depth
in establishing specificvaluesfor the activities as they relate to the
requirements.

The resultsdof performance tracking can drive major planning decisions
because the information derived from the technique points to areas of
organizational expertise and weakness. Since most organizationsstrive
tofind projects and approaches that take advantage of their strengths,
performance tracking is an excellent technique for identifying what
those strengths may be.

Contract strategy selection both supportsand is supported by performance
tracking. The strategy to support performance tracking will incorporate
the vendor's or subcontractor's detailed reporting to mirror the systems
the host organization deploys. Performance tracking supports contract
strategy selection by building, over time, a historic database that
includes information on how the organization has performed against
specific types of activities and, therefore, in relation to specific types of
subcontractors and vendors.

In milestone preparation, performance tracking allowsfor a completely
different type of milestone. Rather than identifying milestonesfor a
percentage of schedule achieved or a percentage of costs spent,
performance tracking allowsfor milestones devel oped against degrees of
anticipated customer satisfaction achieved, based on performance to
date. It can be used to establish triggers and thresholds for risk, which
can then be converted into project milestones.

Design guidance is supported in much the samefashion as major plan-
ning decisions. Performance tracking identifies strengths, allowing the
project manager to endorse designs that work with the organization's
high-skill aress.

Performance tracking may drive source selection, particularly if there is
an established database of performance tracking numbers. Performance
tracking identifies responsibility for tasks that are at adesignated level
of quality, as well asfor those that are not high quality. This affordsthe
project manager a quantitative measure to apply in assessing past
performance of vendors.

Performance tracking supports budget submittal primarily as an element
of the budget's cost. Project managersneed to account for the costs
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associated with performance tracking. But the development of
performance tracking data gives the project manager a much more
detailed analysisof each work packageand what it will take to achieve
quality with it. Assuch, a budget submitted after an initial performance
tracking review may be far more accurate than one devel oped without
using the technique.

Outputs

In general, the outputs of the technique are very good. If appropriate
indicators are selected, aquantified measure for each potential problem
areaisgraphicaly presented. Thisinformation isextremely useful for
project management as well as management communication.

m Theindicators selected, the measures used to assess those indicators,
and the personnel responsiblefor tracking the performance in the
context of those indicators primarily drive the accuracy of the
technique.

m Most project managerswould consider the levd of detail associated with
performance tracking to be extensive. Because the technique requiresa
thoughtful, painstaking review of each work packageto determine its
contributions to quality outputs, the level of detail is often much
higher than is normally developed in a project without performance
tracking.

m Themain utility of the technique isin tracking project quality and
providing management communication both internally and to the
customer. By tracking all the variousaspectsdf the project and the
deliverables, the project manager can, on short notice, develop
comprehensive analysesof the organization'sability to provide the
deliverables as promised to the customer.

Summary

The performance tracking technique challenges the project team to meet
preordained successcriteriafor each element of the project. Nosingle
significant component is overlooked, and team members clearly understand
what is expected of them. I n many organizations, that isasignificant shift
from an attitude that pushes team members toward an overall satisfactory
deliverable to the customer. Performance tracking propels the organization
toward higher levelsof quality.
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“hapter 28
tisk Reviews and Audits

Risk reviewsand audits can adopt a variety of formsand formats, but there
are sufficient common el ements to discuss them asawhole. The key for any
quality risk review is to acknowledgethat it is acomprehensive review
rather than areview of asinglerisk event in isolation. The objective of a
risk review is to reevaluate the risk environment, therisk events, and their
relative probability and impact. A risk audit isa more exhaustive review
that involvesa task-by-task, risk-by-risk analysis.

Technique Description

For both risk reviewsand risk audits, the technique most often involves
conducting a meeting with team members and any external risk owners
(such as vendors and subcontractors). The meeting isfocused exclusively
on therisks, with an emphasison the elements and perspectivesthat have
changed.

When Applicable

Risk reviewsare conducted at regular intervals, when change is planned,
and when change occurs. T he changes need not be dramatic but rather
only sufficient to change the climate in which the risksoccur. Asfor the
regular intervals, they should be appropriate to the project's schedule and
scope. A project of several yearsin duration may be host to quarterly risk
reviews, whereas a project of two months may have a single midterm review
or weekly reviews, depending upon the organization'sinvestment in the
project and the complexity of the project. The audit entails amore
exhaustive review, normally conducted either at a predetermined milestone
or when a major problem prompts adramatic shift in the potential for
project success. T he audit frequently focuseson the success or failure of the
risk response strategies.



Inputs and Outputs

Inputs and outputs are largely the same asfor the risk processas a whole.
Theinputs include the risk management plan, the WBS, the risk event
listing, and earlier assessmentsof the eventsfor probability and impact.
Outputs are updates to risk documentation, including any changesto the
events, probabilities, impacts, response strategies, or environment.

Major Steps in Applying the Technique
Thestepsin applying risk reviewsand auditsare largely the risk management

processin miniature. A good risk review will includerisk reidentification,
requalification, requantification, and a reassessment of responses.

m |dentify therisks. In arisk review or audit, risk identification includes
both the basic practice of identifying risksusing the WBS or idea
generation techniques, aswell asthe identification of risks based on
project documentation and experience to date.

m Qualify therisks. Establish the probability and impact for each risk
event identified, based on any organizational rating scheme (see
Chapter 22 ). Thisshould include both new risks identified aswell as
those risksidentified in previousreviewsor during the original risk
identification process.

s Quantify therisks. To establish contingency fundsfor any newly
identified seriousrisks, the risks identified as the most significant
(during risk requalification) should be evaluated for their potential
financial impact and their relative probability of occurrence.

m Reassessresponses. Thisisthe most comprehensivestep in arisk audit. It
involvesexamining each risk responseidentified to date and establishing
the level of success, the potential for future success, and any repercus-
sions associated with implementing the strategy. In Chapter 3, The Risk
M anagement Structure, the discussion on watch lists points to how
project management softwaretoolscan be applied to store dataon basic
risk analyses and approaches. If those tablesare expanded, they can be
applied here aswell, using additional text columnsto record response
strategies, outcomes, and follow-up requirements:

Renamed, the fieldstake on adifferent look and now support the
risk audit:

‘ Task Risk Risk Response Follow-up
WBS # | Name Event Response Owner Outcome Required
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On the other hand, in arisk review, the reassessment may be little more
than an examination of the risk responsesapplied to date and an update on
implementation plansfor the near termfor remaining strategies.

m Communicate updates. No risk review or audit is complete until the
findings have been communicated across the organization to those who
need the information and can apply it in the project context. Without
communicating newly identified risks, shifting priorities, and changed
strategies, the risk audit becomesnothing more than an administrative
exercise. It takes on life only when those responsiblefor implemen-
tation are aware of what has been planned.

Use of Results

The results are used in the day-to-day management of riskson the project.
They are a'so used to establish any newly needed contingency funding and
to clarify strategy for handling risk in the near term.

Resource Requirements

A proper risk audit should involve those who have been responsiblefor risk
management on the project to date, aswell as the project manager and any
team memberswho will be taking on new responsibilitiesin the near term.
Thelast group isimportant since they frequently have the lowest awareness
of project risk, and because of their new rolesin the project, may befacing
the most significant (and yet invisible) risks. When team members do not
know what to look for, it frequently remainshidden.

Reliability

The reliability of these practicesrelatesdirectly to the reliability of risk
management as a process. Because this islittle more than a microcosm of
therisk process, it reflectson the reliability of risk management as a course
of action. Thereliability of the audits and reviewswill be high if —and only
if —they are applied consistently. Aswith any effective process, consistency
isessential. If the reviewsand audits are conducted at regular intervals and
carried out consistently as change occursor is planned, then their relia-
bility will be high. If they are conducted on an ad hoc basis, then there will
be afar lower level of reliability.

Selection Criteria

Aswith each chapter on techniques, risk reviewsand audits are assessed
using selection criteria relating to resource requirements, applications, and
outputs for the technique. To compare risk reviews and audits with other
techniques, review Table 6.
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Resource Requirements

Thecost of risk reviewsand audits ties to the levelsdf risk associated
with the project and with the thoroughness of the initial work donein
establishing risk events, their priority, and the responses. The more
documentation and history generated in thefirst cycle through the
process, the more costly the review. Even so, the most exhaustive risk
reviewsand audits will rarely take more than a couple of days time,
except for those projects spanning multiple years.

Proper facilitiesand equipment for arisk review generally include a
location where large volumes of documentation can be spread out for
analysis and/or where there is apersonal computer projection display
to allow for group data sharing. Otherwise, very little equipment is
required.

As described for cost, the time needed to implement the technique isa
function of the magnitude of the risk assessment and response effort.
Generally, a matter of days, at most, should be required for a risk review
or audit.

Risk reviews have relatively high ease of use, but because they follow a
consistent practice, they are sometimes perceived as administratively
onerous. That perception isill-founded, particularly in organizations
where data are well maintained and where processesare pursued
consistently.

The project manager's time commitment for the risk review isthe time
required to assemble relevant project data and conduct the audit itself.
As stated before, the time commitment should be minimal.

Applications

Risk reviews and audits provide strong support for project status
reporting as the reviews serve primarily a status function. Audits
(because o their comprehensive analysesof risk strategies and their
applications to date) provide even more valuable insight into project
work to date, changes in the environment, and efficacy of the overall
risk approach.

Major planning decisions get support during risk reviews because the
reviews provide guidance on which planning decisionsin the project
have been effective and which risk strategies are bearing fruit. A
reassessment of the strategies will facilitate any decision making
required at midproject.

Sincerisk reviews and audits are generally conducted at midproject,
their support of contract strategy selection is extremely low. However,



audits serve a valuable role in helping to identify strategies that may be
more appropriate for future projects of asimilar nature.

m Risk reviewsdo not support milestone preparation.

» Risk audits and reviews can support design guidance, particularly as
they apply to shiftsin approach at midproject. Since risk reviews are
intended to highlight new areasdf risk and new strategies, a thorough
risk review may support any changesin design.

m Although source sdlection reliesheavily on risk analysis, risk reviews
offer support only on those midterm decisionsfor sources or vendors
that may be brought in to address a need not considered at project
inception.

m Asaproject progresses, budgets often need to be reconsidered;
consequently, risk reviews provide strong support for budget submittal.
By establishing any new needsfor contingency funding or to finance
new risk strategies, there isa strong correlation between risk reviews
and any midterm budget assessment.

Outputs

= Theaccuracy of the technique ishigh asit is built on a much greater
datafoundation than the original risk assessments and becausethe
process is more familiar to participants at midproject than it normally
isearly in the project.

m Thelevd o detail associated with the technique is directly related to
the level of detail originally generated for therisk analysis. The more
detailed the original risk analysisis, the more extensive the risk review
will ultimately be.

m Utility on this method ishigh since it is a brief reiteration of the risk
management processin toto.

Summary

Risk reviewsand audits serve a valuablefunction in forcing organizations
tolook at risk in light of new information, changes in the environment,
and the passage of time. Believing that project risk will remain static
throughout the project life cycle is afoolhardy assumption. Risk changes
arevirtually constant. Vigilanceis essential. Consistency affords the project
manager and the team the ability to judify the reviews. To conduct only a
singlerisk analysisat the beginning of the project is analogousto putting
oil in acar once, only when the vehicle is purchased. Conditions change
and risks change. A fresh perspective is sometimesessential.
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hapter 29
ther Common

Cost Performance Reports Analysis

Cost performance reports (CPRs) have become useful in uncovering areas
in which technical problems are causing variances. | n these reports, team
members explain cost and schedule variances using narrative to indicate
the specific problem causing the variance. Many of the variancesreported
can signal risk situations as they are developing, such as late vendor or
subcontractor deliveries. Continuing these typesdf schedule dipscan put
an entire project schedule at risk. Normally, project managersare limited in
what they can do to alleviate these situations except when the sponsoring
organization is causing the delays. In such cases, high-level coordination
with the sponsoring organization can sometimesalleviate problems.
However, this does not dways work. For example, tight control over a
highly speciaized, highly technical subcontractor may not be very effective
and the risk of inaccurate specialty work may add risk to risksin other areas
of the project.

Just as cost variance may drive risk, risk can also drive cost variances.
Cost growth must be considered asignificant risk item. The CPR is
designed to display cost growth as a variance and then to discuss that
variance in termsof cause, effect, and corrective actionsthat might
dleviate the situation.

If the project is using the CPR as a cost reporting tool, it should also be
used for risk assessment and analysis. The discussion of variancesin that
report can contain data vital to risk identification, qualification,
quantification, and responsedevelopment. The report may aso present
new and previoudy undiscovered risks. These risks should then be
investigated to ascertain their effectson the project.



Independent Technical Assessment

An independent technical assessment is nothing more than aformal
technical review that an expert (or experts) in thefield conducts to
determine the project's potential for achieving specificobjectives. An
independent technical assessment requirespersonnel other than those
subordinate to the project manager and, therefore, will dways require the
approval of some higher level of authority. The timing of these reviewsis
critical. If problemsarefound, there must be time to correct them before
any critical milestone reviews. This technique has been cited for sub-
stantially reducing project risk, especially risk associated with multi-
organizational involvement.

Technique Description

A team of expertsfrom outside the project office reviewsa number of
specified aspectsof the project. The team usualy consistsaof senior
personnel who can make timely evaluations of project activities and
progress based on their extensive experience. Team Sze can vary with the
dzed the project and the number of issuesthe team is tasked to review.
The entire processis usudly limited to several weeks of near-full-time effort
on amultiyear project. On asmaller effort or ashort-term project, however,
the assessment may last only aday or two. Thefinal product isa briefingto
the sponsor or manager authorizing the review, aswell asa written report.

When Applicable

This technique can be used to support design reviews. It can also be used to
address perceptions of a troubled project. A good time for an independent
technical assessment iswhen a project is (or is perceived to be) in trouble.
If the trouble isreal, this technique will give the project manager added
credibility and will quiet critics. When possible, such reviewsshould be
scheduled to cause minimum disruption of milestone activities. A ninde-
pendent technical assessment is usually more appropriate during system
development than during actual implementation or production.

Inputs and Outputs

Inputs will vary widdly depending on the issues to be addressed and the
team members expertise. Team memberswill obtain necessary informa-
tion through project team briefings, reviewsaof project documentation,
interviews, and visits to project facilities. The expertise and experience
team members bring with them are important inputs. The most common
outputs are briefings to the sponsor or manager. As appropriate, other
stakeholders may aso be brought into the briefing. The briefing must
addresseach of several criteria or issues defined at the outset of the review.
It should also include recommendations for follow-up action.
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Major Steps in Applying the Technique
Thefollowing procedure iscommon to most independent technical
assessments:

m  Upper management (with control over the expert resources required)
callsfor the review.

m The project manager and upper management specify issuesto be
addressed.

m The project manager and upper management form the review team.

m The team gathers the required information about project objectives,
status, resources, and activities.

m Theteam anayzesthe information gathered.

m Theteam and the project manager present their resultsto the authority
requesting the review and to other appropriate stakeholders.

Use of Results

Independent technical assessmentsare useful for design, contracting,
strategy, planning, and implementation coordination. When review results
arefavorable, project risk is reduced immediately. A n associated benefit is
the ability to meet pending milestone reviews.

Resource Requirements

Two typesof resourcesare required to carry out an independent technical
assessment. First, as many as 10 experts may be needed to form the review
team. (Team size will depend largely on the expertise required and the
magnitude of the project.) The team should include experienced personnel
from the middle-management level or higher. These people should antici-
pate having to commit roughly half their timefor the duration of the
assessment.

In addition to team resource requirements, the project manager must
arrange a number of informational briefingsand interviewsto providethe
review team with the required information quickly. If review team members
arefrom off-sitelocations, the project manager may have substantial
administrative tasksin dealing with the needs of out-of-town guedts.

Reliability

Whereas the reliability of an independent technical assessment is usually
high, it depends somewhat on the quality of team membersin terms of
their recognized level of expertise. Although team independenceis
essential, cooperation between the team and the project manager isalso a
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requisitetrait. The project manager must provide all required information,
and the review team must present a balanced picture rather than focusing
on the most negative areas. The major disadvantage of an independent
technical assessment isthat it can disrupt other project activities. Thisis
especialy true if it uncoversdeficienciesand there isnot enough time for
corrective actions before an important milestone. Therefore, the review
schedule isan important consideration.

Selection Criteria

Theselection criteria for this technique are all rather positive. Although
independent technical assessmentsdo not place great demands on any
single resource during the project, they do require some of the project
manager's time to support the individual or team. Many organizations
require project managersto submit periodic jeopardy reports that mirror
much of the information that independent technical assessmentsgenerate.
T he technique has applications across the project life cycle and provides
other key pieces of data that can readily be incorporated into the historic
project database every organization should maintain. Outputs may be
marginally less accurate than other techniques because they reflect an
individual or group perspective. But the level of detail and utility of the
technique is without peer: it iseasy to understand, requireslittle training,
and providesval uable real-time information.

Independent Cost Estimates

Independent cost estimates must be devel oped one or more timesfor many
projects, depending on the level of control that the sponsoring organization
demands. Historically, it has been the perception that project managers
drive these estimates because they naturally tend to be optimistic regarding
therisksand costs of the project (particularly in the early stages) due to
their commitment to achieving project goals. As aresult, independent cost
estimates have become popular in an effort to provide decision makerswith
data reflecting an independent viewpoint. The premise isthat since cost
estimators are outside the influence of the project, they should develop
estimates that more accurately portray the challenges, risks, and costs
associated with developing and implementing projects.

An independent cost estimate basically entails the same procedures,
methodol ogies, and techniques that would be used to develop any major
project cost estimate. Ideally, the independent estimate should select
methodol ogiesand techniques different from those that underlie the
original cost estimate. In addition, the independent cost estimate should
incorporate adetailed comparison of the two approachesand explain
thedifferences.
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Thekey aspect of the independent cost estimate isthat it isdeveloped
in organizational channels separate from the project. Thishelpsit serve as
an analytical tool to validateor cross-check estimates the project manager
develops. This second opinion helpsavoid the risk that some significant
costs have been overlooked or that the project manager's sense of advocacy
has resulted in low estimates that could jeopardizethe success of the
project.

To the extent that atechnical staff independent of the project team
advise and support those preparing independent cost estimates, some
independent assessment of technical risks may aso be accomplished while
preparing the cost estimate.

Theselection criterion for independent cost estimatesisthat it is
resource-intensive; thus, management may not approveit for any but the
most significant projects. The applications for the technique are almost
exclusiveto the beginning of the project or major design decision points.
Outputs from the technique vary widely in value because the organization
may or may not be equipped to handle the information this technique
provides.

Other Common Techniques 261






L&l “in]

o Wpendix A

sontractor Risk
Management

Organizational Responsibilities

In putting work out for bid, the purchasing agency must accept the fact
that risk management isakey part of a procurement strategy. Thus, it is
best for the organization to establish aformal plan of risk assessment and
response very early in each major project or program. This plan considers
the contractor risks and intemal organizational risks. Assessment and
analysisd each significant element o project risk should continue
throughout the purchasing or procurement cycle. The procurement strategy
ought to be designed to lower risks to acceptable levels. The intemal
purchasing or contracting agency should include requirementsin the
requestsfor proposals (RFPs) for risk management on the part of the
contractors. If the processis followed well, contractors will have to
stipulate their approach to identifying and managing risksinherent in the
project.

Good procurement strategiesincorporate demands that the contractors
will provide their own risk management plans and risk assessment reports
to bolster intemal efforts. Similarly, in an ideal world, all RFPs would
include a clear request for identifying project risks and trade-offsand an
understanding of who bears those risks.

Sample statements (DSM C 1986) that could be usad in RFPsfollow.

Engineering/Design
The offeror shall describethe engineering/technical tasksto

be accomplished during the project that contribute to risk
reduction. Thediscussion shall contain the following item:

A discussion of major technical risk items associated with
the offeror's proposed concept, including payoffs that will
potentially result from the proposed approach, aswell as



problem areas. The approach to determining the technical risks
involved in your project and your approach to reducing such
risksto acceptable levelsshall be described. Key development
issues and the proposed solution approach shall be identified.
Thediscussion shall present the criteria to be used to evaluate
critical decision points and information requirements, and the
processto be used to develop, evaluate, and implement fallback
positions as required.

Reliability and Maintainability (Quality)

Describe your approach to determining the technical risk
involved in your reliability and maintainability (quality)
programsand your approach to reducing such risksto
acceptable levels. Thisdiscussionshall present the criteria you
plan to use in determining the criticality of technologies; the
techniques used to evaluate critical decision pointsand
information requirements; and the process used to develop,
evaluate, and implement fallback positions as required.

Qualityin Design
Identify quality in designrisks, and factor these risksinto
design trade-off studies.

Producibility

Describe the approach to determining the technical risk
involved with your capacity to produce and the approach

to reducing such risksto acceptable levels. Thisdiscussion
shall present the criteria you plan to usein determining the
criticality of technologies; the techniques used to evaluate
critical decision pointsand information requirements; and the
processused to develop, evaluate, and implement fallback
positionsas required.

Manufacturing Research/Technology

Provide an assessment of the likelihood that the design concept
can be produced using existing technology while meeting
quality, cost, and schedule requirements. Include an evaluation
of the capability to follow through on the design concept,
including requirementsfor critical processcapabilitiesand
special facilitiesdevelopment. Also include testsand
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demonstrations required for new materialsand alternative
approaches, anticipating implementation risks, potential cost
and schedul e impacts, and surge capabilities.

Project Control System

Describe your risk management approach. Discusshow infor-
mation from functional areas will be integrated into the risk
management process.

Planning

Describe theinitial planning accomplished in thefollowing
areas. risk identification, risk resolution, risk control
implementation, fallback position identification, resource
requirements, critical materials, and critical processes. Also
identify risks associated with any long lead-time requirements,
management systems, organi zational requirements, staffing, and
scheduling.

Quality Assurance

Describe any quality assurancerisksyou foreseefor this project
and the actions planned to reduce those risks.

Evaluation Summary

Theoverall evaluation of each proposal may include on-site
inspections and results of preaward surveysto provide informa-
tion to the contracting authority. This information may include
offeror's current and future capability to perform all aspectsof
the project. Risk assessment associated with the major areas of
the project will be accomplished. In assessing risk, an indepen-
dent judgment of the probability of success, the impact of
failure, and the alternatives available to meet the requirements
will be considered.

Contractor Responsibilities

The contractor must be made aware through the languagein the contract
that the information contained in its response will be used for risk analysis.
The contractor should be responsiblefor making a thorough assessment of
risksin its proposal. The contractor should include sufficient information

to convince the purchasing authority that the contractor recognizesand
has quantified therisk inherent in the project. The proposal should identify
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areas in which actions by the organization can support risk reduction.
These areas can include items such aslong lead-time funding and the need
for approval o priority status for materials.

In proposingarisk management system, the contractor should highlight
how it can use existing internal syssemsto provide information on risk. The
contractor should asofocuson how it can include risk management in its
normal management practices and in itsregular communication with the
organization.
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Nn Abbreviated List
of Risk Sources

An exhaustive list of risk sourceswould be aslong as the dictionary (or
longer). Thesourceslisted in Table B-1 represent only asmall percentage
of the possiblesources. However, thislist of risk sources includesrisks that
are most common and prevalent in the community that created it. Thislist
was generated for a bureaucratic organization focusing on field deployment
of large-scalehardware and software systemsand engaged in intense
activity on short notice. Thismay or may not describe your organizational
environment. However, this background information should provide some
perspective on why these sourceswere selected above all others.

Risk sources are whererisks originate. Risk sourcesare not categories,
although treating them as categoriescould help identify and define other
risks. Categoriessort risksto aid in identification. Sourcesgenerate risks.



Contractor, X Failure of the subcontractors' and

communication contractors' personnel to keep prime

by contractor and project management
organizationinformed of problems and
potentialproblemsin a timely manner.
Communication problems may also occur if
managementfails to fully communicate
direction to all involved in the project in a
timely manner.

Contractor, lack X X If any contractors have not been able to

of financial adequately finance project requirements, the

strength of requiredwork may be delayed or curtailed.

Contractor, X A contractor may fail to be adequately

production prepared for production.

readiness of

Contractor, X A prime contractor may not maintain

subcontractors adequate control of subcontractor quantity,

and control of schedule, and cost performance.

Contractor, X X A contractor may underbid or buy in to get

underbidding by contracts and may fail to provide the desired
products and services on schedule and
within budget.

Coordination, X[ X Organizations oflen fail to coordinate

inadequate purchases with other departments or
divisions, which minimizes available logistics
supportand the economies of scale that
would otherwise be available.

Table B-1. Possible Risk Sources
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L8
Risk E _ | Comments
b
o|&|B|E
Data, X | Collectingdata without detaited planning for
inadequate its use may lead to a mismatchof data
planning for collectioninformationrequirements and
utilizationof failure to accomplishthe intended purpose
of the assessment.
Data, X | x | Without sufficientdata available from each
incomplete or test and used properly for planning
inaccessible subsequent tests, it is not possible to
evaluate the adequacy of the system to
meet all readiness requirements. Without
accuratefailure rates, systemand
component reliability cannot be determined.
king the necessary data, system design
I 1 1 1 |=wILSprogress cannotbe established,
could overwhelm ILS
Engineering, x| Ix|x | The system engineeringprocess is a key
late factorin identiiing and attaining reafistic

establishment of
readinessand
supportability
objectives

Engineering,
site survey
results

X

|

X

readiness and supportabilityobjectives. If a
well-organizedprocessis not startedat the
project inceptionand continuedthroughout
the development phases, then the project
risks are increased design, development,
and Q&S costs; schedule delays; and
degradedreadiness factors.

Historical or archaeologicalsite survey

findings could delay site constructionand
cause significant deployment problems.

Table B-1. Possible Risk Sources (continued)
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Table B-1. Possible Risk Sources (continued)
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definition of requirements. Although intended
to decrease cost and improve efficiency,
casual applicationof such guidance could

Table B-1. Possble Risk Sources (continued)
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may be required to overcome a critical
deficiency in an existing capability. This
"streamlining”could pose the risk of delaying

Table B-1. Possible Risk Sources (continued)
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Table B-1. Posshle Risk Sources (continued)
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This appendix serves as a very basic introduction to probability and
statistical concepts that may be useful for risk analysis. It isby no means
al-inclusive but rather may be thought of as aprimer. The appendix
contains three sections. Thefirst section isan introduction to probability,
centering on definitions and simple examples. T he second section provides
asummary of descriptive statistics, including alook at statistical confidence
and confidence intervals, and explains probability density functions (PDFs)
and cumulative density functions (CDFs) defining distributions that are
relevant to risk analysis, such asthe normal, uniform, and triangular. The
third section discussesstatistical independence, which is the prerequisite
for the concept of expected value. Decision tree analysisisillustrated to
show the merit of the expected value approach.

Probability

Probability isa concept used by many people every day. As an example,
the weather forecaster predictsa 30 percent probability of rain. This means
that, in the long run, rain is expected 30 days out of 100 when conditions
arethe same asthey are at the time the forecast is made. For risk analysis, a
statement might be made to the effect that the developmental stage of
weapons system A has a 10 percent probability of aschedule (time)
overrun. Thisisequivalent to saying that 10 percent of all developmental
stages of weapons sysemssimilar to A have had a schedule overrun in

the past.

Moreformal definitions of probability follow.
1. Thequality or condition of being probable; likelihood.
2. A probablesituation, condition, or event.

a. Thelikelihood that agiven event will occur: little probability of
raintonight.



b. Statistics. A number expressing the likelihood that a specific
event will occur, expressed as the ratio of the number of actual
occutrences to the number of possible occurrences. (The American
Heritage Dictionary of the English Language 2000)

In practical situations, probability is used as a vehicle in drawing
inferences about unknown population characteristics. Additionally, . . .
probability concepts can be used to give us an indication of how good these
inferences are.” (Pfaffenberger and Patterson 1977)

Many individuals think of probability in relation to gambling and games
of chance, such as card playing and dice throwing. They measure the
probability of an event in terms of the odds against the event’s happening.
For example, throwing a pair of dice (illustrating the inverse relationship
between probability and the odds against an event) results in 1 of 36
possible outcomes, which are illustrated in Figure C-1.
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Figure C-1. Results of Variance in Throwing Dice

276 Appendix C



The probability of throwing a10is3/36 or 0.083. That is, 3 out of the
36 possibleoutcomes result in a 10. The odds of not throwing a10 are
33/36 or 0.917.

Probability is a key quantitative measure associated with many risk
assessment techniques. The above examplesare simplistic but show how
easy it isto comprehend probability concepts.

Descriptive Statistics, Confidence,
and Distributions

Any group of numbers, such as asample composed of quantitative
evaluations, may be described with the following basic statistical
parameters:

= Mean

m Median

m Range

s Mode

s Variance and standard deviation

These parametersenable the statistician to determine what level of
confidence (or assurance) may be accorded to predictive statements about
the entire population of numbers. The parameters aso help determine
where the sampleliesin a possiblestatistical distribution. Conversely, a
statistical distribution may be described by such parameters. A statistical
distribution is basically just a way to describewhich numbers will appear
more often (or with ahigh probability) and which numberswill appear less
often (or with alow probability). Thefollowing paragraphsdefine the
parametersin some detail and then discuss confidence levels, PDFs and
CDFs, and the other relevant distributions applied in risk analysis.

For illustrative purposes, let the following numbers represent exam
scoresfor an introductory statistics course:
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Let X, represent these numbers, wherei isindexed from1t029. So X, =
75,X, = 25, X, =50, ..., X,; = 70, X,; = 90. The mean of these numbersis
nothing more than the arithmetic average. The mean is computed as
follows, wheren isthe number of exam scores:

The mode, the score that occurs more often than any other score, is 70.
The mode occurred five times (more often than any other score).

The median isthe middle scoreif the scores are ranked top to bottom.
Because there are 29 scores altogether, the median is the fifteenth score,
which isa65. The variance and standard deviation of a group of numbersare
attempts to describe the dispersion or scattering of the numbersaround the
mean. The variance is computed using the following formula:

f 2
5

=1

X
Variance = ==

n-1
For this example, the variance is asfollows:

2
132, 275-1855"

28

=486.4

The standard deviation is the square root of the variance. The standard
deviation has a more intuitive appeal than does the variance because the
standard deviation is the mathematical average variation of avaluefrom
the mean. For this example, the standard deviation is

J486.4 = 22.05
Therangeis the high score minus the low score. For this example, the
rangeis 100 - 10 = 90.

Many times when examining data, a level of confidence or confidence
interval is used to indicate what certainty or faith isto be put in the
sample being taken as representative of the entire population. Far and
away, the most common measure is the confidence interval for the mean.
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A statement such as the following can be made about a particular sample
mean:

The 95 percent confidence interval for the mean is56 to 72.

Statistically, this statement meansthat of all the possiblesamplesof this
szetaken from this population, 95 percent of the sampleswill have a mean
between 56 and 72. It does not mean that 95 percent of all possiblevalues
that are sampled will fall between 56 and 72, which is the common, though
faulty, interpretation of the statement.

Confidence intervals are determined by adding and subtracting some
calculated valuefrom the mean of the sample. Usualy, but not always, this
value isbased on the standard deviation of the sample. As an example, if
the population from which a sample is taken is determined to be normally
distributed, and this was assumed in previousstatements (this determi-
nation may be made based on the relative values of the mean, variance and
standard deviation, mode, median, range, and other factors), then a 95 per-
cent confidence interval for the population is calculated in this manner
where X isthe sample mean and o is the standard deviation:

A 95 percent confidence interval for the mean iscalculated in
this manner:

X+1.96 <

Jn
o
where T\/_ﬁ iscommonly referred to as the standard error.

How is the population determined to be normal (or normally
distributed) in thefirst place?Similar groupsof numbershave similar
rel ationshi ps between their respective parameters. These similaritieshelp
determine which distribution describesthe entire population. Typical
distributions for problemsassociated with risk are normal, uniform,
triangular, and beta. (Discussiondf the beta distribution is beyond the
scope of this appendix. If further information on the beta distribution is
needed, any of several statistics and operations research books can supply
the information.)

For the normal distribution, 68.3 percent of all possiblevalues lie within
one standard deviation of the mean, 95.4 percent lie within two standard
deviations, and 99.7 percent lie within three standard deviations. Thisis
shown in the probability density function. The PDF gives the probability
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Frequency of
occurrence

19.86 41.91 63.96 36.01 108.06
Mean

Exam score

Figure C-2. PDF of a Normal Distribution

that certain valueswill occur. Figure C-2 illustratesa PDFfor the exam
scoresexample, assuming that the scoresare from anormal distribution.

Thenormal distribution is, by strict definition, acontinuous
distribution. However, it isimplied in Figure C-2 that fractional exam
scores are possible—and of courseit isnot redlistic in this example. A
discussion of the differencesbetween discrete and continuousdistribution
is beyond the scope o this appendix, and because the example is meant to
be used only for illustrative purposes, thisfiner point of statistics will be
ignored. It isalso implied in Figure C-2 that extracredit is given because
scoresexceeding 100 are possible, and this could certainly be within the
ream of the example. The most important distinction of the normal
distribution PDF isthe bell shape of the curve. This shape isthe most
definitive characteristic of any PDE

The cumulative density function is the arithmetic summation of the
PDE In other words, the CDF givesthe probability value (or any value less
than the value) that will occur. The shape of the variousdistribution CDFs
aredistinctive, and the CDF is merely another way of illustrating the
distribution. Figure C-3illustrates a typical CDF for normally distributed
values, in this case the exam scoresexample.
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FigureC-3. CDF of a Normal Distribution

The uniform distribution is used to describe aset of valueswhere every
value has an equal probability of occurrence. Returning once againto the
exam scores example, one might hypothesizethat all possible scores (1
through 100+) have an equal probability of occurrence: 0.01. The PDF for
thisisillustrated in Figure C-4. Figure C-5 illustratesthe uniform CDE

(P)

Occurrence 49:5

20 40 60 80 100
Exam score

FigureC-4. PDF of a Uniform Distribution
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Figure C-5. CDF of aUniform Distribution

Thetriangular distribution is used often in risk analysissituations to
describe the most optimistic, most likely, and most pessimistic durations of
some event or activity. The PDF of the triangular distribution, illustrated
in Figure C-6, is not necessarily symmetric. Indeed, often the triangular
distribution is purposely asymmetric or skewed to the right to reflect the
possibility of very long time durations. These long durations are lesslikely
to occur but do happen occasionally. Figure C-6 showsthat the most likely
production time for awidget wing is 8 days. Clearly, the average is skewed
to theright and is very close to 9.3 days. Hence, the triangular distribution,
when skewed, has a mode and mean that are clearly different. Contrast this
to the normal distribution, where the mode and mean are the same (asis
the median).

(P)

Occurrence

3 a 18

Widget wing production time (days)

Figure C-6. PDF of a Triangular Distribution
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Independence, Expected Value,
and Decision Tree Analysis

Statistical independence is an important concept on which agood deal of
methodol ogiesare based. Most discussionsof statistical independence

begin with atutorial on conditional probability,sample space, and event
relationships. Rather than discuss these concepts, a more practical def-
inition of statistical independence is presented: Two eventsare said to be
independent if the occurrence o one is not related to the occurrence of the
other. If events are occurring at random, they are independent; if events are
not occurring at random, they are not independent. A set or group of pos-
sibleevents are said to be mutually exclusiveand collectively exhaustive if
they are all independent and the sum o their probabilities of occurrence is
1.0. Thisis the basic notion behind value.

Toillustrate expected value, suppose that asimplegame of chance can
be played for $1. The bettor pays$1 and has a chance to win $50 or $2
or no money at al. Thedollar amounts and probabilitiesare shown in
Table C-1.

Amount Value Probability of Winning Expected Value

$50 0.01 $0.50
2 0.10 0.20
0 989 0.00
Totals 1.00 $0.70

TableC-1. Expected Values Example

The bettor would like to know, before actually paying $1, what the
expected winningsare. The expected value of winningsis the sum of the
winning amounts multiplied by their respective probability of occurrence:

Because the bettor can expect winningson the average of only $0.70 but
pays $1 to play the game, the net profit is a negative $0.30.

Thisisavery realistic example of gamblingand risk. Most individuals,
when forced to face thislogic, would choose not to play. However, many
would play. They are willing to accept the risk of losing $1 to take achance
at winning $50. These individualsare risk prone. The individualswho
follow the basic logic of this example and do not play are risk averse.
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The notion of expected valueis a prerequisitefor discussing decision
tree analysis, which attempts to break down aseriesof eventsinto smaller,
simpler, and more manageabl e segments. Many similaritiesexist between
decision tree analysisand more complicated forms of management and risk
analysis, such as the Program Evaluation and Review Technique (PERT)
and the critical path method (CPM). All three formsof analysis presume
that asequence o events can be broken down into smaller and smaller
segmentsthat more accurately represent reality.

Decision tree analysis helps the analyst break down a problem into
varioussectorsor branches to smplify potential decision making. Asan
example, suppose a widget is being manufactured asfollows. Either
machine A or machine B can be used for thefirst step (of a two-step
manufacturing process) with equal probability of 0.5. Either machine C or
D can be used for the second step. Machine C is used 70 percent of the
time if the widget wasfirst processed with machine A and 40 percent of the
time if the widget wasfirst processed with machine B. Therest of the time,
machine D is used for the second step. Decision tree anaysiscan help
compute the probability of the widget's being produced by these various
combinations (AC,AD, BC, BD). Figure C-7 illustrates the decision tree
and the expected probability for each manufacturing processalternative.

Note that each alternative's probability is merely the product of the
individual processes making up that alternative because the individual
processes are independent of each other. Note aso that the sum of the
probabilitiesfor all of the four processing alternatives is 1.

process 1 Process 2 Alternatives

ACis(0.5)(0.7)=
ADis(0.5)(0.3)=
BC is(0.5)(0.4) =
BD is(0.5)(0.6)=
Sum of probabilities=

Figure C-7. Decision Tree Analysis
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)uantifying
Expert Judgment

All risk assessment techniques or models share acommon requirement:
acquiring expert judgment as inputs. Inherent in judgment is a degree of
uncertainty. When acquiring quantifiable expressions of judgment, the
axioms o probability must not be violated:

m The probabilities of all possible events must sum to 1.

m Theprobability of any event, P(A), must be anumber greater than or
equal to 0 and lessthan or equal to 1 (0 < P(A) £ 1).

m The probability of joint events is the product of the probability that
one event occurs and the probability that another event occurs, given
that thefirst event has occurred, (P(A) x P(B112A)). Under these
circumstances, the events are termed dependent.

m When the probability of joint events' occurring issimply the product
of the probabilities of each P(A) x P(B), the events are said to be
independent. That is, the two events have nothing in common or can
occur simultaneously.

Thechallenge for the analyst isto obtain expert judgment, which
isqualitative by nature, in the areas of cost, schedule, and technical
performance. Next, the analyst must convert that judgmentinto a
quantitative form so that the results can be depicted in the form of a
probability density function (PDF),which serve asinputs to the various
risk models. (Thisisnecessary only when aquantitative model has been
selected.)

A PDFisasmooth line or curve, asshown in FigureD-1. The PDF of a
random variable, X, isalisting of the variousvalues of x with a correspon-
ding probability associated with each value of x. Inthe exampleshownin
Figure D-1, x would be a cost, schedule, or performance value. Note that
the total areaunder the curve equals 1.



P(x)

$10, 000 X
Figure D-1. Probability Dengty Function

In Figure D-1, the random variable x might represent a hardware system
cost, where the probability of the system costing $10,000 is 0.13.

Several methods can be used to convert qualitative judgment into
quantitative probability distributions. The remainder of this appendix
focuses on afew of the most popular, practical, and accurate techniques
for doing so, chosen becausethey are relatively simple and easy to master.
Thisfactor isof paramount importance because, in most cases, the analyst
performing this task will have neither the time nor the knowledged the
advanced probability concepts required to perform more complex tech-
niques. Those interested in more exotic, complex techniques are referred
to"Sourcesof Additional Information” at the end of this appendix.

Thefollowingtechniques are discussedin this appendix: diagrammatic,
direct, betting, and modified Churchman-Ackoff.

Description of Techniques

Diagrammatic

Many analysts prefer the diagrammatic method as away of capturing and
representing an expert's judgment. This method describes an expert's
uncertainty by presenting the expert with arange of PDF diagramsand
having the expert select the shape of the PDF that most accurately reflects
the schedule, cost, or technical parameter in question. Using this method,
the analyst can ascertain whether the PDF is symmetric or skewed, the
degreeof variability, and so on. For example, if the expert believesthat
there isa great amount of risk associated with completing an activity
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within acertain period of time, a PDF skewed to the right may be selected.
Likewise, activities with little risk may be skewed to the left. If the expert
believesthat each value over a given rangeis equaly likely to occur, a
uniformdistribution may be most appropriate. The analyst and the expert,
working together, can select the PDF that most accurately reflectsthe
schedule, cost, or technical item in question.

The diagrammatic method of obtaining PDFs is applicablewhen the
expert has a sound understanding of probability concepts and can merge
that understanding with his or her understanding of the parametersin
question. In this way, the expert can accurately identify the appropriate
PDFs.

Direct

Thedirect method is used to obtain subjective probability distributions by
asking the expert to assign probabilitiesto agiven range of values. This
method of obtaining PDFs is applicable (1) when questions can be phrased
to the respondents in such away that no confusion islikely to exist in the
respondents’ mindsand (2) when the results will not violate the axioms of
probability. Thedirect method is applicable when time or resource
constraints do not allow for more complex, resource-intensive methods.

By applying the direct method, the analyst definesarelevant range and
discrete intervalsfor the parametersfor constructing the PDE For example,
the analyst might define the relevant time duration for a project activity
(test of a piece of equipment) to be between 0 and 27 days. The analyst
then breaks down this relevant range into intervals, say of 4 days. The
resulting formulation would be asfollows:

0-3 days 16-19 days
4-7 days 20-23 days

Given these intervals over the relevant range, the analyst then queries
the expert to assign relative probabilitiesto each range. From this, the form
of the PDF could be identified. It isimperative that the axioms of proba
bility not be violated.

In addition to the application aready described, the analyst could
request that the expert provide alowest possible value, a most likely value,
and ahighest possiblevalue. The analyst then makes an assumption about
theform of the density function. That is, isthe PDF normal, uniform,
triangular, or beta?
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Betting

One method of phrasing questions to experts in order to obtain proba-
bilitiesfor ranges of values (cost and schedule) states the problem in terms
of betting. A form of this method helps the expert (assessor) assess
probabilitiesdf events that are in accordance with hisor her judgment
(Winkler 1967). The assumption with this method is that the judgment of
the expert may be fully represented by a probability distribution, f(x), of a
random variable, X. This method offersthe expert a seriesof bets.

Under ideal circumstances, the bets are actual, not hypothetical. That
is, in each case the winner of the bet isdetermined and the amount of
money involved actually changes hands. (Thisisnot feasible, however,
because betting isillegal.) In each case, the expert must choose between
two bets (the expert may not refrain from betting). The expert must
choose between a bet with afixed probability of winning (g) and of losing
(1- q), and a bet dependent on whether some event (aparticular project
activity duration range or cost range) occurs (E). The bet can be depicted
asfollows:

Betla = Win$A if event E occurs.

e Loxe$B if event E doesnot occur.
Bet Ib m Win$A with probability of g.

m Lose$B with probability of 1-gq.

The expected values o bets | aand | b to the expert are respectively
Ap + Bp = Band Aq + Bg = B, wherep is the probability of the occurrence
of event E. Thefollowing inferences may be drawn from the expert's
decision: if bet | aischosen, Ap + Bp- B >Aq+ Bq-B, sop >g; likewise,
if Ibisselected, p <q.

By repeating the procedure, varying the value of q, the probability of
event E can be ascertained. It isthe point at which the expert isindifferent
to both betslaand | b that p = q. Thedegreed precision depends on the
number of bets and the incremental changes of the value of g. To avoid the
problem of alarge number of bets to obtain p is to assess the probabilities
by using direct interrogation and then using the betting situation asa
check on the assumed probabilities.

To complete a PDF, the analyst repeats this procedure over arelevant
ranged interval values. The analyst then plots the points at the center of
the rangefor each event and smooths in a curve so that the area under it
equals1, asin Figure D-2. The analyst must ensure that all relevant axioms
of probability are maintained.
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Figure D-2. Fittinga Curve to Expert Judgment
When questioned one way, many people are likely to make probability
statementsthat are inconsistent with what they will say when questioned
in another equivalent way, especially when they are asked for direct
assignment of probabilities. As the number of events increases, so doesthe

difficulty of assigningdirect probabilities. When thisisaproblem, the
betting method is most appropriate.

To apply the betting technique, select one interval for the relevant
range to demonstrate how this method can be used to obtain probability
estimates and, hence, PDFs. The bet is established asfollows:

Bet la m Win $10,000 if cost is between $15,100 and $20,000.

m Lose$5,000 if cost is not between $15,100 and $20,000.
Betlb  w Win$10,000 with probability of q.

m Lose$5,000 with probability of 1-q.

Thevaued q is established initially, and the expert is asked which of
the two bets he or she would take.

Thevaluedf g is then varied systematically (either increased or
decreased). The point at which the expert is indifferent between the two
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bets (with the associated g value) providesthe probability of the cost's
being between $15,100 and $20,000. This process is repeated for each
interval, and the results create the PDF associated with the cost of that
particular project event.

Modified Churchman-Ackoff

Another way to ascertain PDFsfor cost, schedule, or performance
parameters is the modified Churchman-Ackoff method (Churchman-
Ackoff 1951). This technique was devel oped as away to order eventsin
termsdf likelihood. The technique was modified so that after the event
likelihoodswere ordered, relative probabilitiescould be assigned to the
events and, finally, PDFs could be developed. For relevancy, events are
defined as range valuesfor cost, schedule, or performance (activity
durations) relating to the outcome of a specific activity in a project.

The modified Churchman-Ackoff technique is most appropriate when
there is one expert and that expert has a thorough understanding of the
relative ranking of cost and schedule ranges and a limited understanding of
probability concepts. The remainder of this section isextracted and
modified from the Compendium on Risk Analysis Techniques (Atzinger
1972). Note that although the mathematical cal culations appear to make
this a precise technique, it isstill an approximation of an expert's judgment
and should not be interpreted to be more exact than other similar
techniques.

Thefirst step in applying the modified Churchman-Ackoff technique is
to define the relevant range of values. That is, the end points along arange
of valueswith O probability of occurrence must be specified. These values
can be any low and high values the expert specifiesas having O probability
of occurrence. Next, ranges of individual valueswithin the relevant range
must be determined. These ranges of values, which will form the set of
comparative valuesfor this technique, are specified by thefollowing
approach:

Stepl Start with thelow valuein the relevant range.

Step 2 Progressupward on the scale of values until the expert isable
to state asimple preferenceregarding the relative probabilities
o occurrence of the two characteristic values. If the expert is
ableto voice abelief that one value has either a greater or
lesser chance of occurring than the other of the two values,
then it isinferred that the expert is able to discriminate
between the two values.
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Step3 Using the higher of the two previously specified scale values
asanew badis, repeat Step 2 to determine the next value on
the scale.

Step4 Repeat Steps 2 and 3 until the high end-point value of the
rangedf parameter values is approached.

Using this procedurefor the duration required to test a piece of
egui pment successfully may yield the resultsshown in Table D-1.

Value Duration (days)
0, 0-3

0, 4-7

0 8-11

0, 1215

0; 16-19

0 20-23

0, 24- 27

Table D-1. Characteristic Vauesfor Equipment Test Durations

The descending order of probability of occurrence can be determined
by applying the following paired comparison method. Ask the expert to
compare, one at atime, thefirst interval value (0, ) of the set to each of the
other values (Oz, 0,, and so on), stating a preferencefor that valuein each
group o two valuesthat he or she believeshas the greater chance of
occurring (denoting a greater probability of occurrence by >, an equal
chance by =, and alesser chance by <). Thefollowing hypothetical
preferencerel ationships could result for aset of seven values: 0, < 0,,
0,<0,,0,< 0,0,<0,0,<0,0,<0,

Next, ask the expert to compare, one at atime, the second interval
value (0,) of the set to each of the other interval valuessucceedingit in the
set (that is, 0,, 0,, and so on). Thefollowing preference rel ationships might
result: 0, < 0,, 0, < 0,0 <00 >0,0, >0, Continue this process until
all values have been compared.

Now total the number of times a given value was preferred over other
values. The resultsfor this procedure arelisted in Table D-2.
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Value Times

Table D-2. Summary o Preference Relationships

List the valuesin descending order of simple ordinal probability
preferenceand change the symbolsfor each valuefrom 0, to X, asshown
in Table D-3.

Characteristic Value (days) Reference Rank  New Symbol
12-15 0, 1 X;
8-11 0, 2 X,
11-19 0 3 X,
47 0, 4 X,
20-23 0; 5 X;
0-3 0, 6 X5
24-27 0, 7 X;

Table D-3. Transformation

Arbitrarily assign arating of 100 pointsto the characteristic value with
the highest subjective probability (that is, X,). Then, asin thefirst step,
question the expert regarding the relative chance of occurrence of each of
the other values on the ordinal scalein Table D-3 with respect to the value
at the top of the scale. Assigning X, arating of 100 points, the expert is
first interrogated as to hisor her feeling of the relative chance of
occurrence o the second highest scale value (X,), with respect to X,. Does
it havea25, 60, 70, or 80 percent chance?Or even as much chance of
realization as X, has?The relative probability rating, based on 100 points,
then will be posted for X..
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Next, question the expert about the relative chance of occurrence of
the next highest scale (X,), first with respect to the most preferred value
(X,) and then with respect to the second most preferred scalevalue (X,).
The resulting numerical ratingsshould occur. For example, if the expert
decidesthat X, has 80 percent as much chance of occurring asdoes X, and
that X, has 50 percent as much chance as X, and 62.5 percent as much
chanceas X,, the ratingswould be X, = 100 points, X, = 80 points, and
X, =50 points.

This processcontinues for each successively lower interval valueon the
ordinal scaleasshown in Table D-3. Determine the relative number of
points to be accorded each value with respect to the top scaleand with
respect to all other valuesdown the scale that are above the characteristic
valuein question.

If there are minor disparities between relative probability ratingsfor a
given value, the average of al such ratingsfor that characteristic value
might be computed. For example, X, might be determined to be 30 percent
asprobableas X, 25 percent as probable as X, and 50 percent as probable
& X,. The three absolute ratingsfor X, are thus inferred to be 30, 20, and
25 points, respectively. The average of these ratings is 25. However, before
averagingsuch figures, it might be beneficial to have the expert reevaluate
the relative ratingsfor X, with respect to X , X,, and X,

Asaresult o this process, the relative probability values shown in Table
D-4 might be attained.

Value Probability Points

Table D-4. Relative Probability Ratings

Quantifying Expert Judgment 293



Finally, the scale of relative probability valuescan be converted directly
into ascaleaf actual probability density values by having P(X,) equal the
actual subjective probability or occurrence of the highest value. Then

P(X,) isdefined as—
Similarly,fori=2,3,...7,P(X) isdefined as—

Assumingthat the independent characteristic values evaluated
represent all possible values attai nable by the component characteristic,
the respective probabilitiesmust total 1 (that is, P(X) + P(X,) + P(X,) +
P(X,) + P(X,) + P(X,) + P(X,) = 1).Substituting the expressionsfor P(X)),

i=2,...7,itfollowsthat—

Solving this equation for P(X, ), the remaining P(X),i=2,... 7 can be
determined using the relationship—

Asan illustration, consider the relative probability ratingsin Table D-4.
Using the values, the preceding equation is given by—

Solving this equation, P(X ) = 0.377
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Thisvalue can be used to determine the remaining probabilities
asfollows:

P(X, )_ F?X

R))((S P (X,)=0.50(0.377)=0.189

P(Xs)_

PX)H= R);“ P(X,)=0.25(0.377)=0.095
RX
RX,

PXs)= XGP(X) 0(0.377)=0

P(X,)= 2P (X,)=0.10(0.377)=0.038

X
P(X7)— !

P(X1) 0(0.377)=0

The resulting probability density appearsin Table D-5.

Component Characteristic Value Probability
X 0.377
X, 0.301
X 0.189
X, 0. 095
Xs 0.038
X, 0.000
X, 0.000
Total 1.000

Table D-5. Probability Dengty
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Appendix E

pecial Notes on
Software Risk

Although the techniques and processesdiscussed in Risk Management:
Conceptsand Guidance apply to software, they do not addresssome of

the peculiaritiesthat are a part of software development. Softwarehas a
tendency to change dramatically during the development cycle when
compared with hardware. This appendix suggests some useful actionsin
managing softwaredevel opment efforts. Additional information can be
obtained from Chapter 20 of the DSM C Systems Engineering M anagement
Guide (1990).

One o the most effectiverisk management (handling) techniques for
software is establishing aformal software quality assurance program early
in the development cycle. The program should establish a team of experts
whose charter isto ook at issues that will ensureareliable product ina
reasonable time and at areasonable cost. Some of the questionsthe team
must answer include the following:

m Isindependent verification and validation warranted?

= Isthe development environment adequate (tool sets, compiler)?
m Isthe higher-order language sel ection appropriate?

m Aretherequirements clearly stated?

m  Will rapid prototyping be used?

m Has the software approach been baselined?

m Has the testing philosophy been established?

m Hasthe development philosophy been established?



Addressingthese issuesearly in the development cycle will help avoid
surprises. The basic processfor risk management-plan, assess, anayze, and
handle-still appliesto software. TablesE-1 to E-5, which are extracts from
government pamphlets (AFSC 1985, 1987), may prove useful in
quantifying softwarerisk.

Magnitude
Technical Drivers Low Medium High
(0.0-0.3) (0.4-0.5) ©06-19

Requirements

Complexity

Size

Stability

Reliability and
maintainability

Constraints

Computer resources

Personnel

Standards

Buyer-furnished
equipment and

property

Environment

Simple or easily
allocatable

Small or easily
broken down into
work units

Little or no change
to established
baseline

Allocatableto
hardware and
software
components

Mature, growth
capacity within
design, flexible

Available, in place,
experienced,
stable

Appropriately
tailored for
application

Meets requirements,
available

Little or no effect on
design

Moderate, can be
allocated

Medium or can be
broken down into
work units

Some change in
baseline
expected

Requirements can
be defined

Available, some
growth capacity

Available, but not in
place, some
experience

Some tailoring, all
not reviewed for
applicability

May meet
requirements,
uncertain
availability

Some effect on
design

Significant or difficult
to allocate

Large or cannot be

broken down into
work loads

Rapidly changing or
no baseline

Can be addressed
only at the total
system level

New development,
no growth
capacity,
inflexible

High turnover, little
or no experience,
not available

No tailoring, none
appliedto the
contract

Not compatible with
system
requirements,
unavailable

Major effect on
design

Table E-1, Quantification o Probability and Impact of Technical Drivers
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Magnitude

Technical Drivers Low Medium High
(0.0-0.3) (0.4-0.5) (0.6~1.0)
Technology
Language Mature, approved Approved or Significantuse of
high-order nonapproved assembly
language used high-order language
language
Hardware Mature, available Some development ~ Total new
or available development
Tools Documented, Available, validated, Unvalidated,
validated, in some develop- proprietary, major
place ment development
Data rights Fully compatible Minor incompati- Incompatible with
with support and bilities support support and
follow-on and follow-on follow-on
Experience Greater than3to 5 Lessthan3to 5 Little or none

years

Developmental Approach

Prototypes and
reuse

Documentation

Environment

Management

approach

Integration

Impact

Used, documented
sufficiently for
use

Correctand
available

In place, validated,
experience with
use

Existing product and
process controls

Internal and external
controls in place

Minimal-to-small
reduction in
technical
performance

years

Some use and
documentation

Some deficiencies,
available

Minor modifications,
tools available

Product and process
controls need
enhancement

Internal or external
controls not in
place

Some reduction in
technical
performance

No use and/or no
documentation

Nonexistent

Major development
effort

Weak or nonexistent

Weak or nonexistent

Significant degra-
dation to non-
achievement of
technical
performance

Table E-1. Quantification d Probabilityand Impact of Technical Drivers
(continued)
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Operational
Drivers

User Perspective

Requirements

Stability

Test environment

Test results

Quantification

Low
(0.0-0.3)

Compatible with user
environment

Little or no change

Representative of the
user environment

Test errors/ failures
are correctable

Primarily objective

Technical Performance

Usability
Reliability

Flexibility

Supportability

Integrity

User friendly

Predictable
performance

Adaptable with threat

Timely incorporation

Responsive to
update

Performance Envelope

Adequacy
Expandability
Enhancements

Threat

Impact

Table E-2. Quantification of Probability and Impact of Operational Drivers
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Full compatibility
Easily expanded
Timely incorporation

Responsive to
change

Full mission
capability

Magnitude

Medium
(0.4-0.5)

Some incompati-
bilities

Some controlled
change

Some aspects are
not representative

Some errors/failures
are not
correctable before
implementation

Some subjectivity

Mildly unfriendly

Some aspects
unpredictable

Some aspects not
adaptable

Response times
inconsistent with
need

Hidden linkages,
controlled access

Some limitations
Can be expanded
Some lag

Cannot respond to
some changes

Some limitations on
mission
performance

High
(06-1 0

Major incompati-
bilities with
operations
concepts

Uncontrolled change

Major disconnects
with user
environment

Major corrections
necessary

Primarily subjective

User unfriendly

Unpredictable

Critical functions not
adaptable

Unresponsive

Insecure

Inadequate
No expansion
Major delays

Unresponsive

Severe performance
limitations



Support Drivers

Design

Complexity

Documentation

Completeness

Configuration
management

Stability

Responsibilities

Management

Configuration
management

Technical
management

Change imple-
mentation

Low
(0.0-0.3)

Structurally
maintainable

Adequate

Few additional
support
requirements

Sufficient, in place

Little or no change

Defined, assigned
responsibilities

Single-point control

Consistent with
operational needs

Responsive to user
needs

Tools and Management

Facilities

Software tools

Computer hardware

Production

Distribution

In place, little change

Delivered, certified,
sufficient

Compatible with
operations
system

Sufficient for
distributed units

Controlled,
responsive

Magnitude

Medium
(0.4-0.5)

Certain aspects
difficult

Some deficiencies

Some support
requirements

Some shortfalls

Moderate, controlled
change

Some roles and
mission issues

Defined control
points

Some inconsis-
tencies

Acceptable delays

In place, some
modification

Some resolvable
concerns

Minor incompati-
bilities

Some capacity

questions

Minor response
concerns

High
106-1.0\

Extremely difficult to
maintain

Inadequate

Extensive support
requirements

Insufficient

Rapid or uncontrolled
change

Undefined or
unassigned

Multiple control
points

Major inconsis-
tencies

Nonresponsive to
user needs

Nonexistent or
extensive change

Not delivered,
certified, or
sufficient

Major incompati-
bilities

Insufficient

Uncontrolled or
nonresponsive

Table E-3. Quantification of Probability and Impact of Support Drivers
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Support Drivers

Supportability
Changes

Operational
interfaces

Personnel

Release cycle

Procedures

Impact

Low
{0.0-0.3)

Within projections

Defined, controlled

In place, sufficient
experience

Responsive to user
requirements

In place, adequate

Responsive software
support

Magnitude

Medium
(0.4-0.5)

Slight deviations

Some hidden
linkages

Minor discipline
mixed concerns

Minor incompati-
bilities

Some concerns
Minor delays in

software
modifications

High
(0.6-10

Major deviations

Extensive linkages
Significant concerns
Nonresponsive to

user needs

Nonexistent or
inadequate

Nonresponsive or
unsupportable
software

Table E-3. Quantification of Probability and Impact of Support Drivers
(continued)
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Cost Drivers

Requirements

Size

Resource

constraints

Application

Technology

Requirements
stability

Personnel

Availability

Mix

Experience

Management
engineering

Reusable Software

Availability

Modifications

Language

Rights

Certification

Low
(0.0-0.3)

Small, noncoplex,
or easily broken
down

Little or no hardware-
imposed
constraints

Non-real-time, little
system
interdependency

Mature, existent, in-
house experience

Little or no change to
established
baseline

In place, little
turnover expected

Good mix of software
disciplines

High experience ratio

Strong management
approach

Compatible with need
dates

Little or no change

Compatible with
system require-
ments

Compatible with
competition
requirements

Verified perfor-
mance, applica-
tion compatible

Magnitude

Medium
(0.4-0.5)

Medium, moderate
complexity, can
be broken down

Some hardware
imposed
constraints

Embedded, some
system inter-
dependency

Existent, some
in-house
experience

Some change in
baseline expected

Available, some
turnover expected

Some disciplines
inappropriately
represented

Average experience
ratio

Good personnel
management
approach

Delivery dates in
guestion

Some changes

Partial compatibility
with requirements

Partial compatibility
some competition

Some application-
compatible, some
competition

High
(06-10

Large, highly
complex, or
cannot be broken
down

Significant hardware-
imposed
constraints

Real-time,
embedded, strong
interdependency

New or new
application, little
experience

Rapidly changing or
no baseline

High turnover, not
available

Some disciplines not
represented

Low experience ratio

Weak personnel
management
approach

Incompatible with
need dates

Extensive changes

Incompatible with
system require-
ments

Incompatible with
concept, non-
competitive

Unverified, little test
data available

Table E-4. Quantification o Probabilityand Impact o Cost Drivers
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Magnitude

Cost Drivers

Low
(0.0-0.3)

Tools and Environment

Facilities

Availability

Rights

Configuration
management

Impact

Existent, little or no
modification

In place, meets need
dates

Compatible with
development
plans

Fully controlled

Sufficient financial
resources

Medium
(0.4-0.5)

Existent, some
modification

Some compatibility
with need dates

Partial compatibility
with development
plans

Some controls

Some shortage of
financial
resources,
possible overrun

High
(0.6-10

Nonexistent,
extensive
changes

Nonexistent, does
not meet need
dates

Incompatible with
development
plans

No controls

Significant financial
shortages, budget
overrun likely

Table E-4. Quantification o Probabilityand Impact of Cost Drivers
(continued)
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Schedule Drivers

Resources

Personnel

Facilities

Financial

Need Dates

Threat

Economic

Political

Buyer-furnished
equipment and
property

Tools

Technology
Availability

Maturity

Experience

Requirements

Definition

Stability

Complexity

Impact

Low
(0.0-0.3)

Good discipline mix
in place

Existent, little or no
modification

Sufficient budget
allocated

Verified projections
Stable commitments
Little projected

sensitivity

Available, certified

In place, available

In place

Application verified

Extensive application

Known, baselined

Little or no change
projected

Compatible with
existing tech-
nology

Realistic achievable
schedule

Magnitude

Medium
(0.4-0.5)

Some disciplines not
available

Existent, some
modification

Some questionable
allocations

Some unstable
aspects

Some uncertain
commitments

Some limited
sensitivity

Certification or
delivery questions

Some deliveriesin
guestion

Baselined, some
unknowns

Controllable change
projected

Some dependency
on new tech-
nology

Baselined, some
unknowns

Controllable change
projected

Some dependency
on new tech-
nology

Possible slippage in
implementation

High
(06-1.0)

Questionable mix
and/or availability

Nonexistent,
extensive
changes

Budget allocationin
doubt

Rapidly changing

Unstable, fluctuating
commitments

Extreme sensitivity

No application
evidence

Little or none

Unknown, no
baseline

Rapid or uncontrolled
change

Incompatible with
existing tech-
nology

Unknown, no
baseline

Rapid or uncon-
trollable change

Incompatible with
existing tech-
nology

Unachievable
implementation

Table E-5. Quantification of Probability and Impact o Schedule Drivers
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llossary

acceptance
Risk responsestrategy that preparesfor and dealswith the conse-
guences of arisk, either actively (for example, by developing a
contingency plan to execute if the risk event occurs) or passively (for
example, by accepting a lower profit if some activities run over budget).
See also avoidance, mitigation, and transference.

activity
Element o work that is required by the project, uses resources, and
takes time to complete. Activities have expected durations, costs, and
resource requirements and may be subdivided into tasks. See also task.

activity duration
Best estimate of the time (hours, days, weeks, months, or, sometimes,
years) needed to accomplish the work involved in an activity,
considering the nature of the work and resources required for it.

activity-on-arrow
See arrow diagramming method.

activity-on-node
See precedence diagramming method.

actual cost
Cost determined on the basis of incurred costs as distinguished from
forecasted costs.

analogy comparisons
Risk identification technique that involves comparing past or existing
programs to the current project effort and reviewing and using these
datain the risk processto understand relationships among project
characteristics and particular aspects of the current project. See dso
lessons learned.



analogychased estimating
Using the actual duration or cost of a previous, similar activity asthe
basisfor estimating the duration or cost of a present or future activity;
aform of expert judgment.

arrow
In ADM, graphic presentation of an activity. Thetail of the arrow
represents the start of the activity; the head of the arrow represents the
finish. Unless atime scale is used, the length of the arrow stem has no
relation to the duration of the activity.

arrow diagrammingmethod (ADM)
Network diagramming technique in which activities are represented by
arrows. Thetail of the arrow represents the start of the activity; the
head of the arrow represents thefinish of the activity. Thelength of the
arrow does not represent the expected duration of the activity.
Activities are connected at points called nodes (usually drawn as
circles) toillustrate the sequence in which the activities are expected
to be performed. Also called activity-on-arrow.

assumption
A factor that is considered to be true, real, or certain and is often used
asabasisfor decision making.

assumptionsanalysis
Technique for conducting a thorough review of all project assumptions
and validating or invalidating those assumptionsat the beginning of
the project and any time when the project environment changes.

audit
(1) Formal examination of a project's accounts or financial situation.

(2) Methodical examination of the project, either in whole or in part,
usually conducted according to apre-established schedule, to assess
overall progress performance.

avoidance
Risk response strategy that eliminates the threat of aspecificrisk event,
usualy by eliminating its potential cause. The project management
team can never eliminate all risk, but certain risk events often can be
eliminated. See aso acceptance, mitigation, and transference.

bar chart
See Gantt chart.
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basdine
(1) Original plan (for a project, work package, or activity), plusor
minus any approved changes. May be used with a modifier (for
example, cost baseline, schedule baseline, performance measurement
baseline).

(2) Nominal plan to which deviationswill be compared.

braingorming

Problem-solving technique that can be used for planning purposes,
risk identification, improvement efforts, and other project-related
endeavors. Participantsare invited to share their ideasin a group
setting where no disapproving verbal or nonverbal behaviorsare
permitted. T he technique is designed to generate a large number of
ideas by helping people to think creatively and allowing them to
participate fully without feeling inhibited or criticized by others.

breakdown
Identification of the smallest activities or tasksin a project for
estimating, monitoring, and controlling purposes.

budget
Quantitative expression of management's plans to perform specified
work. Used to present management's intentions and objectives to all
levelsof the organization, monitor implementation of the plans, and
provide aquantitative basisfor measuring and rewarding individual
and unit performance.

businessrisk
Risk—with an inherent potential for either profit or loss—that is
associated with any particular endeavor.

cause-and-effect diagram
See Ishikawadiagram.

chance
Possibility of an indicated outcome in an uncertain situation. See d0
probability.

checklists
Classic risk identification technique that uses simplelists of questions
or statements based on lessons|earned from previous projects. Allows
the project manager to build risk lists early in the project.

closeout phase
Fourth phasein the generic project life cycle where all outstanding
contractual issues are completed and documented in preparation for
turning over the product or service to the customer.
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concept phase
First of four sequential phases in the generic project life cycle where
the ideaor notion for a project isfirst articulated. Also caledidea,
economic analysis, feasibility, or prefeasibility phase.

confidenceinterval
Limitsaof an uncertain quantity (like cost) between which there isa
given probability of occurrence. Expressed asin "the n percent
confidenceinterval."” The confidence level isthe left-hand lower
confidence interval, so that one may say, "C is the nth confidence
level," meaning there isan n percent probability of cost being between
zeroand C.

confidencelevel
Percentile. Used to indicate what certainty or faith isto be put into the
sample being taken as representative of the entire population. The
most common measurein the area is the confidence level for the mean.

contingency
(1) Provision for any project risk elements within the project scope;
particularly important when comparison of estimates and actual data
suggest that certain risk events are likely to occur. If an allowance for
escalation isincluded in the contingency, such should be a separate
item calculated tofit expected price level escalation conditionsfor the
project.

(2) Possiblefuture action that may stem from presently known causes,
the cost outcome of which cannot be determined accurately. See dso
reserveand contingency plan.

contingency plan
Plan that identifies alternative strategies to be used if specifiedrisk
events occur. Examples include a contingency reservein the budget,
alternative schedule activity sequences, and emergency responses to
reduce the impacts of risk events.

contingencyreserve
Quantity of money or time that isintended to reduce the impact of
missed cost, schedule, or performance objectives, which can be only
partly planned (sometimes called " known unknowns"), and that is
normally included in the project's cost and schedule baseline. Also
cdled contingency allowance.

contract
Mutually binding agreement that obligatesthe seller to provide the
specified product or service and obligates the buyer to pay for it.
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contractwork breakdown structure
Tool used to describe the total product and work to be done to satisfy
aspecificcontract. Normally prepared by a contractor to reflect the
statement of work in aspecific contract or request for proposal. Used to
define the level of reporting the contractor will provide the buyer. See
aso work breakdown structure.

control
(1) Processof comparing actual performance with planned
performance, analyzing variances, evaluating alternatives, and taking
corrective action as needed.

(2) One of the key risk responsestrategies, calling for reduction of the
probability of arisk, reduction of the risk'simpact, or deflection of the
risk to another party. Also calkd mitigation.

cost basdline
Time-phased budget used to measure and monitor cost performance on
the project. Developed by summing estimated costs by period.

cost estimate
(1) Prediction of the expected monetary cost required to perform a task
or acquire an item.

(2) Quantitative assessment of the likely costs of the resources required
to complete project activities. May constitute asingle value or arange
of valuesand is based on understanding at a specific point in time.

cost estimating
Processof estimating the cost of the resources needed to complete
project activities. Includes an economic eval uation, an assessment of
project investment cost, and aforecast of future trends and costs.

cost estimating reationship (CER)
Mathematical relationship that defines cost as afunction of one or
more noncost parameters, such as performance, operating charac-
teristics, or physical characteristics.

cost performancereport (CPR)
Written account of cost and schedule progressand earned value,
normally prepared monthly.

cost risk
(1) Risk associated with failing to compl ete tasks within the estimated
budget allowances.

(2) Assessment of possible monetary loss or gain from the work to be
done on a project.
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Crawford Sip Method (CSM)
Risk information gathering technique that involves establishing a clear
premise, collecting participants responses (on paper glips), and then
repeating the process 10 timesin order to extract all information
available.

critical path
In aproject network diagram, the seriesof activitiesthat determine
the earliest completion of the project. Will change as activities are
completed ahead of or behind schedule. Although normally calculated
for the entire project, may also be determined for a milestone or
subproject. Often defined as those activities with float less than or
equal to a specified value, often zero. See dso critical path method.

critical path method (CPM)
Network analysis technique used to predict project duration by
analyzing the sequence o activities (path) that has the least amount
of scheduling flexibility (the least amount of float). Early dates are
calculated by aforward pass using a specified start date. Late dates are
calculated by a backward pass starting from a specified completion date
(usually the forward passs calculated early finish date for the project).
critical risk
Risk that can jeopardize achievement of a project'scost, time, or
performance objectives.

cumulativedensity function (CDF)
A curve or mathematical expression that associatesa probability to
all valuesin the set of valuesover which it isdefined so that the
probability isthat of the occurrence of avalue lessthan or equal to a
given value.

decison analysis
The examination of decision problemsby analysis of the outcomes of
decision alternatives, the probabilities of arrival at those outcomes, and
the intervening decisions between selection of alternatives and arrival
of outcomes. The attributes of the outcomes are examined and
numerically matched against preference criteria.

decision making
Analyzing a problem to identify viable solutions and then making a
choice among them.
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decision tree
Diagram that showskey interactions among decisionsand associated
chance events as they are understood by the decision maker. Branches
of the tree represent either decisions or chance events. The diagram
providesfor the consideration of the probability of each outcome.

deflection
Transference of all or part of arisk to another party, usually by means
of acontract provision, insurance policy, or warranty.

Dephi technique
Form of participative expert judgment; an iterative, anonymous,
interactive technique using survey methods to derive consensus on
work estimates, approaches, and issues.

dependency
Logical relationship between and among tasks of a project's WBS,
which can be graphically depicted on a network diagram. See also
logical relationship.

development phase
Second of four sequential phasesin the generic project life cycle, where
project planning and design typically occur. Also called planning phase.

documentation review
Risk review technique that analyzesthe breadth of project support
documentation to identify the potential risks a project may face.

duration
Number of work periods required to complete an activity or other
project element. Usually expressed as hours, workdays, or workweeks.
Sometimes incorrectly equated with elapsed time. See also effort.

earned value (EV)
Analysisof aproject's schedule and financial progressas compared to
theoriginal plan.

effort
Number of labor units required to complete an activity or other project
element. May be expressed as staff hours, days, or weeks. Should not be
confused with duration.
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egtimate
Assessment of likely quantitative result, usually applied to project
costs and durations. Should include some indication of accuracy (for
example, + X percent). Generally used with a modifier (such as
preliminary, conceptual, or feasibility). Some disciplines use modifiers
that imply specific accuracy ranges (such as order-of-magnitude,
budget, and definitive, which have been traditionally used in
engineering and construction projects), but are increasingly used in
other industry applications.

egimatingrelationships
Risk estimating technique for evaluating project costsand then
applying an equation to determine an appropriate contingency or risk
funds budget. See also cost estimating relationship and parametric cost
estimating.

expected monetary value (EM V)
Product of an event's probability of occurrence and the gain or Las that
will result. For example, if there isa 50 percent probability of snow, and
snow will result in a$100 loss, the expected monetary value of the
snow is$50 (0.5 x $100).

expert interviews
Risk identification and qualification technique that relieson obtaining
accurate risk judgments based on the experience of technical experts.

expertjudgment
Opinions, advice, recommendations, or commentary proffered, usually
upon request, by a person or persons recognized, either formally or
informally, as having specialized knowledge or training in aspecific
area.

feadbility
Assessment of the capability for successful implementation; the
possibility, probability, and suitability of accomplishment.

finish-to-finish (FF)
Relationship in aprecedence diagramming method network in which
one activity must end before the successor activity can end. Seealso
logical relationship.

finish-to-start(FS)
Relationship in a precedence diagramming method network in which
one activity must end before the successor activity can start. The most
commonly used relationship in the precedence diagramming method.
See alsological relationship.
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fishbone diagram
See Ishikawadiagram.

float
Amount of time that an activity may be delayed from its early start
without delaying the project end date. Derived by subtracting the early
start from the late start or early finish from the late finish, and may
change as the project progressesand as changes are made to the project
plan. Also caled slack, total float, and path float.

flow diagram
Graphic representation of work flow and the logical sequence of the
work elements without regard to a time scale. Used to show thelogic
associated with a process rather than a duration for completion of work.

Gantt chart
Graphic display of schedule-related information. Generally, activitiesor
other project elements are listed down the left side of the chart, dates
are shown across the top, and activity durations are displayed against
the x and y axes as date-placed horizontal bars. Named after its
developer, Henry Gantt.

general and adminigtrative (G&A) expense
Management, financial, or other expense incurred by or allocated to an
organizational unit for the general management and administration of
the organization asawhole.

Graphical Evaluation and Review Technique (GERT)
Network analysis technique that allowsfor conditional and
probabilistic treatment of logical relationships (for example, some
activities may not be performed).

hisogram
Timeline chart that shows the use of aresource over time.

impact
Estimate of the effect that a risk will have on schedule, costs, product
quality, safety, and performance.

impact analysis
Qualitative or quantitative assessment of the magnitude of lossor gain
to be realized should a specific risk or opportunity event---or series of
interdependent events--occur.

implementation phase
Third of four sequential phasesin the generic project life cycle where

the project plan is executed, monitored, and controlled. Also caled
execution or operation phase.
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independence (alsostatistical independence)
The relationship between two or more events when knowledgeadf the
probability of occurrence of one does not alter the probability of
another.

independent cost estimate
(1) Estimate of project costs conducted by individuals outside the
normal project management structure.

(2) Estimate of anticipated project costsby the project team; used to
compare the reasonableness of contractor proposals.

independent technical assessment
A formal technical review that an expert (or experts) in the field
conducts to determine the project's potential for achieving specific
objectives. Used for substantially reducing project risk, especially risk
associated with multi-organizational involvement.

inputs
(1) Information or other items required to begin a processor activity.

(2) Documents or documentabl e items to be acted upon.
(3) Information, thoughts, or ideas used to assist in decision making.

insurablerisk
Risk that can be covered by an insurance policy, normally expressed as
arisk with only the opportunity for loss. Also called pure risk.

I shikawa diagram
Diagram used to illustrate how various causes and subcauses create a
special effect. Named after its developer Kaoru Ishikawa. Also called
cause-and-effect diagram or fishbone diagram.

lessonslear ned
Documented information, usually collected through meetings,
discussions, or written reports, to show how both common and
uncommon project events were addressed. This information can be
used by other project managers as areference for subsequent project
efforts.

level of effort
Support-type activity (such asvendor or customer liaison) that does
not readily lend itself to measurement of discrete accomplishment and
isgenerally characterized by a uniform rate of activity over a specific
time period.
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Life cycle
Theentire lifed aproject, product, or service, usuadly divided into
sequential phases, which include initiation, development, execution,
operation, maintenance, and disposal or termination.

life-cyclecost (LCC)
Broad view of project cost management that considers the effect of
project decisionson the cost of using the project's product. Evaluation
o al costsassociated with the project life cycle, including acquiring,
operating, supporting, and (if applicable) disposing of the items being
acquired so decisions can be made among alternatives.

logical relationship
Dependency between two project activities or between a project
activity and a milestone. The four types of logical relationships in the
precedence diagramming method are (1) finish-to-start—the "from"
activity must finish beforethe "to" activity can start, (2) finish-to-
finish—the"from" activity must finish before the"to" activity can
finish, (3)start-to-start—the "from" activity must start beforethe "to"
activity can start, and (4) start-to-finish—the "from" activity must start
beforethe "to" activity can finish. Also caled link.

management reserve
Separately planned quantity of money or time intended to reduce the
impact of missed cost, schedule, or performance objectives, which are
impossible to plan for (sometimescalled "unknown unknowns™).

mean
Theaverage value of aset of numbers.

median
The middle value in adistribution, above and below which lie an equal
number of values.

metrics
Units of measurement used to assess, calculate, or determine progress
performance in termsaof monetary units, schedule, or quality results.

milestone
(1) Task, with a zero duration and requiring no resources, that is used to
measure the progressaf a project and signifies completion or start of a
major deliverable.

(2) Identifiable point in aproject or set of activities that represents a
reporting requirement or completion of alarge or important set of
activities. Also cdled key event.
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mitigation
Risk responsestrategy that decreasesrisk by lowering the probability of
arisk event's occurrence or reducing the effect of the risk should it
occur. See also acceptance, avoidance, and transference.

mode
The highest point on a probability density function. The point on the
function at which the probability changes from increasing to
decreasing.

mode
A way tolook at an item, generally by abstracting and simplifying it to
make it understandable in a particular context.

modified Churchman-Ackoff method
A means of ordering events in terms of likelihood to occur.

Monte Carlo analysis
A technique in which outcomes of events are determined by selecting
random numbers subject to defined probabilities. If the random number
fallswithin the limits of an outcome's probability, that outcome is
chosen. The processisdone on an iterative basis to determine
"statistical" likelihood.

most likely time
In PERT estimating, the most realistic number of work periodsthe
activity will consume.

network
(1) Graphic depiction of the relationships of project work (activities or
tasks). See also network diagram.

(2) Communication facility that connects end systems; interconnected
series of points, nodes, or stations connected by communication
channels; or assembly of equipment through which connectionsare
made between data stations.

network analysis
Identification of early and late start and finish dates for uncompl eted
portions of project activities. Also called schedule analysis. See also
critical path method, Program Evaluation and Review Technique, and
Graphical Evaluation and Review Technique.

networ k-based scheduling
Process of determining logical relationships among WBS work
packages, activities, and tasksand then arranging same to establish the
shortest possible project duration. Examples of these techniquesinclude
PERT, CPM, and PDM.
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networ k diagram
Schematic display of the logical relationships of project activities,
usually drawn from left to right to reflect project chronology. Also caled
logic diagram and often incorrectly referred to asa PERT chart.

node
Junction point joined to someor al of the other dependency linesin a
network; an intersection of two or more lines or arrows. See dso arrow
diagramming method and precedence diagramming method.

nominal group technique
Specific structured processof team brainstorming and creative problem
solving that draws on individual and group strengths but prevents
domination by any one individual. Consists of five separate steps as
follows: (1) silent generation— individual team members write
responses to a problem statement in silence; (2) round robin—each
team member recites his or her responses, which are written on a chart;
(3) clarification— thegroup discussesthe remarks; (4) selection and
ranking--each team member selectsand ranks in priority order the top
3 to 10 ideas collected; and (5) final selection and ranking—the
facilitator tallies the resultsand preparesthe group's ranked set of idess.

odds
Theratio of probabilities of occurrence and nonoccurrence. For
example, for athrow of afair die the probability of getting a4 is.
Theoddsare5to 1.

opportunity
(1) Future event or series o events that, if occurring, will have a
positive impact on a project.

(2) Benefit to be realized from undertaking a project.

optimigtictime
In PERT estimating, the minimum number of work periods the activity
will consume.

outputs
Documents or deliverable items that are the result of a process.

parametric cost estimating
Estimating approach that uses a statistical relationship between
historical data and other variables (for example, linesof codein
softwaredevelopment) to calculate an estimate.

performance
Determination of achievement to measureand manage project quality.
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performancetracking
Risk measurement technique that establishes exacting project
performance criteria to assess them against acceptable rangesaround
those criteria. See also technical performance measurement.

PERT
See Program Evaluation and Review Technique (PERT).

pessmigticduration
In PERT estimating, the maximum number of work periods the activity
will consume. Also called pessimistictime.

plan evaluation
Risk technique that evaluates traditional, formal project plans used to
guidethe project for contradictions and voids.

planning meetings
Project planning technique that bringstogether key stakeholders on
risk to determine the risk practices to be pursued and the approach to
be used in pursuing them.

PMBOK®
See project management body of knowledge.

PMI®
See Project Management Institute, Inc.

PMP®
See project management professional.

precedence diagramming method (PDM)
Network diagramming technique in which activities are represented by
boxes (or nodes) and linked by precedence relationship lines to show
the sequence in which the activities are to be performed. The nodes are
connected with arrows to show the dependencies. Four types of
relationships are possible: finish-to-finish, finish-to-start, start-to-finish,
and start-to-start. Also called activity-on-node.

probabiity
(1) Likelihood of occurrence.

(2) Ratio of the number of chances that an event may or may not
happen to the sum of the chances of both happening and not

happening.
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probabilitydensity function (PDF)
A probability expressionin which the area under the function between
defined limits of the valueson which it is defined represents the
probability of the valueswithin those limits.

Program Evaluation and Review Technique (PERT)
Event-oriented, probability-based network analysis technique used to
estimate project duration when there is a high degree of uncertainty
with the individual activity duration estimates. PERT appliesthe
critical path method to aweighted averageduration estimate. The

formulais O + 4(ML) . P
6

where O = optimistic time, ML = most likely time, and
P = pessimistictime.

programmatic risk
Therisksinvolved in obtaining and using applicable resources and
activitiesthat may be outside the project manager's control but that
can affect the project's direction.

pr oject management body of knowledge (PMBOK 2)
Totality of knowledge within the project management profession. Asin
other professions,such aslaw, medicine, and accounting, the body of
knowledge rests with the practitioners and academicsinvolved in its
application and advancement. The PMBOK®2 includes practices that
have been widely applied and proven, aswell asinnovative and
advanced practices with more limited use and application.

Project Management | nstitute (PM F),Inc.
International, nonprofit professional association dedicated to
advancing the discipline of project management and state-of-the-art
project management practices. See also project management
professional.

proj ect management pr ofessional (PMP®)
Professional certification awarded by the Project Management
Institute, Inc. to individuals who have met the established minimum
requirements in knowledge, education, experience, and servicein the
discipline of project management.

project manager
Individual responsiblefor managing the overall project and its
deliverables. Acts as the customer's single point of contact for the
project. Controls planning and execution of the project's activities
and resources to ensure that established cost, time, and quality goals
are met.
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project risk
(1) Cumulative effect of the probability of uncertain occurrences that
may positively or negatively affect project objectives.

(2) Degreedf exposureto negative events and their probable
conseguences (opposite of opportunity). Characterized by three factors:
risk event, risk probability, and amount at stake.

project risk management
That part of project management that includes the processesinvolved
with identifying, analyzing, and responding to project risk; consists of
risk identification, risk quantification, risk response development, and
risk response control.

project stakeholder
Individual or organization who isactively involved in the project or
whose interests may be affected, either positively or negatively, asa
result of project execution

project templates
Risk identification technique that buildsearly risk lists based on risk
experience from previous projects.

qualitativerisk assessment
Nonnumericdescription of arisk, including the likelihood that it will
occur, itsimpact, the methodsfor containing the impact, possible
fallback or recovery measures, and ownership data.

quality risk
Failure to complete tasks to the required level of technical or quality
performance.

quantitativerisk assessment
Numeric analysis of risk estimates including probability of occurrence
toforecast the project's schedule and costs using probabilistic data and
other identified uncertainties to determine likely outcomes.

range
Theset of all valuesagiven function may take on.

rating scheme
Seerisk rating scheme.
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regresson analysis
Determination of the values of constants in a mathematical expression
that givesresultsthat are the closest to the observed values associated
with valuesdf the data used in the expression. Regressionanadysisisa
process by which the relationship between paired variablescan be
described mathematically using the tendency of jointly correlated
random variablesto approach their mean.

request for proposals (RFP)
Type of bid document used to solicit proposalsfrom prospective
contractors for products or services. Used when items or servicesare of
acomplex nature and assumes that negotiation will take place between
the buyer and the contractor.

reserve
Money or time provided for in the project plan to mitigate cost,
schedule, or performance risk. See also management reserve and
contingency reserve.

risk
See project risk.

risk allowance
Time or money budgeted to cover uncertainties becauseof inaccuracies
in deterministic estimates or the occurrence of risk events. See also
contingency reserveand management reserve.

risk analysis
Analysisdf the probability that certain undesirable and beneficial
events will occur and their impact on attaining project objectives.
See als0 risk assessment.

ri sk assessment
(1) Review, examination, and judgment to see whether the identified
risksare acceptable according to proposed actions.

(2) Identification and quantification of project risksto ensure that they
are understood and can be prioritized. Also called risk evaluation.

risk avoidance
See avoidance.

risk budget
Cost and schedule allowance that isheld in reserve and spent only if
uncertainties or risksoccur. A combination of contingency and
Mmanagement reserves.
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risk database
Database for risks associated with a project.

risk deflection
See deflection.

risk description
Documentation of the risk element to identify the boundaries of the
risk.

rik drivers
The technical, programmatic, and supportability facetsof risk.

risk evaluation
See risk assessment.

risk event
Discrete occurrence that may affect a project, positively or negatively.
See also project risk.

risk exposure
(1) Impact value of arisk multiplied by its probability of occurring.

(2) Loss provision madefor arisk; requiresthat a sufficient number of
situations in which thisrisk could occur have been analyzed.

risk factor
Risk event, risk probability, or amount at stake.

risk handling
Thelast critical element in the risk management process. The action or
inaction taken to address risk issues identified and evaluated in the risk
assessment and risk analysis efforts. See also risk response control.

risk identification
Determining the risk events that are likely to affect the project and
classifying them according to their cause or source.

risk indicators
Thecost and schedule facets of risk.

risk management
See project risk management.

risk management plan
Documentation of the proceduresto be used to manage risk during the
life of aproject and the parties responsiblefor managing variousareas
of risk. Includes proceduresfor performing risk identification and
quantification, planning risk response, i mplementing contingency
plans, allocating reserves, and documenting results.

324 Glossary



risk management planning
Theeffort, organizationally, to draw together the risk policies, practices,
and proceduresaf the organization into a cohesive whole that will
addressthe nature of risk peculiar to the project.

risk management strategy
Formal statement of how risk management will be implemented for a
project, what resources will be used, and, if applicable, what roles
subcontractors will play.

risk mitigation
See mitigation.

risk modeling
Risk identification technique that involves constructing a set of

questions that, when answered candidly, will provide a metric value as
to the overall risk and opportunity associated with the project.

risk monitoringand control
The processof continually monitoring and correcting the condition of
the project.

risk planning
Forcing organized purposeful thought to the subject of eliminating,
minimizing, or containing the effects of undesirable occurrences. It
alowsfor isolating and minimizing risk, eliminating risk wherever
possible, developing alternative courses of action, and establishing time
and money reserves to cover risks that cannot be avoided.

risk practicemethodology
Risk identification technique that outlines clear process steps, forms,
and practices that are applied consistently and are stored in acommon
repository within an organization.
risk probability
Assessment of the likelihood that a risk event will occur.
risk qualification
Evaluating risks according to nonnumeric assessment protocols that
help to organizeand stratify the identified risks.
risk quantification
Evaluation of the probability of arisk event's occurring and of its effect.
risk rating scheme

A n evaluation structure, based on agreed-to values denoting probability
of occurrence and severity of the effect of failure, used to rank risks.
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risk response control
Process of implementing risk strategies, documenting risk, and
responding to changes in risk during the life of the project.

risk response development
Identification of specific actions to maximize the occurrence of
opportunities and minimize the occurrence of specificrisksin a project.

risk response matrix
Risk technique that analyzes and generates strategies that deal with
multiple risksin the form of agrid populated by plusand minussigns
reflecting their influence on other risks.

risk review
Risk evaluation technique conducted at regular intervals that reassesses
the risk environment, risk events, and their relative probability and
impact. See also audit.

risk symptom
Seerisk trigger.

risk trigger
Indirect manifestation of an actual risk event, such as poor morale
serving as an early warning signal of an impending schedule delay or
cost overruns on early activities pointing to poor estimating. Also cdled
risk symptom.

schedule
Time-sequenced plan of activitiesor tasks used to direct and control
project execution. Usually shown as a milestone chart, Gantt or other
bar chart, or tabular listing of dates.

schedulerisk
Risk that jeopardizescompleting the project according to the approved
schedule.

schedulesmulation
Use of the project network asamodel of the project with the results
used to quantify the risksof variousschedule alternatives, project
strategies, paths through the network, or individual activities. Most
schedule simulations are based on someform of Monte Carlo analysis.

scope
Sum of the products and servicesto be provided by the project.
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simulation
Technique used to emulate a process; usually conducted a number of
timesto understand the process better and to measure its outcomes
under different policies.

skew
The asymmetry of a probability density function. The skew is to the
side of the mode under which lies the greatest area.

dack
Seefloat.

sourcesof risk
Categories of possiblerisk events that may affect the project positively
or negatively. Descriptions of risk sources should include rough
estimates of the probability that arisk event from that source will
occur, the range of possible outcomes, the expected timing, and the
anticipated frequency of risk eventsfrom the source.

stakeholder
See project stakeholder.

dandard deviation
The square root of the variance. Often used becauseit is expressed
in the same units as the random variable itself and can be depicted
on the same axes as the probability density function of whichitisa
characteristic.

gart-to-finish
Relationship in a precedence diagramming method network in which
one activity must start before the successor activity can finish.

dart-to-start
Relationship in aprecedence diagramming method network in which
one activity must start before the successor activity can start.

statement of work (SOW)
Narrative description of products or servicesto be supplied under
contract that states the specifications or other minimum requirements;
quantities; performance dates, times, and locations, if applicable; and
quality requirements. Serves asthe basisfor the contractor's response
and as a baseline against which the progressand subsequent contractual
changes are measured during contract performance.

drategy
Action plan to set the direction for the coordinated use of resources

through programs, projects, policies, procedures, and organizational
design and establishment of performance standards.
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strengths-weaknesses-opportunities-threats (SWOT) analysis
Analysis used to determine where to apply special effortsto achieve
desired outcomes. Entails listing (1) strengths and how best to take
advantage of them; (2) weaknessesand how to minimizetheir impacts;
(3)opportunities presented by the project and how best to take
advantage of them; and (4) threats and how to deal with them.

supportabilityrisk
The risks associated with fielding and maintaining systemsthat are
being developed or have been developed and are being deployed.

SWOT analysis
See strengths-weaknesses-opportunities-threats anaysis.

task
Well-defined component of project work; adiscrete work item. There
are usually multiple tasksfor one activity. See also activity.

technical performance measurement
Risk measurement technique that is conducted by establishing exacting
project performance criteriaand assessing them against the acceptable
rangesaround those criteria.

technical risk
Therisk associated with developing a new design to provide a greater
level of performance than previously demonstrated or to accommodate
new constraints, such assze or weight.

templates
Set of guidelines that provides sample outlines, forms, checklists, and
other documents.

transference
Risk response strategy that shifts the responsibility or consequence for a
risk to athird party. See als0 acceptance, avoidance, and mitigation.

uncertainty
(1) Situation in which only part of the information needed for decision
making isavailable.

(2) Lack of knowledge of future events.

valueanalysis
Activity concerned with optimizing cost performance. Systematic use
of techniques to identify the required functions of an item, establish
valuesfor those functions, and provide the functions at the lowest
overall cost without loss of performance.
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variance
Actual or potential deviation from an intended or budgeted amount or
plan. Difference between a plan and actual time, cost, or performance.

Venture Evaluation and Review Technique (VERT)
Network analysis technique that alowsfor the incorporation of event
probabilities, cost, and resource considerations.

WBS dictionary
Collection of work packagedescriptions that includes, among other
things, planning information such as schedule dates, cost budgets, and
Saff assignments.

work breakdown structure (WBS)
Deliverable-oriented grouping of project elements that organizes and
defines the total scope of the project. Each descending level is an
increasingly detailed definition of a project component. Project
components may be products or services. See also contract work
breakdown structure.

workaround
Unplanned response to a negative risk event. Distinguished from
contingency plan becauseit isnot planned in advance of the
occurrence of the risk event.
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