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Preface

The Center for Chemical Process Safety (CPS) was established in 1985 by the
American Institute of Chemical Engineers (AIChE) for the express purpose of
assisting the Chemical and Hydrocarbon Process Industries in avoiding or
mitigating catastrophic chemical accidents. To achieve this goal, CCPS has
focused its work on four areas:

e establishing and publishing the latest scientific and engineering guide-
lines (not standards) for prevention and mitigation of incidents involv-
ing toxic and/or reactive materials;

¢ encouraging the use of such information by dissemination through
publications, seminars, symposia and continuing education programs
for engineers;

¢ advancing the state-of-the-art in engineering practices and technical
management through research in prevention and mitigation of cata-
strophic events; and

¢ developing and encouraging the use of undergraduate education curric-
ula that will improve the safety knowledge and awareness of engineers.

It is readily acknowledged that human errors at the operational level are
a primary contributor to the failure of systems. It is often not recognized,
however, that these errors frequently arise from failures at the management,
design, or technical expert levels of the company. This book aims to show how
error at all of these levels can be minimized by the systematic application of
tools, techniques and principles from the disciplines of human factors, ergo-
nomics, and cognitive psychology. The book is the result of a project in which
a group of volunteer professionals from CCPS sponsor companies prepared a
project proposal and then worked with the successful contractor, Dr. David
Embrey of Human Reliability Associates, to produce this book. The ensuing
dialogue has resulted in a book that not only provides the underlying princi-
ples and theories of the science of human factors, but also goes on to show
their application to process safety problems and to the CCPS technical man-
agement of process safety system.

xiii
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Glossary and Acronyms

GLOSSARY

Active Errors An active human error is an intended or unintended action that
has an immediate negative consequence for the system.

Cognitive “tunnel vision” A characteristic of human performance under
stress. Information is sought that confirms the initial hypothesis about the
state of the process while disregarding information that contradicts the
hypothesis.

Encystment A characteristic of human performance under stress. Encystment
occurs when minor problems and details are focused on to excess while
more important issues are ignored.

External Error Mode The observable form of an error, for example, an action
omitted, as distinct from the underlying process

Externals Psychological classification of individuals who assume (when un-
der stress), that the problem is out of their immediate control and therefore
seek assistance.

Human Error Probability The probability that an error will occur during the
performance of a particular job or task within a defined time period.
Alternative definition: The probability that the human operator will fail to
provide the required system function within the required time.

Human Information-Processing A view of the human operator as an informa-
tion-processing system. Information-processing models are convention-
ally expressed in terms of diagrams which indicate the flow of information
through stages such as perception, decision-making, and action.

Human Reliability The probability that a job will be successfully completed
within a required minimum time.

Human-Machine Interface The boundary across which information is trans-
mitted between the process and the worker, for example, analog displays,
VDUs.



Xviii GLOSSARY AND ACRONYMS

Internal Error Mechanism The psychological process (e.g., strong stereotype
takeover) that underlies an external error mode.

Internal Error Mode The stage in the sequence of events preceding an exter-
nal error mode at which the failure occurred (e.g., failed to detect the initial
signal).

Internals Individuals who, when under stress, are likely to seek information
about a problem and attempt to control it themselves.

Knowledge-Based Level of Control Information processing carried out con-
sciously as in a unique situation or by an unskilled or occasional user

Latent error Anerroneous action or decision for which the consequences only
become apparent after a period of time when other conditions or events
combine with the original error to produce a negative consequence for the
system.

Locus of Control The tendency of individuals to ascribe events to external or
internal causes, which affects the degree of control that they perceive they
have over these events. (See also Externals and Internals.)

Manual Variability An error mechanism in which an action is not performed
with the required degree of precision (e.g., time, spatial accuracy, force).

Mindset Syndrome A stress-related phenomenon in which information that
does not support a person’s understanding of a situation is ignored. (See
also Cognitive tunnel vision.)

Mistakes Errors arising from a correct intentions that lead to incorrect action
sequences. Such errors may arise, for example, from lack of knowledge or
inappropriate diagnosis.

Performance-Influencing Factors Factors that influence the effectiveness of
human performance and hence the likelihood of errors.

Population Stereotype Expectations held by a particular population with
regard to the expected movement of a control or instrument indicator and
the results or implications of this movement

Reactance Occurs when a competent worker attempts to prove that his or her
way of doing things is superior in response to being reassigned to a
subordinate position.

Recovery Error Failure to correct a human error before its consequences occur.

Risk Assessment A methodology for identifying the sources of risk in a
system and for making predictions of the likelihood of systems failures.

Risk Homeostasis The theory that an operator will attempt to maintain a
stable perception of risk following the implementation of new technology
that increases the safety of a human-machine system. The theory predicts
that operators will take greater risks where more safety devices are
incorporated into the system.



GLOSSARY AND ACRONYMS Xix

Role Ambiguity Exists when an individual has inadequate information about
his or her roles or duties.

Role Conflict Exists when there is the simultaneous occurrence of two or
more sets of responsibilities or roles such that compliance with one is not
compatible with compliance with the other(s).

Root Causes The combinations of conditions or factors that underlie acci-
dents or incidents.

Rule-Based Level of Control In the context of chemical industry tasks, the
type of human information processing in which diagnoses are made and
actions are formulated on the basis of rules (e.g., “if the symptoms are X
then the problem is Y”).

Rule Book Culture An organization in which management or workers be-
lieve that all safety problems can be resolved by rigid adherence to a
defined set of rules.

Skill-Based Level of Control A mode of information processing charac-
terized by the smooth execution of highly practiced, largely physical
actions requiring little conscious monitoring.

Slips Errors in which the intention is correct but failure occurs when carrying
out the activity required. Slips occur at the skill-based level of information
processing.

Stereotype Fixation Occurs when an individual misapplies rules or proce-
dures that are usually successful.

Stereotype Takeover Occurs when an incorrect but highly practiced action is
substituted for a correct but less frequently occurring action in a similar
task. Also called a strong habit intrusion.

Traditional Safety Engineering A safety management policy that empha-
sizes individual responsibility for system safety and the control of error
by the use of motivational campaigns and punishment.

Vagabonding Stress-related phenomenon in which a person’s thoughts move
rapidly and uncontrollably among issues, treating each superficially.
Verbal Protocol Analysis Technique in which the person is asked to give a

“self-commentary” as he or she undertakes a task.

Violation An error that occurs when an action is taken that contravenes known
operational rules, restrictions, and/or procedures. The definition of viola-
tions excludes actions taken to intentionally harm the system (i.e., sabotage).

ACRONYMS

AT Area Technician
CADET Critical Action and Decision Evaluation Technique



CADs
CCPS
CCR
CCTV
CHAP
CPI
CPQRA
CR
CRT
CSE

CTI

cv

DA chart
ECFC
ERS
FMECA
GEMS
HAZOP
HEA
HEP
HFAM
HFE/E
HMI
HPES
HPIP
HRA
HRAM
HRP
HSP

IDA
IMAS
IRS
ISRS
LTA
MAST

GLOSSARY AND ACRONYMS

Critical Actions or Decisions

Center for Chemical Process Safety

Central Control Room

Closed-Circuit Television

Critical Human Action Profile

Chemical Process Industry

Chemical Process Quantitative Risk Assessment
Control Room

Cathode Ray Tube

Cognitive Systems Engineering

Critical Tasks

Critical Task Identification

Current Values

Decision Action Chart

Events and Causal Factors Charting

Error Reduction Strategies

Failure Modes and Effects of Criticality Analysis
Generic Error Modeling System

Hazard and Operability Study

Human Error Analysis

Human Error Probability

Human Factors Assessment Methodology
Human Factors Engineering and Ergonomics Approach
Human-Machine Interface

Human Performance Evaluation System
Human Performance Investigation Process
Human Reliability Analysis

Human Reliability Assessment Method
Hazard Release Potential

Hazard Severity Potential

Hierarchical Task Analysis

Influence Diagram Approach

Influence Modeling and Assessment System
Incident Reporting Systems

International Safety Rating | Systems

Less Than Adequate

Memory and Search Test



GLOSSARY AND ACRONYMS

MORT
MSM
NIOSH
NMRS
NRC
OAET
oSD
P&ID
PA
PCS
PDCC
PHEA
PIF
PORV
PPE
PRV
PSA
PSF
QRA
RCAS
RHT
SFG
SLI
SLIM
SM
soP
SORTM
SP
SPEAR
SRK
STAHR
STEP
TA
THERP
TQM
TSE

Management Oversight and Risk Tree

Molecular Sieve Module

National Institute of Occupational Safety and Health
Near Miss Reporting System

US Nuclear Regulatory Commission

Operator Action Event Tree

Operational Sequence Diagram

Piping and Instrumentation Diagram

Public Address

Process Control System

Program Development and Coordination Committee
Predictive Human Error Analysis

Performance Influencing Factors

Pilot-Operated Relief Valve

Personal Protective Equipment

Pressure Relief Valve

Probabilistic Safety Analysis

Performance Shaping Factors

Quantitative Risk Assessment

Root Cause Analysis System

Risk Homeostasis Theory

Signal Flow Graphs

Success Likelihood Index

Success Likelihood Index Method

Separator Module

Standard Operating Procedure

Stimulus Operation Response Team Performance
Set Points

System for Predictive Error Analysis and Reduction
Skill-Rule-Knowledge-Based Model
Sociotechnical Approach to Human Reliability
Sequentially Timed Events Plotting Procedure
Task Analysis

Technique for Human Error Rate Prediction
Total Quality Management

Traditional Safety Engineering

Visual Display Unit
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1

Introduction: The Role of Human
Error in Chemical Process Safety

1.1. INTRODUCTION

1.1.1. Objective

This book has been written to show how the science of human factors can be
applied at the plant level to significantly improve human performance and
reduce human error, thus improving process safety.

1.1.2. Scope and Organization

The application of the science of human factors to eliminating error in all
aspects of process design, management, operation, and maintenance is the
focus of this work. Human error has been a major cause of almost all of the
catastrophic accidents that have occurred in the chemical process industries
(CPI). If one adopts the broad view of human error as being the result of a
mismatch between human capabilities and process demands, then clearly
management’s role is critical in the following areas:

¢ Defining the process

¢ Providing the resources to manage, operate, and maintain the process

¢ Setting up the feedback systems to monitor the processes which are
critical to ensuring safe operation

The book begins with a discussion of the theories of error causation and
then goes on to describe the various ways in which data can be collected,
analyzed, and used to reduce the potential for error. Case studies are used to
teach the methodology of error reduction in specific industry operations.
Finally, the book concludes with a plan for a plant error reduction program
and a discussion of how human factors principles impact on the process safety
management system.



2 1. Introduction: The Role of Human Error in Chemical Process Safety

The book is organized as follows:

Chapter 1, The Role of Human Error in Chemical Process Safety, discusses the
importance of reducing human error to an effective process safety effort at the
plant. The engineers, managers, and process plant personnel in the CPI need
to replace a perspective that has a blame and punishment view of error with
a systems viewpoint that sees error as a mismatch between human capabilities
and demands.

Chapter 2, Understanding Human Performance and Error, provides a com-
prehensive overview of the main approaches that have been applied to ana-
lyze, predict, and reduce human error. This chapter provides the reader with
the underlying theories of human error that are needed to understand and
apply a systems approach to its reduction.

Chapter 3, Factors Affecting Human Performance in the Chemical Industry,
describes how a knowledge of “performance-influencing factors” (PIFs), can
be used to identify and then eliminate error-causing conditions at the plant.

Chapter 4, Analytical Methods for Predicting and Reducing Human Error,
contains a discussion and critique of the various methods that are available
for analyzing a process for its potential for human error.

Chapter 5, Quantitative and Qualitative Prediction of Human Error in Safety
Assessments, describes a systematic process for identifying and assessing the
risks from human error, together with techniques for quantifying human error
probabilities.

Chapter 6, Data Collection and Incident Analysis Methods, examines the
pitfalls involved in collecting data on human error and suggests possible
approaches to improving the quality of the data.

Chapter 7, Case Studies, uses examples that illustrate the application of the
various error analysis and reduction techniques to real world process industry
cases.

Chapter 8, A Systematic Approach to the Management of Human Error,
explains how the manager and safety professional can use human factors
principles in the management of process safety. This chapter also provides a
practical plan for a plant human error reduction program that will improve
productivity and quality as well.

1.1.3. Purpose of This Book

The objectives of this book are ambitious. It is intended to provide a compre-
hensive source of knowledge and practical advice that can be used to substan-
tially reduce human error in the CPL The following sections describe how this
is achieved.
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1.1.3.1. Consciousness Raising

A major objective is to provide engineers, managers, and process plant per-
sonnel in the CPI with an entirely new perspective on human error. In
particular, the intention is to change the attitudes of the industry such that
human error is removed from the emotional domain of blame and punish-
ment. Instead, a systems perspective is taken, which views error as a natural
consequence of a mismatch between human capabilities and demands, and an
inappropriate organizational culture. From this perspective, the factors that
directly influence error are ultimately controllable by management. This book
is intended to provide tools, techniques, and knowledge that can be applied
at all levels of the organization, to optimize human performance and minimize
error. One of the major messages of this book, with regard to implementing
the ideas that it contains, is that methods and techniques will only be effective
in the long term if they are supported by the active participation of the entire
workforce. To this extent, the consciousness raising process has to be sup-
ported by training. The primary focus for raising the awareness of approaches
to human error and its control is in Chapters 2 and 7.

1.1.3.2 Provision of Tools and Techniques

This book brings together a wide range of tools and techniques used by human
factors and human reliability specialists, which have proved to be useful in
the context of human performance problems in the CPI. Although many
human factors practitioners will be familiar with these methods, this book is
intended to provide ready access to both simple and advanced techniques in
a single source. Where possible, uses of the techniques in a CPI context are
illustrated by means of case studies.

Chapter 4 focuses on techniques which are applied to a new or existing
system to optimize human performance or qualitatively predict errors. Chap-
ter 5 shows how these techniques are applied to risk assessment, and also
describes other techniques for the quantification of human error probabilities.
Chapters 6 and 7 provide an overview of techniques for analyzing the under-
lying causes of incidents and accidents that have already occurred.

1.1.3.3 Provision of Solutions to Specific Problems

In addition to raising consciousness and acquainting the reader with a selec-
tion of tools for error reduction, this book is also intended to provide assistance
in solving specific human error problems that the reader may be experiencing
at the plant level. It should be emphasized that no textbook can substitute for
appropriate training in human factors techniques or for the advice of human
factors specialists. Readers requiring advice should contact professional bod-
ies such as the Human Factors and Ergonomics Society (USA) or the Ergonom-
ics Society (England) who have lists of qualified consultants.
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However, given appropriate training, it is quite feasible for personnel such
as engineers and process workers to apply techniques such as task analysis
(Chapter 4) and audit methods (Chapter 3) to reducing error potential in the
workplace.

1.1.3.4. Provision of a Database of Case Studies

The book provides a comprehensive set of examples and case studies that
cover a wide variety of process plant situations. Some of these are intended to
illustrate the range of situations where human error has occurred in the CPI
(see Appendix 1). Other examples illustrate specific techniques (for example,
Chapter 4 and Chapter 5). Chapter 7 contains a number of extended case
studies intended to illustrate techniques in detail and to show how a range of
different techniques may be brought to bear on a specific problem.

1.1.3.5 Cross-Disciplinary Studies

Although this book is primarily written for chemical process industry readers,
it also provides a sufficiently wide coverage of methods, case studies and
theory to be of interest to behavioral scientists wishing to specialize in process
industry applications. Similarly, it is hoped that the a comprehensive descrip-
tion of current theory and practice in this area will stimulate interest in the
engineering community and encourage engineers to gain a more in-depth
knowledge of the topic. Overall, the intention is to promote the cross-discipli-
nary perspective that is necessary for effective problem solving in the real
world environment.

1.1.3.6. A Complement to Other CCPS Publications

A final objective of this book is to complement other books in this series such
as Guidelines for Chemical Process Quantitative Risk Assessment (CCPS, 1989b),
Guidelines for Investigating Chemical Process Incidents (CCPS, 1992d), and Plant
Guidelines for the Technical Management of Chemical Process Safety (CCPS, 1992a).
In the latter volume, human factors was identified as one of twelve essential
elements of process safety management. The application to this area of the
concepts described in this book is addressed in Chapter 8.

1.2. THE ROLE OF HUMAN ERROR IN SYSTEM ACCIDENTS

After many years of improvements in technical safety methods and process
design, many organizations have found that accident rates, process plant
losses and profitability have reached a plateau beyond which further improve-
ments seem impossible to achieve. Another finding is that even in organiza-
tions with good general safety records, occasional large scale disasters occur
which shake public confidence in the chemical process industry. The common
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factor in both of these areas is the problem of human error. The purpose of this
book is to provide a coherent strategy, together with appropriate knowledge
and tools, to maximize human performance and minimize human error.

Human rror is probably the major contributor to loss of life, injury to
personnel and property damage in the CPL. Human error also has a significant
impact on quality, production, and ultimately, profitability. The publication:
One Hundred Large Losses: A Thirty Year Review of Property Damage Losses in the
Hydrocarbon Chemical Industries (Garrison, 1989), documents the contribution
of operational errors to the largest financial losses experienced in the CPI up
to 1984. This showed that human errors (defined as errors made on-site that
have directly given rise to the losses) account for $563 million of these losses
and as such are the second highest cause. If this analysis included off-site errors
(e.g., Flixborough, due to an engineering error) human error would be the
predominant contributor to these losses. A more recent analysis from the same
source, Garrison (1989), indicates that in the period 1985-1990, human error
was a significant factor in more than $2 billion of property damage in the CPL
These results are not confined to companies in the West. A study by Uehara
and Hasegawa of fire accidents in the Japanese chemical industry between
1968 and 1980 indicated that of a total of 120 accidents, approximately 45%
were attributed to human error. If the improper design and materials catego-
ries are also assumed to be due to human error, this figure rises to 58%. Little
change was observed in this proportion over the twelve years examined.
Further details of the study, together with others which indicate the central
importance of human error in CPI safety, are given in Table 1.1.

In addition to these formal studies of human error in the CPI, almost all
the major accident investigations in recent years, for example, Texas City,
Piper Alpha, the Phillips 66 explosion, Feyzin, Mexico City, have shown that
human error was a significant causal factor at the level of design, operations,
maintenance or the management of the process.

One of the central principles presented in this book is the need to consider
the organizational factors that create the preconditions for errors, as well as
their immediate causes. Figure 1.1 (adapted from Reason, 1990) illustrates the
structure of a general industrial production system. In the context of the CPI,
this diagram can be interpreted as representing a typical plant. The plant and
corporate management levels determine conditions at the operational level
that either support effective performance or give rise to errors. Some of the
factors that influence these conditions are given in Figure 1.1.The safety beliefs
and priorities of the organization will influence the extent to which resources
are made available for safety as opposed to production objectives. Attitudes
towards blame will determine whether or not the organization develops a
blame culture, which attributes error to causes such as lack of motivation or
deliberate unsafe behavior. Factors such as the degree of participation that is
encouraged in the organization, and the quality of the communication be-
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TABLE 1.1
Studies of Human Error in the CPI: Magnitude of the Human Error Problem
STUDY RESULTS
Garrison (1989) Human error accounted for $563 million of
major chemical accidents up to 1984
Joshchek (1981) 80-90% of all accidents in the CPi due to
human error
Rasmussen (1989) Study of 190 accidents in CPi facility: Top 4
causes:
« insufficient knowledge 34%
o design errors 32%
« procedure errors 24%
» personnel errors 16%
Butikofer (1986) Accidents in petrochemical and refinery units
¢ equipment and design failures 41%
» personnel and maintenance failures  41%
» inadequate procedures 1%
» inadequate inspection 5%
e other 2%
Uehara and Hoosegow (1986) Human error accounted for 58% of the fire
accidents in refineries
e improper management 12%
 improper design 12%
* improper materials 10%
¢ misoperation 1%
* improper inspection 19%
* improper repair 9%
o other errors 27%
Oil Insurance Association Report on Boiler Human error accounted for 73% and 67% of
Safety (1971) total damage for boiler start-up and on-line
explosions, respectively.

tween different levels of management and the workforce, will have a major
impact on the safety culture. The existence of clear policies that will ensure
good quality procedures and training will also impact strongly on error
likelihood.

The next level represents the organizational and plant design policies,
which will also be influenced by senior management. The plant and corporate
management policies will be implemented by line management. This level of
management has a major impact on the conditions that influence error. Even
if appropriate policies are adopted by senior management, these policies may
be ineffective if they do not gain the support of line management. Factors that
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directly affect error causation are located at the next level. These factors, which
include the characteristics of the job performed by the worker (complexity,
mental versus physical demands, etc.), and individual factors such as person-
ality, and team performance factors, are called collectively performance-influ-
encing factors, or PIFs. These factors are described in detail in Chapter 3.

The next layer in the production system structure represents the activities
carried out at the plant level to make the product. These include a wide range
of human interactions with the hardware. Physical operations such as opening
and closing valves, charging reactors and carrying out repairs will be promi-
nent in traditional, labor intensive, plants such as batch processing. Inmodern,
highly automated plants, particularly those involving continuous production,
there is likely to be a greater proportion of higher level “cognitive” skills
involved such as problem solving, diagnosis, and decision making in areas
such as process and production optimization. In all facilities, human involve-
ment in areas such as maintenance and repairs is likely to be high.

The final elements of a production system represented in Figure 1.1 are
the defenses against foreseeable hazards. These defenses exist in many forms.
They may include engineered system features such as emergency shutdown
systems, relief valves, bursting disks and valves or trips that operate on
conditions such as high pressures or low flows. In addition to these hardware
systems, the defenses also include human systems such as emergency re-
sponse procedures, and administrative controls, such as work permits and
training designed to give workers the capability to act as another line of
defense against hazards.

The various feedback loops depicted in Figure 1.1 represent the informa-
tion and feedback systems that should (but may not) exist to inform decision
makers of the effectiveness of their policies. In Figure 1.2 the structure of Figure
1.1isrepresented from the negative perspective of the conditions that can arise
at various levels of the organization that will allow errors to occur with
potentially catastrophic consequences. Inappropriate policies at the corporate
level or inadequate implementation of correct policies by line management
will create conditions at the operational level that will eventually result in
errors. The term “latent failures” is used to denote states which do not in
themselves cause immediate harm, but in combination with other conditions
(e.g.,local “triggers” such as plant disturbances) will give rise to active failures
(e.g., “unsafe acts” such as incorrect valve operations or inadequate mainte-
nance). If the system defenses (hardware or software) are also inadequate, then
a negative or even catastrophic consequence may arise.

This model of accident causation is described further in Figure 1.3. This
represents the defenses against accidents as a series of shutters (engineered
safety systems, safety procedures, emergency training, etc.) When the gaps in
these shutters come into coincidence then the results of earlier hardware or
human failures will not be recovered and the consequences will occur. Inap-
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propriate management policies create inadequate PIFs, which in turn give rise
to a large number of opportunities for error, when initiated by local triggers
or unusual conditions.

1.3. WHY IS HUMAN ERROR NEGLECTED IN THE CPI?

The evidence presented in the preceding section makes it clear that human
performance problems constitute a significant threat to CPI safety. Despite this
evidence, the study of human error has, in the past, been a much neglected
area in the industry. There are several reasons for this neglect. Part of the
problem is due to a belief among engineers and managers that human error is
both inevitable and unpredictable. In subsequent chapters this assumption
will be challenged by showing that human error is only inevitable if people
are placed in situations that emphasize human weaknesses and do not support
human strengths.

Another barrier to a systematic consideration of human error is the belief
that increasing computerization and automation of process plants will make
the human unnecessary. The fallacy of this belief can be shown from the
numerous accidents that have arisen in computer controlled plants. In addi-
tion, considerable human involvement will continue to be necessary in the
critical areas of maintenance and plant modification, even in the most auto-
mated process (see Chapter 2 for a further discussion of this issue).

Human error has often been used as an excuse for deficiencies in the overall
management of a plant. It may be convenient for an organization to attribute
the blame for a major disaster to a single error madeby a fallible process worker.
As will be discussed in subsequent sections of this book, the individual who
makes the final error leading to an accident may simply be the final straw that
breaks a system already made vulnerable by poor management.

A major reason for the neglect of human error in the CPI is simply a lack
of knowledge of its significance for safety, reliability, and quality. It is also not
generally appreciated that methodologies are available for addressing error
in a systematic, scientific manner. This book is aimed at rectifying this lack of
awareness.

1.4. BENEFITS OF IMPROVED HUMAN PERFORMANCE

The major benefits that arise from the application of human factors principles
to process operations are improved safety and reduced down time. In addi-
tion, the elimination of error has substantial potential benefits for both quality
and productivity. There is now a considerable interest in applying quality
management approaches in the CPI. Many of the major quality experts em-
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phasize the importance of a philosophy that gets to the underlying causes of
errors leading to quality lapses rather than attempting to control error by
blame or punishment. Crosby (1984) explicitly advocates the use of error cause
removal programs. Other experts such as Deming (1986), and Juran (1979) also
emphasize the central importance of controlling the variability of human
performance in order to achieve quality objectives. The practical techniques
presented in this book could form an integral part of such programs. In Europe
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and the United States there has been increasing interest in the relationship
between quality and safety (see, e.g., Whiston and Eddershaw, 1989; Dumas,
1987). Both quality and safety failures are usually due to the same types of
human errors with the same underlying causes. Whether or not a particular
error has a safety or quality consequence depends largely on when or where
in a process that it occurs. This indicates that any investment in error reduction
is likely to be highly cost effective, since it should produce simultaneous
reductions in both the incidence of accidents and the likelihood of quality
failures.

An additional reason for investing resources in error reduction measures
is to improve the ability of the industry to conform to regulatory standards. It
is likely that as the relationship between human error and safety becomes more
widely recognized, regulatory authorities will place more emphasis on the
reduction of error-inducing conditions in plants. It is therefore important that
the Chemical Process Industries take the lead in developing a systematic
approach and a defensible position in this area.

Despite the lack of interest in human factors issues in the CPI in the past,
the situation is now changing. In 1985, Trevor Kletz published his landmark
book on human error in the CPI: An Engineer’s View of Human Error (revised
in 1991). Several other books by the same author e.g., Kletz (1994b) have also
addressed the issue of human factors in case studies. Two other publications
have also been concerned specifically with human factors in the process
industry: Lorenzo (1990) was commissioned by the Chemical Manufacturers
Association in the USA, and Mill (1992), published by the U.K. Institution of
Chemical Engineers. In 1992, CCPS and other organizations sponsored a
conference on Human Factors and Human Reliability in Process Safety (CCPS,
1992¢). This was further evidence of the growing interest in the topic within
the CPL.

1.5. THE TRADITIONAL AND SYSTEM-INDUCED ERROR
APPROACH

From the organizational view of accident causation presented in the previous
section, it will be apparent that the traditional approach to human error, which
assumes that errors are primarily the result of inadequate knowledge or
motivation, is inadequate to represent the various levels of causation involved.
These contrasting views of error and accident causation have major implica-
tions for the way in which human error is assessed and the preventative
measures that are adopted.

The structure of this book is based on a model of human error, its causes,
and its role in accidents that is represented by Figures 1.4 and 1.5. This
perspective is called the system-induced error approach. Up to now, only certain
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aspects of this approach have been discussed in detail. These are the concept
of performance-influencing factors (e.g., poor design, training, and proce-
dures) as being the direct causes of errors, and the role of organizational and
management factors in creating these causes. The other aspect of the model
describes how performance-influencing factors interact with basic error ten-
dencies to give rise to errors with significant consequences.

This aspect of the model is illustrated in Figure 1.5. The error tendencies
circle represents the intrinsic characteristics of people that predispose them to
error. These tendencies include a finite capability to process information, a
reliance on rules (which may not be appropriate) to handle commonly occur-
ring situations, and variability in performing unfamiliar actions. These error
tendencies are discussed in detail in Chapter 2.

The error-inducing environment circle denotes the existence of conditions
(negative performance-influencing factors) which, when combined with in-
nate error tendencies, will give rise to certain predictable forms of error. For
example, the finite information processing capabilities of the human means
that overload is very likely if the worker is required to perform concurrent
tasks. Another form of error, losing place in a sequence of operations, is likely
if a high level of distractions are present. In terms of the management influ-
ences on these immediate causation factors, policies for planning workload
would influence the number of tasks the worker is required to perform. Job
design policies would influence the level of distractions.

The overlap between the error tendencies circle and the error-inducing
environment circle represents the likelihood that an error would occur. How-
ever, given appropriate conditions, recovery from an error is highly likely.
Recovery may arise either if the person making the error detects it before its
consequences (accidents, product loss, degraded quality) occur, or if the
system as a whole is made insensitive to individual human errors and sup-
ports error recovery. These aspects of the system-induced error approach are
represented as the third circle in Figure 1.5. Thus, the dark area in the center
of the model represents the likelihood of unrecovered errors with significant
consequences. At least two major influences can be controlled by the organi-
zation to reduce the likelihood of error. The first of these is the design of the
system to reduce the mismatch between the demands of the job and the
capabilities of the worker to respond to these demands. This area can be
addressed by modifying or improving performance-influencing factors that
either reduce the levels of demand, or provide greater capability for the
humans (e.g., through better job design, training, procedures, team organiza-
tion). The other area that will have a major impact on error is that of organiza-
tional culture. This issue is discussed in Chapter 8.

The system-induced error approach can be restated in an alternative form
as an accident causation model (see Figure 1.4). This shows how error-induc-
ing conditions in the form of inadequate PIFs interact with error tendencies to
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produce an unstable situation where there is a high probability of error. When
a triggering event occurs, this gives rise to an error in the form of an unsafe
act or decision. This in turn combines with an unforgiving environment that
does not support recovery, to give rise to a severe accident. The ways in which
the interaction between PIFs and error tendencies gives rise to error are
discussed in Chapter 2. A comprehensive description of PIFs is given in
Chapter 3.

1.6. A DEMAND-RESOURCE MISMATCH VIEW OF ERROR

A major cause of errors is a mismatch between the demands from a process
system and the human capabilities to meet these demands. This is expressed
in the model in Figure 1.6. One aspect of the demand side is the requirement
for human capabilities that arises from the nature of the jobs in the process
plant. Thus, physical capabilities such as craft skills (breaking flanges, welding
pipe work, etc.) mental skills (diagnosing problems, interpreting trends) and
sensory skills (e.g., being able to detect changes in process information) are all
required to a lesser or greater extent by various jobs.
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On the resources side, there are obviously upper limits on human capa-
bilities in these areas. However, these capabilities will be considerably en-
hanced if the jobs and tasks are designed to utilize human capabilities
effectively, if teams are constituted properly in terms of roles, and if personnel
with sufficient capability (through training and selection) are available. In
addition, these resources will be made more effective if an appropriate culture
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exists which releases the “discretionary energy” that is available if workers
feel committed to and empowered by the organization.

In Figure 1.6, the relationship between demand and resources can produce
three outcomes. Where demands and resources are in balance, errors will be
at a low level. If resources exceed demands, the organization can be regarded
as “excellent” using the terminology of Peters and Waterman (1982). The spare
resources can be used to contribute to a continuous improvement process as
defined by Total Quality Management. This means that errors can be progres-
sively reduced over time. The existence of spare capacity also allows the
system to cope more effectively when unusual or unpredictable demands
occur. It should be emphasized that increasing resources does not necessarily
equate to increasing numbers of personnel. The application of various design
principles discussed in this book will often reduce errors in situations of high
demand without necessarily increasing the size of the workforce. In fact, better
designed jobs, equipment, and procedures may enable production and quality
to be maintained in a downsizing situation. The third case, the mismatch state,
is a major precondition for error, as discussed earlier.

The occurrence of errors gives rise to various consequences. The nature of
the underlying causes needs to be fed back to policy makers so that remedial
strategies can be implemented. A typical strategy will consist of applying
existing resources to make changes that willimprove human performance and
therefore reduce error. This may involve interventions such as improved job
design, procedures or training or changes in the organizational culture. These
are shown by the arrows to the right of Figure 1.6. An additional (or alterna-
tive) strategy is to reduce the level of demands so that the nature of the job
does not exceed the human capabilitics and resources currently available to
doit. Animportant aspect of optimizing demands is to ensure that appropriate
allocation of function takes place such that functions in which humans excel
(e.g., problem solving, diagnosis) are assigned to the human while those
functions which are not performed well by people (e.g., long-term monitoring)
are assigned to machines and/or computers.

1.7. A CASE STUDY ILLUSTRATING THE SYSTEM-INDUCED
ERROR APPROACH

In a batch reaction plant, an exothermic reaction was cooled by water circu-
lating in a jacket. The circulating pump failed and the reactor went out of
control causing a violent explosion. A low flow alarm was present but was
inoperable. A critical pump bearing had not been lubricated during mainte-
nance, and the collapse of the bearing had led to the pump failure.

The incident report stated that the cause of the accident was human error.
Although maintenance procedures were available, they had notbeen used. The
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maintenance technician was disciplined and a directive was issued that in the
future more care should be exercised during maintenance and procedures
should be used. This report was based on the traditional view of human error.
The incident will now be analyzed from the systems-induced error perspective.

1.7.1. Error-Inducing Conditions

1.7.1.1. Design and Culture Factors

There were several reasons why the maintenance procedures, regarding pump
bearing lubrication, were not used. They had been supplied by the original
manufacturers of the pump and were written in highly technical language. The
format of the procedures in terms of layout and typography made it difficult
to find the appropriate section. The procedure was bound in a hard cover which
made it physically unsuitable for workshop conditions. The nature of the
maintenance operations had changed since the procedures were originally
written, but these changes had not been incorporated. The general culture in
the workshop was that only novices used procedures. Because the technicians
had not participated in the development of the procedures there was no sense
of ownership and no commitment to using procedures. Training was normally
carried out “on the job” and there was no confirmation of competence.

1.7.1.2. Organization and Policy Factors

There were many distractions in the workshop from other jobs. The mainte-
nance technicians were working under considerable pressure on a number of
pumps. This situation had arisen because an effective scheduling policy was
not in place. No policies existed for writing or updating procedures, or for
training. In addition, pump bearing maintenance had been omitted on several
occasions previously, but had been noticed before the pumps were put back
into service. These occurrences had not been reported because of a lack of
effective incident reporting systems for learning lessons from “near misses.”
The fact that the plant was being operated with an inoperable low flow alarm
was also indicative of an additional deficiency in the technical risk manage-
ment system.

1.7.2. Error Tendencies

The pump maintenance step that was omitted was in a long sequence of task
steps carried out from memory. Memory limitations would mean that there
was a high probability that the step would be omitted at some stage. The work
was not normally checked, so the probability of recovery was low.

The steps for maintenance of the pump involved in the incident were very
similar to those for other pumps that did not require bearing maintenance.
These pumps were maintained much more frequently than the type requiring
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bearing lubrication. It is possible that in a distracting environment, the main-
tenance technician may have substituted the more frequently performed set
of operations for those required. This is a basic error tendency called a strong
stereotype takeover (see Chapter 2).

1.7.3. Unforgiving Environment

An opportunity for error recovery would have been to implement a checking
stage by a supervisor or independent worker, since this was a critical mainte-
nance operation. However, this had not been done. Another aspect of the
unforgiving environment was the vulnerability of the system to a single
human error. The fact that the critical water jacket flow was dependent upon
a single pump was a poor design that would have been detected if a hazard
identification technique such as a hazard and operability study (HAZOP) had
been used to assess the design.

1.8 FROM THEORY TO PRACTICE: TURNING THE SYSTEMS
APPROACH TO A PRACTICAL ERROR REDUCTION
METHODOLOGY

This chapter has provided an overview of the book and has described its under-
lying philosophy, the system-induced error approach (abbreviated to the systems
approach in subsequent chapters). The essence of the systems approach istomove
away from the traditional blame and punishment approach to human error, to
one which seeks to understand and remedy its underlying causes.

In subsequent chapters, the various theories, tools, and techniques required
to turn the systems approach from a concept to a practical error reduction
methodology will be described. The components of this methodology are
described in Figure 1.7. Each of these components will now be described in turn,
together with references to the appropriate sections of the book.

1.8.1. Performance Optimization

The first component of the systems approach to error reduction is the optimi-
zation of human performance by designing the system to support human
strengths and minimize the effects of human limitations. The human factors
engineering and ergonomics (HFE/E) approach described in Section 2.7 of
Chapter 2 indicates some of the techniques available. Design data from the
human factors literature for areas such as equipment, procedures, and the
human-machine interface are available to support the designer in the optimi-
zation process. In addition the analytical techniques described in Chapter 4
(e.g., task analysis) can be used in the development of the design.
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FIGURE 1.7 Overview of the Systems Approach.

1.8.2. Prediction of Human Error and Its Consequences

The application of human factors principles at the design stage can reduce the
overall probability of errors occurring. However, beyond a certain point, the
expenditure that will be required to reduce error rates in general to a very low
level may become unacceptable. An approach is therefore required which
specifies more accurately the nature of the errors that could occur and their
significance compared with other sources of risk in the system. This is achieved
by the techniques for the qualitative and quantitative prediction of errors that
are described in Chapter 5. In particular, the System for Predictive Error
Analysis and Reduction (SPEAR) methodology provides a comprehensive
framework for predicting errors and their consequences. By using approaches
such as SPEAR, it is possible to make rational decisions with regard to where



1.8 FROM THEORY TO PRACTICE 21

resources should be most effectively spent in order to reduce the likelihood of
errors that have the most severe implications for risk.

The importance of such risk assessment and risk management exercises is
being increasingly recognized and can be highly cost-effective if it serves to
prevent severe losses that could arise from unmanaged risk. In certain indus-
try sectors, for example, offshore installations in the North Sea, safety cases
are being required by the regulatory authorities in which formal risk assess-
ments are documented.

1.8.3. Error Prevention (Audit Techniques)

Measures to reduce human error are often implemented at an existing plant,
rather than during the design process. The decision to conduct an evaluation
of the factors that can affect error potential at an existing plant may be taken
for several reasons. If human errors are giving rise to unacceptable safety,
quality or production problems, plant management, with the assistance of the
workforce, may wish to carry out a general evaluation or audit of the plant in
order to identify the direct causes of these problems.

The identification of the operational level deficiencies that contribute to
increased error rates can be achieved by evaluations of PIFs as described in
Chapter 3. Although the factors described in that chapter are not exhaustive
in their coverage, they can provide a useful starting point for an evaluation
exercise. Structured PIF evaluation systems are described in Chapter 2 which
ensure that all the important factors that need to be evaluated are included in
the exercise.

1.8.4. Learning Lessons from Operational Experience

The next component of the systems approach is the process of learning lessons
from operational experience. In Chapter 6, and the case studies in Chapter 7,
several techniques are described which can be used to increase the effective-
ness of the feedback process. Incident and near-miss reporting systems are
designed to extract information on the underlying causes of errors from large
numbers of incidents. Chapter 6 provides guidelines for designing such
systems. The main requirement is to achieve an acceptable compromise be-
tween collecting sufficient information to establish the underlying causes of
errors without requiring an excessive expenditure of time and effort.

In addition to incident reporting systems, root cause analysis techniques
can be used to evaluate the causes of serious incidents where resources are
usually available for in-depth investigations. A practical example of root cause
investigation methods is provided in Chapter 7.
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1.8.5. Influence of Organizational Factors

The last area addressed by the systems approach is concerned with global
issues involving the influence of organizational factors on human error. The
major issues in this area are discussed in Chapter 2, Section 7. The two major
perspectives that need to be considered as part of an error reduction program
are the creation of an appropriate safety culture and the inclusion of human
error reduction within safety management policies.

As discussed earlier in this chapter, the main requirements to ensure an
appropriate safety culture are similar to those which are advocated in quality
management systems. These include active participation by the workforce in
error and safety management initiatives, a blame-free culture which fosters
the free flow of information, and an explicit policy which ensures that safety
considerations will always be primary. In addition both operations and man-
agement staff need feedback which indicates that participation in error reduc-
tion programs has a real impact on the way in which the plant is operated and
systems are designed.

The other global dimension of the systems approach is the need for the
existence of policies which address human factors issues at senior levels in the
company. This implies that senior management realizes that resources spent
on programs to reduce error will be as cost-effective as investments in engi-
neered safety systems.

1.9. APPENDIX: CASE STUDIES OF HUMAN ERROR LEADING
TO ACCIDENTS OR FINANCIAL LOSS

1.9.1. Introduction

The intention of this section is to provide a selection of case studies of varying
complexity and from different stages of chemical process plant operation. The
purpose of these case studies is to indicate that human error occurs at all stages
of plant operation, and to emphasize the need to get at root causes. The case
studies are grouped under a number of headings to illustrate some of the
commonly recurring causal factors. Many of these factors will be discussed in
later chapters.

In the shorter case studies, only the immediate causes of the errors are
described. However, the more extended examples in the latter part of the
appendix illustrate two important points about accident causation. First, the
preconditions for errors are often created by incorrect policies in areas such as
training, procedures, systems of work, communications, or design. These
“root causes” underlie many of the direct causes of errors which are described
in this section. Second, the more comprehensive examples illustrate the fact
that incidents almost always involve more than one cause. These issues will
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be taken up in more detail in later chapters. In addition to the case studies in
this chapter, further examples will be provided within each chapter to illus-
trate specific technical points.

1.9.2. Errors Occurring during Plant Changes
and Stressful Situations

Insights into the human causes of accidents for a specific category of process
plant installations are provided by the Oil Insurance Association report on
boiler safety (Oil Insurance Association, 1971). This report provides a large
number of case studies of human errors that have given rise to boiler explosions.

Plants are particularly vulnerable to human error during shutdowns for
repair and maintenance. This is partly due to the higher level of direct human
involvement with the plant, when errors are likely if procedures and supervi-
sory systems are poor. Errors also occur during high stress situations such as
emergency shutdowns. Workers need to be trained in how to handle these
situations so that less stress is experienced (see Chapter 3).

Example 1.1

A boiler had been shut down for the repair of a forced draft fan. A blind
was not installed in the fuel gas line, nor apparently was a double block
and bleed in the fuel line utilized. Gas leaked into the firebox during the
repair period and was not removed. A severe explosion occurred during
the attempt to light of.

Example 1.2

Low water level had shut down a boiler. Flameout occurred on two
attempts to refire the boiler. On the third attempt, a violent explosion
occurred. The worker had not purged the firebox between each attempt
to fire the boiler and this resulted in the accumulation of fuel-air mixture
which exploded on the third attempt to ignite the pilot.

Example 1.3

A boiler house enclosed eight large boilers attended by two men. Failure
of the combustion air supply shut down one of the boilers. This boiler
shutdown created conditions beyond the control of just two men and lack
of proper combustion control equipment finally caused seven of the eight
boilers to shut down. Amid the confusion caused by low instrument air
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pressure, low steam pressure, constantly alarming boiler panels, the
blocking-in of valves and attempts to get the boilers back on line, one
boiler exploded. A purge interlock system was provided on the boilers
but the individual burner valves were manually operated. The fuel gas
header could not be charged until a timed purge period had been
completed.

On the boiler that exploded the manual individual burner valves were
not closed when the boiler shut down. After the purge period, fuel gas
was admitted to the header from remote manual controls in the control
room and into the firebox. Low fuel gas pressure tripped the master safety
valve after each attempt to pressure the fuel header. Three attempts were
made to purge the boiler and on each of these occasions fuel gas was
dumped into the furnace through the open manual burner gas valves. On
the third attempt a severe explosion occurred.

1.9.3. Inadequate Human~Machine Interface Design

The first set of case studies illustrates errors due to the inadequate design of
the human-machine interface (HMI). The HMI is the boundary across which
information is transmitted between the process and the plant worker. In the
context of process control, the HMI may consist of analog displays such as
chart records and dials, or modemn video display unit (VDU) based control
systems. Besides display elements, the HMI also includes controls such as
buttons and switches, or devices such as trackballs in the case of computer
controlled systems. The concept of the HMI can also be extended to include
all means of conveying information to the worker, including the labeling of
control equipment components and chemical containers. Further discussion
regarding the HMI is provided in Chapter 2. This section contains examples
of deficiencies in the display of process information, in various forms of
labeling, and the use of inappropriate instrumentation scales.

1.9.3.1. Inadequate Display of Process Information

Example 1.4

The pump feeding an oil stream to the tubes of a furnace failed. The
worker closed the oil valve and intended to open a steam valve to purge
the furnace tubes free from oil. He opened the wrong valve, there was
no flow to the furnace and as a result the tubes were overheated and
collapsed. The error was not due to ignorance. The worker knew which
was the right valve but nevertheless opened the wrong one.
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This incident is typical of many that have been blamed on human
failing. The usual conclusion is that the worker was at fault and there was
nothing anyone could do. In fact, investigation showed that:

1. The access to the steam valve was poor and it was difficult to see which
was the right valve.

2. There was no indication in the control room to show that there was no
flow through the furnace coils.

3. There was no low-flow alarm or low-flow trip on the furnace.

This accident was therefore a typical example of “system-induced
error.” The poor design of the information display and the inaccessible
steam valve created preconditions that were likely to contribute to the
likelihood of an error at some time.

Example 1.5

A reactor was being started up. It was filled with the reaction mixture from
another reactor which was already on line and the panel operator started
to add fresh feed. He increased the flow gradually, at the same time
watching the temperature on a recorder conveniently situated at eye level.
He intended to start a flow of cooling water to the reaction cooler as soon
as the temperature started to rise. Unfortunately, there was a fault in the
temperature recorder and although the temperature actually rose, this
was not recorded. As a result, a runaway reaction occurred.

The rise in temperature was indicated on a six-point temperature
recorder at a lower level on the panel, but the worker did not notice this.
The check instrument was about three feet above the floor and a change
in one reading on a six-point recorder in that position was not obvious
unless someone was actually looking for it.

Example 1.6

When a process disturbance occurred, the plant computer printed a long
list of alarms. The operator did not know what had caused the upset and
he did nothing. After a few minutes an explosion occurred. Afterwards,
the designer admitted that he had overloaded the user with too much
information.

25
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1.9.3.2 Poor Labeling of Equipment and Components

Example 1.7

Small leaks from the glands of a carbon monoxide compressor were
collected by a fan and discharged outside the building. A man working
near the compressor was affected by carbon monoxide. It was then found
that a damper in the fan delivery line was shut. There was no label or
other indication to show whether the damper was closed or open. In a
similar incident, a furnace damper was closed in error. It was operated
pneumatically, and again there was no indication on the control knob to
show which were the open and closed positions.

Example 1.8

Service lines are often not labeled. A mechanic was asked to fit a steam
supply at a gauge pressure of 200 psi (13 bar) to a process line in order
to clear a choke. By mistake, he connected up a steam supply at a gauge
pressure of 40 psi (3 bar). Neither supply was labeled and the 40 psi supply
was not fitted with a check valve. The process material flowed backwards
into the steam supply line . Later the steam supply caught fire when it was
used to disperse a small leak.

Example 1.9

Nitrogen was supplied in tank cars which were also used for oxygen.
Before filling the tank cars with oxygen, the filling connections were
changed and hinged boards on both sides of the tanker were folded down
so that they read “oxygen” instead of “nitrogen.” A tank car was fitted
with nitrogen connections and labeled “nitrogen.” Probably due to
vibration, one of the hinged boards fell down, so that it read “oxygen.”
The filling station staff therefore changed the connections and put oxygen
in it. The tank car was labeled “nitrogen” on the other side and so some
nitrogen tank trucks were filled from it and supplied to a customer who
wanted nitrogen. He off-loaded the oxygen into his plant, thinking it was
nitrogen. Fortunately, the mistake was found before an accident occurred.
The customer looked at his weigh scale figures and noticed that on arrival
the tanker had weighed three tons more than usual. A check then showed
that the plant nitrogen system contained 30% oxygen.
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1.9.3.3. Inappropriate Instrumentation Scales

Example 1.10

A workman, who was pressure testing some pipe work with a hand
operated hydraulic pump, told his foreman that he could notget the gauge
reading above 200 psi. The foreman told him to pump harder. He did so,
and burst the pipeline. The gauge he was using was calibrated in atmos-
pheres and not psi. The abbreviation “atm.” was in small letters, and in
any case the workman did not know what it meant.

Example 1.11

A worker was told to control the temperature of a reactor at 60°C, so he
adjusted the setpoint of the temperature controller at 60. The scale
actually indicated 0-100% of a temperature range of 0-200°C, so the set
point was really 120°C. This caused a runaway reaction which overpres-
sured the vessel. Liquid was discharged and injured the worker.

1.9.3.4. Inadequate Identification of Components

Example 1.12

A joint that had to be broken was marked with chalk. The mechanic broke
another joint that had an old chalk mark on itand was splashed with a corrosive
chemiical. The joint should have been marked with a numbered tag.

Example 1.13

An old pipeline, no longer used, was marked with chalk at the point at
which it was to be cut. Before the mechanic could start work, heavy rain
washed off the chalk mark. The mechanic “remembered” where the chalk
mark had been and he was found cutting his way with a hacksaw through
a line containing a hazardous chemical.

1.9.4. Failures Due to False Assumptions

In order to cope with a complex environment, people make extensive use of
rules or assumptions. This rule based mode of operation is normally very
efficient. However, errors will arise when the underlying assumptions re-
quired by the rules are not fulfilled. Chapter 2 discusses the causes of these
rule based errors in detail.
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Example 1.14

During the morning shift, a worker noticed that the level in a tank was falling
faster than usual. He reported that the level gauge was outof order and asked
an instrument mechanic to check it. It was afternoon before he could do so.
He reported that it was correct. Only then did the worker find that there was
a leaking drain valve. Ten tons of material had been lost. In this case an
inappropriate rule of the form “If level in tank decreases rapidly then level
gauge is faulty” had been used instead of the more general rule: “If level in
tank decreases rapidly then investigate source of loss of material.”

Example 1.15

Following some modifications to a pump, it was used to transfer liquid.
When the movement was complete, the operator pressed the stop button
on the control panel and saw that the “pump running” light went out. He
also closed a remotely operated valve in the pump delivery line. Several
hours later the high-temperature alarm on the pump sounded. Because
the operator had stopped the pump and seen the running light go out,
he assumed the alarm was faulty and ignored it. Soon afterward there was
an explosion in the pump.

When the pump was modified, an error was introduced into the circuit.
As a result, pressing the stop button did not stop the pump but merely
switched off the running light. The pump continued running-dead-
headed, overheated, and the material in it decomposed explosively.

Example 1.16

An ethylene oxide planttripped and a light on the panel told the operator
that the oxygen valve had closed. Because the plant was going to be
restarted immediately, he did not close the hand-operated isolation valve
as well, relying totally on the automatic valves. Before the plant could be
restarted an explosion occurred. The oxygen valve had not closed and
oxygen continued to enter the plant (Figure 1.8).

The oxygen valve was closed by venting the air supply to the valve
diaphragm, by means of a solenoid valve. The light on the panel merely
said that the solenoid had been deenergized not, as the operator assumed,
that the oxygen valve had closed. Even though the solenoid is deenergized
the oxygen flow could have continued because:

1. The solenoid valve did not open.

2. The air was not vented.

3 The trip valve did not close.
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FIGURE 1.8 The Light Shows That the Solenoid Is Deenergized, Not That the Oxygen
Flow Has Stopped (Kletz, 1994b).

In fact, the air was not vented. The 1-inch vent line on the air supply was
choked by a wasp’s nest. Although this example primarily illustrates a
wrong assumption, a second factor was the inadequate indication of the
state of the oxygen valve by the panel light. A similar error was a major
contributor to the Three Mile Island nuclear accident.

Example 1.17

A permit was issued to remove a pump for overhaul. The pump was
deenergized, removed, and the open ends blanked. Next morning the
maintenance foreman signed the permit to show that the job—removing
the pump—was complete. The morning shift lead operator glanced at the
permit. Seeing that the job was complete, he asked the electrician to
replace the fuses. The electrician replaced them and signed the permit to
show that he had done so. By this time the afternoon shift lead operator
had come on duty. He went out to check the pump and found that it was
not there.

The job on the permit was to remove the pump for overhaul. Permits are
sometimes issued to remove a pump, overhaul it, and replace it. But in this
case the permit was for removal only. When the maintenance foreman signed
the permit to show that the job was complete, he meant that the job of
removal was complete. The lead operator, however, did not read the permit
thoroughly. He assumed that the overhaul was complete.
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When the maintenance foreman signed the permit to show that the
job was complete, he meant he had completed the job he thought he
had to do. In this case this was not the same as the job the lead operative
expected him to do.

1.9.5. Poor Operating Procedures

This section gives an example of an error caused by poor operating proce-
dures. Inindustries such as nuclear power, incident reporting systems indicate
that inadequate or nonexistent operating instructions or procedures account
for a high proportion of errors. Although there is little hard evidence, because
of the incident reporting policies in the CPI (see Chapter 6), this cause probably
contributes to many of the incidents discussed in this chapter. The effective
design of procedures is discussed further in Chapter 7, Case Study 2.

Example 1.18

When the preparation of a batch went wrong the investigation showed
that the worker had charged 104 kg of one constituent instead of 104
grams. The instructions to the worker were set out as shown below
(originally the actual names of the chemicals were included).

Operating Instructions
BLENDING INGREDIENTS QUANTITY (TONS)

Chemical 1 3.75
Chemical 2 0.250
Chemical 3 0.104 kg
Chemical 4 0.020
Chemical 5 0.006

TOTAL 4.026

1.9.6. Routine Violations

This section is concerned with errors that are often classified as “violations,”
that is, situations where established operating procedures appear to have been
deliberately disregarded. Such violations sometimes arise because the pre-
scribed way of performing the task is extremely difficult or is incompatible
with the demands of production. Another cause is lack of knowledge of the



1.9. APPENDIX: CASE STUDIES 31

reasons why a particular activity is required. The case studies illustrate both
of these causes.

Example 1.19

Experience shows that when autoclaves or other batch reactors are fitted
with drain valves, they may be opened at the wrong time and the contents
will then discharge on to the floor, often inside a building. To prevent this,
the drain valves on a set of reactors were fitted with interlocks so that they
could not be opened until the pressure was below a preset value.
Nevertheless, a drain valve was opened when a reactor was up to pressure
and a batch emptied on to the floor. The inquiry disclosed that the
pressure measuring instruments were not very reliable. So the workers
had developed the practice of defeating the interlock either by altering
the indicated pressure with the zero adjustment screw or by isolating the
instrument air supply. One day, having defeated the interlock, a worker
opened a drain valve by mistake instead of a transfer valve.

Example 1.20

A small tank was filled every day with sufficient raw material to last until
the following day. The worker watched the level in the tank and switched
off the filling pump when the tank was 90% full. The system worked
satisfactorily for several years before the inevitable happened and the
worker allowed the tank to overfill. A high level trip was then installed to
switch off the pump automatically if the level exceeded 90%. To the
surprise of engineering staff the tank overflowed again after about a year.
When the trip was installed it was assumed that:

1. The worker would occasionally forget to switch off the pump in time,
and the trip would then operate.

2. The trip would fail occasionally (about once in two years).

3. The chance that both would occur at the time same time was negligible.

However, these assumptions were incorrect. The worker decided to rely
on the trip and stopped watching the level. The supervisor and foreman
knew this, but were pleased that the worker’s time was being utilized
more productively. A simple trip fails about once every two years so the
tank was bound to overflow after a year or two. The trip was being used
as a process controller and not as an emergency instrument. The operating
and supervisory staff probably assumed a much higher level of reliability
for the trip than was actually the case.
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Example 1.21

A permit issued for work to be carried out on an acid line stated that
goggles must be worn. Although the line had been drained, there might
have been some trapped pressure. The man doing the job did not wear
goggles and was splashed in the eye.

Further investigations showed that all permits issued asked for goggles
to be worn, even for repairs to water lines in safe areas. The mechanics
therefore frequently ignored this instruction and the supervisors and
foremen tolerated this practice.

Example 1.22

Two men were told to wear breathing apparatus while repairing a
compressor that handled gas containing hydrogen sulfide. The compres-
sor had been purged but traces of gas might have been left in it. One of
the men had difficulty in handling a heavy valve close to the floor and
removed his mask. He was overcome by hydrogen sulfide or possibly
nitrogen gas. It was easy to blame the man, but he had been asked to do
a job which was difficult wearing breathing apparatus.

1.9.7. Ineffective Organization of Work

Error free operation and maintenance can only occur within an effective
management system. At the level of the task itself, this is provided by operat-
ing instructions. However, at a more global level, separate tasks have to be
organized in a systematic manner, particularly if hazardous operations are
involved, and where several individuals need to coordinate to achieve an
overall objective. This section illustrates some accidents due to poor organiza-
tion of work or failure to carry out checks.

Example 1.23

A plumber foreman was given a work permitto modify a pipeline. At 4:00
PM. the plumbers went home, intending to complete the job on the
following day.

During the evening the process foreman wanted to use the line the
plumbers were working on. He checked that the line was safe to use and
he asked the shift mechanic to sign off the permit. Next moming the
plumbers, not knowing that their permit had been withdrawn, started
work on the line while it was in use.
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Example 1.24

A manhole cover was removed from a reactor so that some extra catalyst
could be put in. After the cover had been removed, it was found that the
necessary manpower would not be available until the next day. The
supervisor therefore decided to replace the manhole cover and regener-
ate the catalyst overnight. By this time itwas evening and the maintenance
foreman had gone home and left the work permit in his office, which was
locked. The reactor was therefore boxed up and catalyst regeneration
carried out with the permit stili in force. The next day a mechanic, armed
with the work permit, proceeded to remove the manhole cover again,
and while doing so was drenched with process liquid. Fortunately, the
liquid was mostly water and he was not injured.

Example 1.25

A pump was being dismantled for repair. When the casing was removed,
hot oil, above its autoignition temperature, came out and caught fire.
Three men were killed and the plant was destroyed. Examination of the
wreckage after the fire showed that the pump suction valve was open and
the pump drain valve was shut.

The pump had been awaiting repair for several days when a work
permit was issued at 8:00 AM. on the day of the fire. The foreman who
issued the permit should have checked, before doing so, that the pump
suction and delivery valves were shut and the drain valve open. He
claimed that he did so. Either his recollection was incorrect or, after he
inspected the valves and before work started, someone closed the drain
valve and opened the suction valve. When the valves were closed, there
was no indication on them of why they were closed. A worker might have
opened the suction valve and shut the drain valve so that the pump could
be put on line quickly if required. A complicating factor was that the
maintenance team originally intended to work only on the pump bearings.
When they found that they had to open up the pump they told the process
team, but no further checks of the isolations were carried out.

Example 1.26

While a plant was on-line a worker noticed a blind in a tank vent. The
blind had been fitted to isolate the tank from the blowdown system while
the tank was being repaired. When the repairs were complete, the blind

33
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was overlooked. Fortunately, the tank, an old one, was stronger than it
needed to be for the duty, or it would have burst. The omission of an
isolated step at the end of a long sequence of operations is a common
failure mode, which often occurs in the absence of formal checklists or
operating procedures.

1.9.8. Failure to Explicitly Allocate Responsibility

Many errors have occurred due to failure to explicitly allocate responsibility
between different individuals who need to coordinate their efforts. This is
illustrated by the case study in this section.

Example 1.27

The following incident occurred because responsibility for plant equip-
ment was not clearly defined, and workers in different teams, responsible
to different supervisors, operated the same valves.

The flare stack shown in Figure 1.9 was used to dispose of surplus fuel
gas, which was delivered from the gas holder by a booster through valves
B and C. Valve C was normally left open because valve B was more
accessible. One day the worker responsible for the gas holder saw that
the gas pressure had started to fall. He therefore imported some gas from
another unit. Nevertheless, a half hour later the gas holder was sucked in.
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FIGURE 1.9 Valve B was Operated by Different Workers (Kletz, 1994b).
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Another flare stack at a different plant had to be taken out of service
for repair. A worker at this plant therefore locked open valves A and B so
that he could use the “gas holder flare stack.” He had done this before,
though not recently, and some changes had been made since he last used
the flare stack. He did not realize that this action would result in the gas
holder emptying itself through valves C and B. He told three other men
what he was going to do but he did not tell the gas holder worker as he
did not know that this man needed to know.

1.9.9. Organizational Failures

This section illustrates some of the more global influences at the organizational
level which create the preconditions for error. Inadequate policies in areas
such as the design of the human-machine interface, procedures, training, and
the organization of work will also have contributed implicitly to many of the
other human errors considered in this chapter.

In a sense, all the incidents described so far have been management errors
but this section describes two incidents which would not have occurred if the
senior managers of the companies concerned had realized that they had a part
to play in the prevention of accidents over and above exhortations to their
employees to do better.

Example 1.28

A leak of ethylene from a badly made joint on a high pressure plant was
ignited by an unknown cause and exploded, killing four men and causing
extensive damage. After the explosion many changes were made to
improve the standard of joint-making: better training, tools, and inspection.

Poor joint-making and the consequent leaks had been tolerated for a
long time before the explosion as all sources of ignition had been
eliminated and so leaks could not ignite, or so it was believed. The plant
was part of a large corporation in which the individual divisions were
allowed to be autonomous in technical matters. The other plants in the
corporation had never believed that leaks of flammable gas could ignite.
Experience had taught them that sources of ignition were liable to occur,
even though everything was done to remove known sources, and there-
fore strenuous efforts had been made to prevent leaks. Unfortunately the
managers of the ethylene plant had hardly any technical contact with the
other plants, though they were not far away; handling flammable gases
at high pressure was, they believed, a specialized technology and little
could be learned from those who handled them at low pressure.
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Example 1.29

Traces of water were removed from a flammable solvent in two vessels
containing a drying agent. While one vessel was on-line, the other was
emptied by blowing with nitrogen and then regenerated. The changeover
valves were operated electrically. Their control gear was located in a
Division 2 area and as it could not be obtained in a nonsparking form, it
was housed in a metal cabinet which was purged with nitrogen to prevent
any flammable gas in the surrounding atmosphere leaking in. If the
nitrogen pressure fell below a preset value (about V2-inch water gauge) a
switch isolated the power supply. Despite these precautions an explosion
occurred in the metal cabinet, injuring the inexperienced engineer who
was starting up the unit.

The nitrogen supply used to purge the metal cabinet was also used to
blow out the dryers. When the nitrogen supply fell from time to time (due
to excessive use elsewhere on the site), solvent from the dryers passed
through leaking valves into the nitrogen supply line, and found its way
into the metal cabinet. The nitrogen pressure then fell so low that some
air diffused into the cabinet.

Because the nitrogen pressure was unreliable it was difficult to maintain
a pressure of 2-inch water gauge in the metal cabinet. The workers
complained that the safety switch kept isolating the electricity supply, so
an electrician reduced the setpoint first to V4 inch and then to zero, thus
effectively bypassing the switch. The setpoint could not be seen unless
the cover of the switch was removed and the electrician told no one what
he had done. The workers thought he was a good electrician who had
prevented spurious trips. Solvent and air leaked into the cabinet, as
already described, and the next time the electricity supply was switched
there was an explosion.

The immediate causes of the explosion were the contamination of the
nitrogen, the leaky cabinet (made from thin steel sheet) and the lack of
any procedure for authorizing, recording, and checking changes in trip
settings. However, the designers were also at fault in not realizing that the
nitrogen supply was unreliable and liable to be contaminated and that it
is difficult to maintain a pressure in boxes made from thin sheet. If a hazard
and operability study had been carried out on the service lines, with
operating staff present, these facts, well known to the operating staff,
would have been made known to the designers. It mightalso have brought
out the fact that compressed air could have been used instead of nitrogen
to prevent diffusion into the cabinet.

The control cabinet did not have to be in a Division 2 area. A
convenient location was chosen and the electrical designers were asked
to supply equipment suitable for the location. They did not ask if the
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cabinet had to be in a Division 2 area. This was not seen as their job. They
perceived their job as being to provide equipment suitable for the
classification which had already been agreed.
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2

Understanding
Human Performance and Error

2.1. PURPOSE OF THE CHAPTER

The purpose of this chapter is to provide a comprehensive overview of the
main approaches that have been applied to analyze, predict, and reduce
human error in industrial systems. The practical application of specific tech-
niques to achieve these goals must be built upon an understanding of the
theory that led to the development of these techniques. Just as it would be
inadvisable for an engineer to attempt to design a venting system without an
underlying knowledge of the behavior of chemical reactions, it is recom-
mended that the user of human factors techniques becomes acquainted with
their underlying rationale.

This chapter is organized into four sections, which comprise four comple-
mentary approaches to human error in industrial systems:

» Traditional safety engineering

¢ Factors/ergonomics

¢ Cognitive systems engineering

¢ Sociotechnical systems

Prior to the sections that give a detailed description of these approaches,
the following overview section provides a summary of the concepts and
terminology used in the study of error. This is followed by an introduction to

each of the approaches, which are then described in more detail in subsequent
sections.

2.2. CONCEPTS OF HUMAN ERROR

A single, all-embracing definition of human error is difficult to achieve. For
the engineer, the worker in a system such as a chemical process plant may be
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perceived as being there to perform a set of tasks to achieve specific operational
objectives. There is therefore relatively little interest in the underlying mecha-
nisms of failure. For the human reliability specialist, however, who is attempt-
ing to predict and optimize human performance, the underlying organizational
and psychological causes of errors are of considerable importance.

The analysis of accidents and disasters in real systems makes it clear that
it is not sufficient to consider error and its effects purely from the perspective
of individual human failures. Major accidents are almost always the result of
multiple errors or combinations of single errors with preexisting vulnerable
conditions (Wagenaar et al., 1990). Another perspective from which to define
errors is in terms of when in the system life cycle they occur. In the following
discussion of the definitions of human error, the initial focus will be from the
engineering and the accident analysis perspective. More detailed consideration
of the definitions of error will be deferred to later sections in this chapter where
the various error models will be described in detail (see Sections 5 and 6).

2.2.1. Engineering Concepts of Error

From a reliability engineering perspective, error can be defined by analogy
with hardware reliability as “The likelihood that the human fails to provide a
required system function when called upon to provide that function, within a
required time period” (Meister, 1966). This definition does not contain any
references to why the error occurred, but instead focuses on the consequences
of the error for the system (loss or unavailability of a required function). The
disadvantage of such a definition is that it fails to consider the wide range of
other actions that the human might make, which may have other safety
implications for the system, as well as not achieving the required function.
Meister (1977) classified errors into four major groupings:

e Performance of a required action incorrectly

e Failure to perform a required action (omission error)

¢ Performance of a required action out of sequence (combined commis-
sion/omission error)

¢ Performance of a nonrequired action (commission error)

This classification underscores the inadequacy of the approach common
in reliability engineering of simply classifying errors into omission and com-
mission categories.

An additional category related to the above was suggested by A. D. Swain:

¢ Failure to perform a required action within an allotted time

This is particularly relevant in situations where a human intervention is
required in response to a potentially hazardous plant situation.
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Although the above descriptions are, strictly speaking, classifications
rather than definitions of error, they share the same characteristics as the first
definition in that they describe what happened rather than why it happened.
They are therefore much more easily related to the observable consequences of
an error than to its causes.

2.2.2. Human Error in Accident Causation

Analysis of accidents and major losses in the CPI indicates that they rarely arise
from a single human error or component failure. Often there is a combination
of some triggering event (hardware or human) together with preexisting con-
ditions such as design errors, maintenance failures or hardware deficiencies.

It is therefore useful to distinguish between active and latent errors or
failures. An active human error has an immediate effect in that it either directly
causes a hazardous state of the system or is the direct initiator of a chain of
events which rapidly leads to the undesirable state.

Example 2.1: Active Human Error (Kletz, 1994b)

A plant worker opened the hatch of a reactor and manually charged it
with caustic soda. However, he had failed to check the reactor prior to
charging, and the caustic soda reacted with chemicals already present to
release a toxic by-product. The worker was overcome, and only survived
following emergency treatment.

in the case of a latent human error the consequences of the error may
only become apparent after a period of time when the condition caused
by the error combines with other errors or particular operational condi-
tions. Two types of latent error can be distinguished. One category
originates at the operational level and leads to some required system
function being degraded or unavailable. Maintenance and inspection
operations are a frequent source of this type of latent failure.

Example 2.2: A Latent Error Due to Misplaced Priorities

In an offshore oil production platform, a major accident occurred partly
because pump seals failed and therefore an antifoaming agent was not
delivered to a crude oil separator. The fact that the pump seals were
defective should have been picked up during routine inspections, but the
inspections were neglected because of production pressures. The failure
to carry out the inspections was a latent error.

The other category of latent failures can occur at the level of engineering
design or management policy. For example, the design of a scrubbing system
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may not be adequate to handle all credible releases. If an active human error
initiates the production of an excessive volume of product the system may
allow toxic materials to be released to the environment.

Example 2.3: A Latent Error Due to Lack of Design Knowledge
(Kletz, 1994b)

In the Flixborough disaster, one of six reactors in series, through which
hot cyclohexane was passed, was removed from service (see Figure 2.1).
Each reactor was connected by a short pipe with a bellows at each end
to allow for expansion. The fifth reactor was replaced by a temporary
bypass pipe with two bends in it to allow for differences in height between
reactors 4 and 6. Because the bypass was not properly supported and had
a bellows at either end, it moved when there were pressure variations.
This movement eventually caused the bellows to fail, releasing 50 tons of
cyclohexane which exploded, killing 28 men.

Inadequate ergonomic design in areas such as control panels and the
labeling and placement of valves on the plant can also be regarded as a latent
failure because it will increase the probability of active errors. For example, a
worker may misread process information from a poorly designed display.
Poorly labeled and situated valves can cause the wrong valve to be selected,
with possibly disastrous consequences.

Management policies are the source of many of the preconditions that give
rise to systems failures. For example, if no explicit policy exists or if resources
are not made available for safety critical areas such as procedures design, the
effective presentation of process information, or for ensuring that effective
communication systems exist, then human error leading to an accident is, at
some stage, inevitable. Such policy failures can be regarded as another form
of latent human error, and will be discussed in more detail in Section 2.7.

Because errors are frequently recoverable, it is also appropriate to define
another category of errors, recovery failures. These are failures to recover a
chain of events leading to a negative consequence (assuming that such a
recovery was feasible) before the consequence occurs. This includes recovery
from both active and latent failures.

For the sake of completeness, it is also useful to define at this stage the
category of errors known as violations. Violations occur when a worker carries
out actions that are either prohibited or are different from those which are
prescribed by the organization and carry some associated risks. Since viola-
tions are deliberate acts, they are not, strictly speaking, errors. However, the
violations category is useful when classifying human caused failures.
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FIGURE 2.1 Arrangem2nt of Bypass Pipe at Flixborough (Kletz, 1994b).

2.2.3. Summary of Definitions

Active Error/Failure: An active human error is an unintended action or an
intended action based on a mistaken diagnosis, interpretation, or other failure,
which is not recovered and which has significant negative consequences for
the system.

Latent Human Error/Failure (operational level): A latent human error is
similar to an active error, but the consequences of the error may only become
apparent after a period of time or when combined with other errors or
particular operational conditions.

Latent Human Error/Failure (management level): A management level human
error is an inadequate or nonexistent management policy which creates the
preconditions for active or latent human, hardware, or software failures.

Violation Error/Failure: A violation error occurs when an intended action is
made which deliberately ignores known operational rules, restrictions, or
procedures. However, this definition excludes actions that are deliberately
intended to harm the system, which come within the category of sabotage.

Recovery Error/Failure: A recovery failure occurs if a potentially recoverable
active or latent error is not detected or remedial action is not taken before the
negative consequences of the error occur.



44 2. Understanding Human Performance and Error

In the above definitions, the term “error” is used for the error event itself, and
“failure” for the consequences of the error event.

2.3. AN OVERVIEW OF THE FOUR PERSPECTIVES ON
HUMAN ERROR

The four perspectives to be discussed in detail later in this chapter are con-
trasted in Table 2.1 in terms of the error control strategies that are usually
employed, their main areas of application and the frequency that the ap-
proaches are applied in the CPL

2.3.1. Traditional Safety Engineering

The first perspective is the traditional safety engineering approach (Section
2.4). This stresses the individual factors that give rise to accidents and hence
emphasizes selection, together with motivational and disciplinary approaches
to accident and error reduction. The main emphasis here is on behavior modifi-
cation, through persuasion (motivational campaigns) or punishment. The
main area of application of this approach has been to occupational safety,
which focuses on hazards that affect the individual worker, rather than
process safety, which emphasizes major systems failures that could cause
major plant losses and impact to the environment as well as individual injury.

2.3.2. Human Factors Engineering/Ergonomics

The second perspective to be considered in this chapter is the human factors
engineering (or ergonomics) approach (HFE/E). This approach, described in
Section 2.5, emphasizes the mismatch between human capabilities and system
demands as being the main source of human error. From this perspective, the
primary remedy is to ensure that the design of the system takes into account
the physical and mental characteristics of the human. This includes considera-
tion of factors such as:

e Workplace and job design to accommodate the job requirements of
workers with differing physical and mental characteristics

¢ Design of the human-machine interface (HMI) such as control panels
to ensure that process information can be readily accessed and inter-
preted and that appropriate control actions can be made

¢ Design of the physical environment (e.g., heat, noise, lighting), to
minimize the negative physical and psychological effects of suboptimal
conditions

¢ Optimizing the mental and physical workload on the worker
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TABLE 2.1
Comparisons between Various Perspectives on Human Error
SOURCE OF ERROR AP- MAIN AREAS OF TYPICAL APPROACHES CURRENT
PROACH AND CONTROL APPLICATION USE
STRATEGY BY THE CPI
Traditional Safety ¢ Occupational safety o Selection Very
Engineering approach ¢ Manual operations ¢ Behavior change via common
(control of error by motivational campaigns
motivational, behavioral, ¢ Rewards/punishment
and attitude change)
Human Factors ¢ Occupational/process o Task analysis Infrequent
Engineering/Ergonomics safety ¢ Job design
approach (control of ¢ Manual/control operations |e Workplace design
error by design, audit, ¢ Routine operation ¢ Interface design
and feedback of e Physical environment
operational experience) evaluation
¢ Workload analysis
Cognitive Engineering * Process safety o Cognitive task analysis Rare
approach (control of ¢ Decision making/problem e Decision support during
error by design, audit, solving emergencies
and feedback of * Abnormal situations e Incident analysis for
operational experience, human error root causes
with particular reference
to mental skills such as
problem-solving and
diagnosis)
Sociotechnical approach |e Occupational/process ¢ Interviews More
(control of error through safety ¢ Surveys frequent in
changes in management e Effects of organizational ¢ Organizational redesign recent years
policy and culture) factors on safety ¢ Total Quality Management
¢ Policy aspects
o Culture

The emphasis on factors that can be manipulated during the design of a
plant has led to the human factors engineering approach being described as
“fitting the job to the person.” This is in contrast to the approach of “fitting the
person to the job,” which focuses on training, selection, and behavior-modifi-
cation approaches. The latter perspective is closer to the traditional safety
approach. In fact, training is also usually considered by the human factors
engineer, whereas occupational psychologists focus on the selection aspects.
The HFE/E approach can be applied to both occupational and process safety
and to manual and control room operations. The techniques and data available
from the HFE/E approach have been largely developed and applied within
the military, aerospace, and power generation sectors in the United States,
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although in Europe there has also been a long standing human factors research
tradition in the process industries (see, e.g., Edwards and Lees, 1974; Good-
stein et al., 1988). The practical application of these approaches to the CPI in
both Europe and the United States has, however, been somewhat limited.

2.3.3. Cognitive Systems Engineering

The third approach, cognitive systems engineering (CSE) is described in
Section 2.6. This is particularly useful in analyzing the higher level human
functions involved in CPI operations, for example, problem solving, decision
making, and diagnosis. It also provides an explanation of the underlying
causes of errors in a wide range of CPI operations.

The approach developed from a general change in emphasis in applied
psychology during the 1970s and 1980s, from viewing the human as a passive
black box, analogous to an engineering component, to the view that individu-
als were purposeful in that their actions were influenced by future goals and
objectives. The cognitive systems engineering approach is particularly appli-
cable to activities such as planning and handling abnormal situations. Its
methods include cognitive task analysis, which focuses on information proc-
essing failures, and the use of decision support systems of varying levels of
sophistication to assist in the handling of abnormal situations. To date, the
application of the approach has been limited in process plants, although the
development of interest in the area by human factors specialists has stimulated
research into the nature of the skills possessed by process workers. Neverthe-
less, this approach is the most comprehensive in terms of evaluating the
underlying causes of errors. This means that it has particular relevance to
analyzing the causes of recurrent errors and for predicting specific errors that
may have serious consequences as part of safety analyses.

2.3.4. Sociotechnical Systems

The fourth approach, the sociotechnical systems perspective, is described in
Section 2.7. This arose from a realization that human performance at the
operational level cannot be considered in isolation from the culture, social
factors and management policies that exist in an organization. For example,
the availability of good operating procedures is well known as an important
contributory factor in influencing the likelihood of errors leading to major
disasters. The existence of good procedures requires a procedures design
policy to be implemented by plant management. This should include elements
such as participation by the eventual users of the procedures, design of the
procedures based on analysis of operational tasks, their preparation in accord-
ance with accepted human factors principles, and a system for modifying the
procedures in light of operational experience. All of this requires resources to
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be allocated by managers at an appropriate level in the organization. The
existence of good quality procedures does not guarantee that they willbe used.
If a culture exists that encourages workers to take shortcuts not specified in
the procedures in order to achieve required production levels, then accidents
and losses may still occur. These are typical issues that are considered by the
sociotechnical systems approach.

The sociotechnical systems perspective is essentially top-down, in that it
addresses the question of how the implications of management policies at all
levels in the organization will affect the likelihood of errors with significant
consequences. The sociotechnical systems perspective is therefore concerned
with the implications of management and policy on system safety, quality,
and productivity.

2.3.5. Conclusions

The approaches described in this chapter can be regarded as complementary
rather than competing methodologies. They all have a part to play in an
integrated approach to the management of human error to reduce accidents
in the CPIL. Having said this, we will place rather more emphasis on approaches
other than the traditional safety approach in this book.

This is partly because the traditional approach is well known and docu-
mented in the industry, whereas the other approaches have received very little
application to date. In addition, despite the successes of the traditional ap-
proach in the area of occupational safety, it may be less applicable in areas
such as the prevention of major chemical accidents.

This is because many of the factors that have been shown to be the
antecedents of major process accidents (e.g., poor procedures, inadequate
training) are not usually under the control of the individual worker. The other
approaches can also be applied to improving quality and productivity as well
as process safety and can be readily integrated with engineering system safety
techniques, as will be described in Chapters 4 and 5.

2.4. THE TRADITIONAL SAFETY ENGINEERING APPROACH
TO ACCIDENTS AND HUMAN ERROR

The traditional safety engineering approach to accident causation focuses on
the individual rather than the system causes of error. Errors are primarily seen
as being due to causes such as lack of motivation to behave safely, lack of
discipline or lack of knowledge of what constitutes safe behavior. These are
assumed to give rise to “unsafe acts.” These unsafe acts, in combination with
“unsafe situations” (e.g., unguarded plant, toxic substances) are seen as the
major causes of accidents.
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One of the origins of this view of error and accident causation is the theory
of accident proneness, which tried to show that a small number of individuals
were responsible for the majority of accidents. Despite a number of studies
that have shown that there is little statistical evidence for this idea (see, e.g.,
Shaw and Sichel, 1971); the belief remains, particularly in traditional indus-
tries, that a relatively small number of individuals account for the majority of
accidents. Another element in the emphasis on individual responsibility has
been the legal dimension in many major accident investigations, which has
often been concerned with attributing blame to individuals from the point of
view of determining compensation, rather than in identifying the possible
system causes of error.

2.4.1. Accident Prevention from the Traditional Perspective

Based on this view of accident causation, certain strategies for prevention
emerge. The control of unsafe conditions is achieved partly by methods such
as eliminating the hazard at its source or by the use of guards or protective
equipment. However, the majority of resources are directed at eliminating
unsafe acts, either by motivating the worker to change his or her behavior or
by retraining, on the assumption that much unsafe behavior is simply due to
lack of knowledge, or because the correct way to do things has been forgotten.
Retraining, in this context, usually refers to reinforcing existing work practices,
or “more of the same.”

The basic assumption is that the individual always has the choice of whether or
not to behave in an unsafe manner. The implication of this assumption is that the
responsibility for accident prevention ultimately rests with the individual worker. It
also implies that as long as management has expended reasonable efforts to persuade
an individual to behave responsibly, has provided training in safe methods of work,
and has provided appropriate guarding of hazards or personal protection equipment,
then it has discharged its responsibilities for accident prevention. If these remedies fail,
the only recourse is disciplinary action and ultimately dismissal.

In some cases, more subtle approaches to behavior modification havebeen
employed. Applications of behavior modification to safety are discussed in
McKenna (1989), Hale and Glendon (1987), and Petersen (1984).

Modern behavior-modification programs rely on the identification and
reinforcement of safe behaviors. Considerable improvements in measures of
safety performance have been attributed to the introduction of these ap-
proaches (see McSween, 1993, for a petrochemical example). However, other
studies have indicated that performance may return to its original level if the
programs are withdrawn. It is therefore important to maintain a continuing
program to ensure that the initial levels of improvements are maintained.
Also, the benefits of behavior modification programs have mainly been dem-
onstrated in the context of work activities where there is a high level of
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discretion with regard to how tasks are carried out. Thus, existing “unsafe
behaviors” can be identified and alternative acceptable behaviors substituted
in their place. In the case study cited in Marcombe et al. (1993) for example,
the main unsafe behaviors that were cited as precursors to accidents were as
follows: not checking out equipment, tools, and the work area; not using
personnel protective equipment; and not using the proper body position
required by the task. These behaviors were the focus of the program.

2.4.2. Disadvantages of the Traditional Approach

Despite its successes in some areas, the traditional approach suffers from a
number of problems. Because it assumes that individuals are free to choose a
safe form of behavior, it implies that all human error is therefore inherently
blameworthy (given that training in the correct behavior has been given and
that the individual therefore knows what is required). This has a number of
consequences. It inhibits any consideration of alternative causes, such as
inadequate procedures, training or equipment design, and does not support
the investigation of root causes that may be common to many accidents.
Because of the connotation of blame and culpability associated with error,
there are strong incentives for workers to cover up incidents or near misses,
even if these are due to conditions that are outside their control. This means
that information on error-inducing conditions is rarely fed back to individuals
such as engineers and managers who are in a position to develop and apply
remedial measures such as the redesign of equipment, improved training, or
redesigned procedures. There is, instead, an almost exclusive reliance on
methods to manipulate behavior, to the exclusion of other approaches.

The traditional approach, because it sees the major causes of errors and
accidents as being attributable to individual factors, does not encourage a
consideration of the underlying causes or mechanisms of error. Thus, accident
data-collection systems focus on the characteristics of the individual who has
the accident rather than other potential contributory system causes such as
inadequate procedures, inadequate task design, and communication failures.

The successes of the traditional approach have largely been obtained in
the area of occupational safety, where statistical evidence is readily available
concerning the incidence of injuries to individuals in areas such as tripping
and falling accidents. Such accidents are amenable to behavior modification
approaches because the behaviors that give rise to the accident are under the
direct control of the individual and are easily predictable. In addition, the
nature of the hazard is also usually predictable and hence the behavior
required to avoid accidents can be specified explicitly. For example, entry to
enclosed spaces, breaking-open process lines, and lifting heavy objects are
known to be potentially hazardous activities for which safe methods of work



50 2. Understanding Human Performance and Error

can be readily prescribed and reinforced by training and motivational cam-
paigns such as posters.

In the case of process safety, however, the situation is much less clear cut.
The introduction of computer control increasingly changes the role of the
worker to that of a problem solver and decision maker in the event of
abnormalities and emergencies. In this role, it is not sufficient that the worker
is trained and conditioned to avoid predictable accident inducing behaviors.
It is also essential that he or she can respond flexibly to a wide range of
situations that cannot necessarily be predicted in advance. This flexibility can
only be achieved if the worker receives extensive support from the designers
of the system in terms of good process information presentation, high-quality
procedures, and comprehensive training.

Where errors occur that lead to process accidents, it is clearly not appro-
priate to hold the worker responsible for conditions that are outside his or her
control and that induce errors. These considerations suggest that behavior-
modification-based approaches will not in themselves eliminate many of the
types of errors that can cause major process accidents.

Having described the underlying philosophy of the traditional approach
to accident prevention, we shall now discuss some of the specific methods that
are used to implement it, namely motivational campaigns and disciplinary
action and consider the evidence for their success. We shall also discuss
another frequently employed strategy, the use of safety audits.

2.4.3. Safety Campaigns

On the assumption that poor motivation or lack of safety awareness have a major
contribution to accidents, most companies carry out safety campaigns. A safety
campaign may be defined as “an operation or program aimed at influencing
people to think or act in a safe marmer.” Such programs are designed to influence
behavior using praise, punishment or fear. In addition, they may also provide
specific information as a reinforcement for safety training.

There are at least three different forms of motivational campaigns: posters,
films, and incentive schemes.

For posters, there are broadly four distinct types: (1) those appealing to a
general awareness of safety issues; (2) those containing a warning or informa-
tion on specific hazards; (3) pPosters providing general information on, for
example, regulatory requirements; and (4) fear-inducing posters.

Films or videos cover the samebroad areas as posters. They are typically fairly
short (not more than 30 minutes) and are usually intended to be used during
training. Instructor’s notes are often supplied with the audiovisual material.

Many companies operate incentive schemes, ranging from competitions
among departments or factories for an award (e.g., a certificate or trophy) to
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elaborate schemes involving inspection and auditing to check for the achieve-
ment of certain safety objectives, which are rewarded with prizes.

The question of the effectiveness of motivational campaigns is not easy to
answer. The obvious method would be to look at accident rates. However,
recorded accident rates vary widely according to the propensity to report or
not report events.

A safety campaign may only reduce the willingness of the workforce to report an
accident rather than significantly reducing the underlying accident occurrences and
hazards.

This is a problem that is not unique to motivational campaigns but is
common to all approaches involving the monitoring of accidents or human
error, as will be discussed in Chapter 6.

Anindirect way to evaluate the effectiveness of safety campaigns is to look
at some other observable “performance indicator” such as the use of personal
protection equipment (PPE). Many campaigns are targeted at increasing the
use of different types of PPE. Monitoring the results of such campaigns is done
by establishing a baseline level of use of the equipment prior to the campaign
and then looking at the percentage change in this use by the same workforce
shortly after the campaign and then after some months have passed. Table 2.2
gives some summary results from a study by Pirani and Reynolds (1976)
showing the effects of different types of motivational schemes on the use of
PPE for head, hands, eyes, and feet. The first column shows the change from
the baseline measurement 2 weeks after the campaign. The second column
records the change from the baseline 4 months after the campaign.

In Table 2.2 the results from the use of posters and films are shown in the
first three rows. Two points should be noted. First, all three measures show
only short term gains. After four months the change in the pattern of use of

TABLE 2.2
Effect of Different Motivational Schemes on Use of PPE
(adapted from Pirani and Reynolds, 1976)

MEASURE PERCENT CHANGE AFTER PERCENT CHANGE AFTER
2 WEEKS 4 MONTHS
Ceneral safety posters +51% +11%
Appropriate films +40% +11%
Fear posters +18% - 2%
Disciplinary measures +39% - 7%
Discussion + opinion leaders + 9% + 2%
Role playing +71% +68%
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PPE is very similar, if not lower, than the baseline level. This result has been
verified by other researchers. Second, the use of fear-inducing posters was not
as effective as the use of general safety posters. This is because unpleasant
material aimed at producing high levels of fear often affects peoples’ attitudes
but has a varied effect on their behavior. Some studies have found that the
people for whom the fearful message is least relevant—for example, nonsmok-
ers in the case of anti-smoking propaganda—are often the ones whose atti-
tudes are most affected. Some posters can be so unpleasant that the message
itself is not remembered.

There are exceptions to these comments. In particular, it may be that
horrific posters change the behavior of individuals if they can do something
immediately to take control of the situation. For example, in one study,
fear-inducing posters of falls from stairs, which were placed immediately next
to a staircase, led to fewer falls because people could grab a handrail at once.
In general, however, it is better to provide simple instructions about how to
improve the behavior rather than trying to shock people into behaving more
safely. Another option is to link competence and safe behavior together in
people’s minds. There has been some success in this type of linkage, for
example in the oil industry where hard hats and safety boots are promoted as
symbols of the professional.

Table 2.2 indicates that the most successful campaign to encourage the use
of PPE involved the use of role playing. This is where people are asked to
advocate differing views from their own or to act in ways which differed from
their usual behavior. In this case, those workers who did not normally wear
protective equipment could, for example, be asked to take part in a discussion
supporting the wearing of PPE. Such role playing may be effective for two
reasons. First, the person will gain greater familiarity with the opposing view.
Second, and more importantly, people need to justify why they are doing
something and, in this case, advocating the opposite position competently
might only be explainable to themselves in terms of partly believing in that
position.

Table 2.2 does not include any reference to the effectiveness of incentive
schemes. The evidence in this regard is not conclusive. There have often been
reports of quite spectacular improvements in accident rates. However, these do
not form a controlled evaluation. The main difficulty in trying to establish the
effectiveness of incentive schemes is that such campaigns are often only part of
a “total safety climate” approach which includes changes in work procedures,
job design, etc. In such cases it is difficult to separate out the effects of the
incentive scheme alone. However, researchers suggest that simple competi-
tions are not as effective as such “total safety climate” programs, especially
when the latter include elaborate setting and monitoring of safety targets.

In summary, the following conclusions can be drawn with regard to
motivational campaigns:
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® Success is more likely if the appeal is direct and specific rather than
diffuse and general. Similarly, the propaganda must be relevant for the
workforce at their particular place of work or it will not be accepted.

» Posters on specific hazards are useful as short-term memory joggers if
they are aimed at specific topics and are placed in appropriate posi-
tions. Fear or anxiety inducing posters must be used with caution.
General safety awareness posters have not been shown to be effective

e The safety “campaign” must not be a one-shot exercise because then
the effects will be short-lived (not more than 6 months). This makes the
use of such campaigns costly in the long run despite the initial appear-
ance of a cheap solution to the problem of human error.

¢ Motivational campaigns are one way of dealing with routine violations
(see Section 2.5.1.1). They are not directly applicable to those human
errors which are caused by design errors and mismatches between the
human and the task. These categories of errors will be discussed in more
detail in later sections.

2.4.4. Disciplinary Action

The approach of introducing punishment for accidents or unsafe acts is closely
linked to the philosophy underlying the motivational approach to human
error discussed earlier. From a practical perspective, the problem is how to
make the chance of being caught and punished high enough to influence
behavior. From a philosophical perspective, it appears unjust to blame a
person for an accident that is due to factors outside his or her control. If a
worker misunderstands badly written procedures, or if a piece of equipment
is so badly designed that it is extremely difficult to operate without making
mistakes, then punishing the individual will have little effect on influencing
the recurrence of the failure.

In addition, investigations of many major disasters have shown that the
preconditions for failure can often be traced back to policy failures on the part
of the organization. Disciplinary action may be appropriate in situations
where other causes have been eliminated, and where an individual has clearly
disregarded regulations without good reason. However, the study by Pirani
and Reynolds indicates that disciplinary measures were ineffective in the long
term in increasing the use of personal protective equipment. In fact, four weeks
after the use of disciplinary approaches, the use of the equipment had actually
declined. The major argument against the use of disciplinary approaches,
apart from their apparent lack of effectiveness, is that they create fear and
inhibit the free flow of information about the underlying causes of accidents.
As discussed earlier, there is every incentive for workers and line managers
to cover up near accidents or minor mishaps if they believe punitive actions
will be applied.
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2.4.5. Safety Management System Audits

The form of safety audits discussed in this section are the self-contained
commercially available generic audit systems such as the International Safety
Rating System (ISRS). A different form of audit, designed to identify specific
error inducing conditions, will be discussed in Section 2.7. Safety audits are
clearly a useful concept and they have a high degree of perceived validity
among occupational safety practitioners. They should be useful aids to iden-
tify obvious problem areas and hazards within a plant and to indicate where
error reduction strategies are needed. They should also support regular moni-
toring of a workplace and may lead to a more open communication of problem
areas to supervisors and managers. The use of safety audits could also indicate
to the workforce a greater management commitment to safety.

Some of these factors are among those found by Cohen (1977) to be
important indicators of a successful occupational safety program. He found
that the two most important factors relating to the organizational climate were
evidence of a strong management commitment to safety and frequent, close
contacts among workers, supervisors, and management on safety factors. .
Other critical indicators were workforce stability, early safety training com-
bined with follow-up instruction, special adaptation of conventional safety
practices to make them applicable for each workplace, more orderly plant
operations and more adequate environmental conditions.

Despite these potential benefits, there are possible problems associated
with the use of generic safety audit systems. Questions that need to be
considered in the case of such standardized audits include:

¢ How are the critical factors identified?

¢ What validation exists for such schemes?

» What does it really mean to do well on such audits i.e. what evaluation
criteria are being used?

e What is the likelihood of missing an industry specific hazard when
using a general scheme?

Such audits may therefore be useful as a method of increasing safety
awareness and management commitment fo safety as part of a more general
attempt to reduce accidents. They should be treated as first steps and manage-
ment must be prepared to do more than just carry out a safety audit. The
authors of safety audits must be prepared to provide guidance on the next
steps in error reduction once the problems have been identified.

Problems can also arise when the results of safety audits are used in a
competitive manner, for example, to compare two plants. Such use is obvi-
ously closely linked to the operation of incentive schemes. However, as was
pointed out earlier, there is no evidence that giving an award to the “best
plant” produces any lasting improvement in safety. The problem here is that
the competitive aspect may be a diversion from the aim of safety audits, which
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is to identify problems. There may also be a tendency to “cover-up” any
problems in order to do well on the audit. Additionally, “doing well” in
comparison with other plants may lead to unfounded complacency and
reluctance to make any attempts to further improve safety.

2.4.6 Training

There is no question that training, particularly where it is task specific, is
extremely important in the attempt to reduce human failures. Safety cam-
paigns must always support, not replace safety training. However, all too
often, organizations have attacked the problem of human error as simply a
matter of training. Training departments have become the dumping grounds
for problems created by factors such as bad design and poor management. It
must be recognized that even the best-trained worker will experience difficul-
ties if he or she is faced with a complex problem, a poorly designed human~—
machine interface, unrealistic task and workload demands and a “turbulent”
environment with noise, interruptions, and stress. No amount of training can
totally compensate for all of these adverse factors. Training should therefore
consider the design of the task, equipment, job aids, and similar factors rather
than be used instead of them. Training has to be directed at the underlying
causes of an error and for this reason, reporting systems need to explicitly
identify these root causes. Unfortunately, in many cases, the training approach
adopted in response to errors is to provide “more of the same.”

2.5. THE HUMAN FACTORS ENGINEERING AND
ERGONOMICS APPROACH (HF/E)

Human factors engineering (or ergonomics), is a multidisciplinary subject that
is concerned with optimizing the role of the individual in human-machine
systems. It came into prominence during and soon after World War II as a
result of experience with complex and rapidly evolving weapons systems. At
one stage of the war, more planes were being lost through pilot error than
through enemy action. It became apparent that the effectiveness of these
systems, and subsequently other systems in civilian sectors such as air trans-
portation, required the designer to consider the needs of the human as well as
the hardware in order to avoid costly system failures.

The practical needs of military and aerospace systems tended to focus
interest on human-machine interfaces (e.g., aircraft cockpits), with particular
emphasis on information displays and the design of controls to minimize
error. The predominant model of the human prevalent at that time (called
behaviorism) concentrated exclusively on the inputs and outputs to an individ-
ual and ignored any consideration of thinking processes, volition, and other
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distinctively human characteristics. However, this model considerably influ-
enced the early workers in HF/E. In fact many of the tasks that were studied
in military systems were highly proceduralized and therefore involved little
use of higher level skills such as decision making or problem solving. It was
therefore possible for early HF/E practitioners to make a contribution to the
design of more effective systems even though they only considered a limited
subset of human skills and capabilities.

From the 1960s onward, there was a greater interest in psychological
issues, dominated by the concept of the human as a single-channel processor
of information. This stimulated research into a number of areas. Studies of
mental workload were concerned with the ability of humans to cope with
extremely high levels of information in situations such as air traffic control.
Vigilance studies, which focused on the human’s role in situations with very
low levels of stimulation such as radar monitoring, represented the other
extreme of human performance that was considered.

The conceptualization of the human as a single-channel processor of
information was useful in emphasizing the need to design systems to take into
account human capabilities and limitations. It did not, however, consider
issues such as the meaning that people assign to their work, their intentions,
and topics such as problem solving, decision making, and diagnosis. Despite
these limitations, the traditional HF/E approach has been the source of many
of the practical approaches and techniques which will be described in sub-
sequent chapters. Some of the key concepts used in this approach will there-
fore be described in this section.

From the traditional HF/E perspective, error is seen as a consequence of
a mismatch between the demands of a task and the physical and mental
capabilities of an individual or an operating team. An extended version of this
perspective was described in Chapter 1, Section 1.7. The basic approach of
HF/Eis to reduce the likelihood of error by the application of design principles
and standards to match human capabilities and task demands. These encom-
pass the physical environment (e.g., heat, lighting, vibration), and the design
of the workplace together with display and control elements of the human-
machine interface. Examples of the approach are given in Wilson and Corlett
(1990) and Salvendy (1987).

2.5.1. The Human-Machine Interface

The human-machine interface (usually abbreviated to interface) is a major
focus of interest for the HF/E approach to the reduction of human error. A
representation of the interface in a CPI context is provided in Figure 2.2. The
interface is the boundary across which information from the process is trans-
duced by sensors and then displayed in a form that can be utilized by the
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human process controllers. It also allows control actions to be made to change
the state of the system.

Figure 2.2 provides a more detailed description of the human side of the
interface. This is based on the information processing model of Wickens (1984).
It describes how the information presented at the interface (e.g., a control
panel) goes through various stages of processing before a response is eventu-
ally made in the form of a control action (e.g., pressing a button to close a
valve). The first stage, sensing and perception, involves the information being
captured by a sensory channel, for example, vision, after which it will be stored
in a limited-capacity store called working memory. The way in which infor-
mation is acquired will be influenced by the knowledge and experience of the
world, which is part of the observer’s long-term memory. For example, an
operator scanning a control panel for indications of problems will tend to focus
on sources of information (e.g., alarms) that have proved to be particularly
important in the past.

Interpretation of the information in working memory involves the use of
knowledge and experience from long-term memory. For example, on the basis
of experience, the panel operator may interpret a rapid rise in temperature as
indicative of a dangerous situation. The process of diagnosis and then deciding
on and selecting an appropriate response occurs at the next stage of processing
(represented by the next box in Figure 2.2). Finally, an appropriate response is
initiated (e.g., closing the valve), which will change the state of the system. This,
in turn, will be displayed by the interface, thus completing the processing loop.

The Wickens model suggests that there are finite information-processing
or attentional resources available, as represented by the box in Figure 2.2.
These resources can be distributed in different ways but cannot be increased.
Thus, interpretation of complex or unusual information displayed by the
interface will leave fewer resources available for handling the response selec-
tion and decision making demands. This provides a theoretical basis for the
view of human error described in Section 1.7, which described error as a
mismatch between demands and capabilities.

A familiar example of limited attentional resources being distributed
among different mental and physical processes occurs in car driving. A driver
in a foreign country who is required to operate a manual gear change system,
and at the same time drive on the opposite side of the road, may find that he
or she has little capacity available to navigate or respond to a sudden stop by
the car in front.

In the CPI, the most extensively studied human-machine interface is in
the central control room in automated plants where plant information is
displayed on visual display units (VDUs) and appropriate control actions are
made by the operating team. In the case of a highly automated plant, the
primary role of the human is to respond to unexpected contingencies such as
plant states that have not been anticipated by the designers of the automatic
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control and protection systems. Even in the most automated systems such
interventions are likely to occur occasionally, due to the difficulty of anticipat-
ing every process state in a complex plant. Only extremely simple processes
can be completely automated. Although a large number of highly automated
plants exist, it is probably true to say that the majority still require considerable
human intervention from the control room, together with manual operations
on the plant. This is particularly true of batch processes. The issue of whether
or not automation is the solution to the problem of human error will be
discussed further in Section 2.5.5.

Although most research on human factors in process control has focused
on the control room interface, in fact the human-machine interface concept can
be applied to all situations where the CPI worker has to take actions based on
information acquired directly or indirectly concerning the state of the process.
For example, a local indicator situated close to a reactor or a charging vessel is
also a process interface. In these cases, the displays may consist of a sight glass
or level indicator and the controls may be manually operated valves. It is
important to emphasize that the principles of interface design are of equal
importance to these situations as in a central control room. In fact, there is a
tendency to focus interface design resources in the control room at the expense
of equally critical but less prominent interfaces on the plant. Neglect of oper-
ability considerations by designers often leads to highly error inducing situ-
ations on the plant such as gauges displaying important information being
placed in inaccessible positions, and valves or process lines being unlabeled.

Example 2.4: An Error Due to a Poorly Designed Interface

In a resin plant, solvents were directed from storage tanks to a blender by
means of solvent charging manifold. Because of the poor panel layoutand
labeling of the charging manifold, a worker made connections that
pumped solvent to blender 21A instead of 12A as directed by the
instructions. An earlier error had left the valve open from the charging
manifold to blender 21A and hence the misdirected solvent degraded a
batch already in the blender (this example will be analyzed in more detail
in Chapter 7).

The functions of the interface can be summarized as follows:

e To allow the presentation of process information consistent with the
worker’s needs and expectations (e.g., monitoring normal operations,
responding to abnormalities in emergencies)

¢ To provide immediate feedback for control actions

* To support diagnosis, decision making and planning

¢ To facilitate the selection of the correct control actions and minimize
accidental activation of controls
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A number of design principles exist to achieve these aims, and these are
described in detail in handbooks such as those described in the Bibliography
at the end of the book. Examples of such principles are given below:

» Representational layout of control panels. Where the physical location of
items is important, for example, area displays in fire control systems,
the layout of the displays on a control panel should reflect the geo-
graphical layout of the plant. In other cases a functional arrangement
of the elements of the process plant will be appropriate, for example,
when monitoring the status of the system via an alarm panel.

o Sequential design. When a particular procedure is always executed in
sequential order, for example, the start-up of a distillation column, a
similar sequential arrangement of the controls will help to ensure that
parts of the sequence are not omitted.

o Design according to frequency of use or importance. Controls and displays
that are frequently used or are of special importance (e.g., critical
alarms), should be placed in prominent positions, for example, near the
center of the control panel.

e Hierarchical organization of information. Information should be provided
at a range of different levels of detail from major systems such as
reactors, to individual components such as valves, in order to satisfy a
range of different process control requirements.

2.5.2. Human Error at the Human-Machine Interface

The following sections discuss how errors can arise at each of the stages of
perception, decision-making and control actions. The account given below of
how information is processed by the human perceptual system is highly
simplified. More technical descriptions are provided in many textbooks, for
example, Wickens (1984).

2.5.2.1. Perception

As described earlier, in the first stage of perception, information is acquired
via the senses from a number of sources. These may include gauges and chart
recorders, VDU screens in a control room, verbal communication with indi-
viduals on the plant, or direct observation of process variables. In the short
term, this information provides feedback with regard to specific control
actions.

For example, if a worker turns on a stirrer in a reactor, he or she may use
alocal or control room indicator to verify that current is flowing to the agitator
motor. Errors may arise at several points in the input process. At the sensory
stage, there may be so many sources of information that the worker may be
unable to scan them all in the time available. This can be a particular problem
when a large number of alarms occur following a major process disturbance.
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The information may not be readily distinguishable either because it is too
faint or because it may not be easily separated from other similar information.
For example, a critical measurement on a multipoint temperature recorder
may be lost in the surrounding clutter of irrelevant information. As discussed
in the cognitive engineering approach described in Section 2.6, the worker may
also ignore sources of information because of preconceptions that lead him or
her to believe they are not significant.

The sensory input information is interpreted according to the worker’s
mental model of the process. The mental model is stored in long-term memory
and is an internal representation of the process and its dynamics, which is used
as a basis for decision making. This model is built up on the basis of the
worker’s experience in operating the plant and gaining an intuitive “feel” of
the effects of various control actions. The model may be quite different from
a chemical engineering model of the plant process but may be perfectly
adequate as a basis for controlling the plant. However, if the model is based
only on the worker’s experience of the plant under normal operating condi-
tions, errors could occur if actions are made in unusual situations for which
the model does not apply.

This implies that plant controllers need frequent exposure to problem-
solving training and evaluation to ensure that their mental model is kept up
to date. A more detailed consideration of mental models is contained in Lucas
(1987).

2.5.2.2. Decision Making

During the decision-making stage, evidence acquired from the system is used
in an individual’s working memory in conjunction with information from
long-term memory to decide on an appropriate course of action. The long-term
store contains the “mental model” mentioned earlier. The compatibility of the
mental model to the actual state of the system and the process dynamics has
an important bearing on the likelihood of an error being made. The translation
between the actual state of the system and the mental model is facilitated by
the use of displays such as schematic diagrams and the availability of hierar-
chically organized display systems. These have the effect of reducing the
information-processing load involved in translating the plant display into an
internal mental representation of the process.

Decision making may involve calculations, reference to procedures and
past experience, and other demands on long-term memory. This contributes
further to the overall mental workload. From the HF/E perspective, many
errors are likely to arise from information processing overload, essentially
from the mismatch between demands and capabilities. Information-process-
ing demands can be reduced by the provision of information in the form of
job aids such as flow charts or decision trees.
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2.5.2.3. Control Actions

The final stage of the information-processing chain involves the selection and
execution of a particular control action or response, on the basis of the
decisions made in the preceding stage. The complexity of the selection process
is influenced by the number of alternative control strategies the worker has to
choose from, the physical characteristics of the control to be operated and the
familiarity of the control action. For example, if the shutdown button for a
distillation column is clearly and unambiguously marked, very little searching
or information processing is necessary. If controls are ambiguous, or closely
crowded together, the likelihood of accidental activation increases, as do the
processing demands on the worker. Ergonomics textbooks, such as those
described in the general bibliography, contain extensive guidelines for the use
of different control types depending on the application.

2.5.3. Information Processing and Mental Workload

As discussed in the last section, attentional resources (see Figure 2.2) are taken
up whenever the worker takes in data via the sensory channels such as vision
or hearing, and when carrying out processes such as decision making, and
making control actions. Since there are limitations on these resources, infor-
mation processing overload is a common cause of errors. If, for example, a
person is trying to perform a complex fault diagnosis, he or she may not have
any spare capacity to deal effectively with an unexpected process deviation.
The total information-processing load on the individual from inputs, central
processing, and outputs, is known as the mental workload. Comprehensive
accounts of research in this area are provided by Moray (1979, 1988). Tech-
niques for measuring mental workload are reviewed in Hockey et al. (1989)
and Wierwille and Eggemeier (1993).

In order to minimize errors, it is important that the mental workload is
within a person’s capabilities. If the workload exceeds these capabilities by a
moderate amount, the individual may be able to utilize short-term “coping
strategies,” to maintain performance. However, in addition to the fact that
such strategies may involve elements of risk taking, they often lead to some
physical or psychological cost. Experiments have shown that experienced
workers such as air traffic controllers can maintain their performance even if
they are asked to cope with increasing numbers of flights. However, they often
exhibit chronic stress symptoms if they are required to maintain this perform-
ance over long periods of time. If the worker is forced to use coping strategies
asaregular part of his or her work, it is likely that feelings of physical or mental
strain will ensue. This may lead to long term problems such as stress illnesses
and absenteeism. At very high levels of mental workload, even coping strate-
gies will be inadequate and errors will start to increase rapidly. There has been
a considerable amount of research carried out in the area of mental workload,
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particularly in the aerospace industry. This has been partly driven by the
desire to reduce staffing levels on flight decks.

In the case of the CPI, there are relatively few situations where control
room workers are likely to face continuous periods of overload. However,
when overload does occur it is likely to be associated with situations when the
plant is in an unusual or abnormal state for which the workers may not have
any rules or procedures available. In these situations, knowledge-based proc-
essing (see Section 2.6.2), which needs considerable mental resources, will be
required and errors of diagnosis are likely to occur.

2.5.4. Automation and Allocation of Function

A commonly suggested solution to the problem of human error is to automate
the plant process. The aim of automation is to replace human manual control,
planning, and problem solving by automatic devices and computers. The topic
of allocation of function is becoming increasingly important with the use of
computer-based process control systems, which tend to change the role of the
control process operator from that of a direct controller to a system monitor.
Allocation of function is concerned with which functions to assign to human
control and which to delegate to automatic systems such as computers. The
engineering approach is normally to automate all functions for which it is
technically feasible to develop an automatic system. In practice there are a
number of problems associated with this approach. For example, operating
conditions (e.g., the characteristics of feed stocks, the reliability of automatic
controllers) are often more variable than the designer is able to take into
account. This means that the automated system actually has to be controlled
manually during a proportion of its operating range.

This form of unplanned manual operation is unsatisfactory on a number
of counts. The fact that the operator may normally be insulated from the process
by the automatic control systems means that he or she will probably not be able
to develop the knowledge of process dynamics (“process feel”) necessary to
control the system manually, particularly in extreme conditions. Also, the fact
that manual control was not “designed into” the systems at the outset may
mean that the display of process information and the facilities for direct control
are inadequate. A number of techniques are available to assist designers in the
allocation of function process. Some of these are described in Meister (1985). In
a paper entitled “Ironies of Automation” Bainbridge (1987) notes four areas
where the changed role of the human in relation to an automated system can
lead to potential problems. These will be discussed below.

2.5.4.1. The Deterioration of Skills
With automatic systems the worker is required to monitor and, if necessary,
take over control. However, manual skills deteriorate when they are not used.
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Previously competent workers may become inexperienced and therefore more
subject to error when their skills are not kept up to date through regular
practice. In addition, the automation may “capture” the thought processes of
the worker to such an extent that the option of switching to manual control is
not considered. This has occurred with cockpit automation where an alarming
tendency was noted when crews tried to program their way out of trouble
using the automatic devices rather than shutting them off and flying by
traditional means.

Cognitive skills (i.e., the higher-level aspects of human performance such
as problem solving and decision making), like manual skills, need regular
practice to maintain the knowledge in memory. Such knowledge is also best
learned through hands-on experience rather than classroom teaching meth-
ods. Relevant knowledge needs to be maintained such that, having detected
a fault in the automatic system, the worker can diagnose it and take appropri-
ate action. One approach is to design-in some capability for occasional hands-
on operation.

2.5.4.2. The Need to Monitor the Automatic Process

An automatic control system is often introduced because it appears to do a job
better than the human. However, the human is still asked to monitor its
effectiveness. It is difficult to see how the worker can be expected to check in
real time that the automatic control system is, for example, using the correct
rules when making decisions. It is well known that humans are very poor at
passive monitoring tasks where they are required to detect and respond to
infrequent signals. These situations, called vigilance tasks, have been studied
extensively by applied psychologists (see Warm, 1984). On the basis of this
research, it is unlikely that people will be effective in the role of purely
monitoring an automated system.

2.5.4.3. The Need to Hold an Accurate and Up-to-Date

Mental Model of the Plant Processes

As discussed earlier, the successful diagnosis of faults in automated control
systems is highly dependent on the mental model the worker has built up of
the current state of the plant processes. Such a model takes time to construct.
An individual who has to act quickly may not be able to make the necessary
diagnoses without time to build up and consult his or her mental model. Even
in a highly automated plant, provision needs to be made to display major
process deviations quickly.

Example 2.5: Failure of Automated Process System Because Critical
Information Was Not Displayed

In a highly automated plant, a violent exothermic reaction occurred
because of an unanticipated interaction between a chemical process and
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a by-product. The symptoms of the problem, a sudden temperature rise,
went unnoticed because the process plant VDU display page for alarms
was not being displayed, and there was no alarm algorithm to detect rapid
temperature changes.

2.5.44. The Possibility of Introducing Errors

Automation may eliminate some human errors at the expense of introducing
others. One authority, writing about increasing automation in aviation, con-
cluded that “automated devices, while preventing many errors, seem to invite
other errors. In fact, as a generalization, it appears that automation tunes out
small errors and creates opportunities for large ones” (Wiener, 1985). In the
aviation context, a considerable amount of concern has been expressed about
the dangerous design concept of “Let’s just add one more computer” and
alternative approaches have been proposed where pilots are not always taken
“out of the loop” but are instead allowed to exercise their considerable skills.

Example 2.6: An Error Due to Overreliance on Technology
(Wiener, 1985)

Overreliance on technology was a feature of an accidentinvolvinga China
Airlines B747-SP that occurred approximately 300 miles northwest of San
Francisco in 1989. Toward the end of the flight, the aircraft suffered an
in-flight disturbance at 41,000 feet following the loss of its number 4
engine. The aircraft, which was flying on autopilot at the time, rolled to
the right during attempts by the crew to relight the engine, following which
it entered into an uncontrolled descent. The crew were unable to restore
stable flight until the aircraft reached 9500 feet, by which time the aircraft
had exceeded its maximum operating speed and sustained considerable
damage. In conducting its inquiry, the National Transportation Safety
Board concluded that the major contributory factor underlying the inci-
dent occurrence was the crew’s overdependence on the autopilot during
attempts to relight the malfunctioning engine. The correctly functioning
autopilot effectively masked the onset of loss of control of the aircraft.

2.5.5. System Reliability Assessment and Human Error

The main thrust of the HF/E approach is to provide the conditions that will
optimize human performance and implicitly minimize human error. How-
ever, there is rarely any attempt to predict the nature and likelihood of specific
human errors and their consequences. By contrast, the study of human error
in the context of systems reliability is concerned almost exclusively with these
latter issues. It is appropriate to introduce the systems reliability assessment
approach to human error at this stage because, until recently, it was largely
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based on the mechanistic view of the human in traditional HF/E which was
described at the beginning of Section 2.5.

Interest in human error in system reliability originated in work on
military missile systems in the 1950s, when it became apparent that a large
proportion of system failures could be traced to errors in design, manufactur-
ing, and assembly. The application of formal techniques such as fault tree
analysis in nuclear safety and the occurrence of the Three Mile Island accident
also emphasized the need for predictive analyses of human error. Human
reliability assessment originated from a very specific engineering require-
ment: the need to insert human error probabilities in fault trees for assessing
the likelihood that predefined procedures involving human actions would be
successfully carried out. For this reason human reliability assessment in the
context of safety analysis is very mechanistic in its philosophy and is based on
a simplified version of the HF/E approach described in earlier sections. In the
CPI, human reliability assessment forms an integral part of chemical process
quantitative risk analysis (CPQRA). A comprehensive description of this
application is given in a companion volume in this series, Guidelines for
Chemical Process Quantitative Risk Analysis (1989b) published by CCPS. More
detailed descriptions of specific quantification techniques are provided in
Chapter 5 of this book and in Swain (1989), Miller and Swain (1987), Kirwan,
Embrey, and Rea (1988), and Kirwan (1990).

In this mechanistic approach to human reliability, the individual is mod-
eled as being analogous to a hardware component that provides a function
when required. A definition of human reliability from this perspective is as
follows:

Human reliability is the probability that a job or task will be successfully
completed by personnel at any required stage in system operation within a required
minimum time (if a time requirement exists) (Meister, 1966).

This has close affinities with definitions of system reliability from a
hardware perspective, for example, “the probability of performing a function
under specified conditions for a specific period of time” (Zorger, 1966).

When performing human reliability assessment in CPQRA, a qualitative
analysis to specify the various ways in which human error can occur in the
situation of interest is necessary as the first stage of the procedure. A compre-
hensive and systematic method is essential for this. If, for example, an error
with critical consequences for the system is not identified, then the analysis
may produce a spurious impression that the level of risk is acceptably low.
Errors with less serious consequences, but with greater likelihood of occur-
rence, may also not be considered if the modeling approach is inadequate. In
the usual approach to human reliability assessment, there is little assistance
for the analyst with regard to searching for potential errors. Often, only
omissions of actions in proceduralized task steps are considered.
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Since this approach to human reliability has its roots in the traditional
HF/E perspective, it does not include any systematic means for identifying
errors due to failures in higher level human functions such as diagnosis.
Nevertheless, such diagnostic errors can give rise to particularly serious
failures, where they lead to an erroneous series of actions being initiated based
on the mistaken diagnosis. The Three Mile Island accident was a typical result
of these types of errors. In order to address cognitive errors of this type, a
comprehensive model of human error is required, as is discussed in detail in
Section 2.6.5 of this chapter. Techniques for systematically identifying human
error in safety analyses are described in Chapter 5.

2.5.6. Summary and Evaluation of the HF/E Perspective
on Human Error in the CPI

The traditional HF/E approach provides techniques and data relevant to
optimizing human performance and minimizing certain categories of error in
chemical process industry operations. The main application of human factors
and ergonomics methods is in the design of new systems. However, audit
checklists are available for evaluating HF/E deficiencies that could give rise to
errors in existing systems. These are considered in Chapters 3 and 4. As part of
this design process, many of the performance-influencing factors described in
Chapter 3 are taken into account. Some of the techniques described in Chapter
4—for example, task analysis—are also employed during the design process.

The disadvantages of the classical HF/E perspective as a basis for human
error prediction have been reviewed earlier. The approach focuses mainly on
the external aspects of human performance and does not provide any system-
atic methods for error identification or for addressing underlying causes of
errors. In addition, the HF/E approach does not provide a systematic frame-
work for addressing and eliminating cognitive errors in areas such as diagno-
sis and problem solving.

2.6. THE COGNITIVE ENGINEERING PERSPECTIVE

The classical human factors engineering/ergonomics approach to human
error was essentially based on a “black box” model of human behavior that
focused primarily on information inputs and control action outputs. In this
section a more modern perspective, based on approaches from cognitive
psychology, is introduced. At one level, the cognitive perspective is still
concerned with information processing, in that it addresses how people
acquire information, represent it internally and use it to guide their behavior.
The key difference from the HF/E approach is that the cognitive approach
emphasizes the role of intentions, goals, and meaning as a central aspect of
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